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Planning

Provisioning Services Planning — Reference List — http://support.citrix.com/article/CTX137199

PvS Firewall Rules

Download Provisioning Services 7.11.

Provisioning Services 7.11
Sep 14, 2016
658.0 MB - (150} (X)) Download File

Citrix License Server Version

Make sure the Citrix Licensing server is 11.14.0.1 build 17005 or newer.

License Server - Version 11.14.0.1 for Windows

Sep 13, 2016
440 MB - (ZIP)  (¥) Downlgad File
)
vDisk Storage

Do the following on both PvS Servers. The vDisks will be stored locally on both servers. You must
synchronize the files on the two servers: either manually (e.g. Robocopy), or automatically (e.g. DFS
Replication).

Create D: Drive
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machines.
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2. On the bottom, use the drop-down list to select New Hard Disk and click Add.

(51 PVS01 - Edit Settings

| Virtual Hardware | VM Options | SDRS Rules | vApp Options |

b E;., SCS contraller 0 LSl Logic SAS

v @ cPU ~| @
b Il Mermory
b 3 Hard disk 1 50 =4 [i5R -

b [EE Metwork adapter 1 | VM Network

v] & Connectad

[ Connected

-

b IH Floppy drive 1 Client Device

]

]
)

1 rr:u CD/DVD drive 1 [Datasture 150 File
|

v B8] Video card

b 2 VMCI device

¥ Other Devices

Mew device: [

= Mew Hard Disk

- er.dd |

3. Expand the New Hard disk by clicking the arrow next to it.
4. Change the disk size to 500 GB or higher. It needs to be large enough to store the vDisks. Each

1. In the vSphere Web Client, edit the settings for each of the Provisioning Services server virtual

full vDisk is 40 GB plus a chain of snapshots. Additional space is needed to merge the chain.

5. Feel free to select Thin provision, if desired. Click OK when done.
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(51 PVS01 - Edit Settings

| Virtual Hardware | VM Options | SDRS Rules | vApp Options |

ko2 VMC| device

¥ Dther Devices

» (2 New Hard disk ' 500/00 = [Ga | -]
Maximum Size 1.63TH L},
Location [Stnre with the virtual machine |v]
Disk Provisioning [ Thick provision lazy zeroed

() Thick provision eager zeroed
(=) Thin provision

Shares [Nnrmal Iv] (1000

6. Login to the session host. In Server Manager, open the Tools menu and click Computer Man-
agement.
7. Under Storage right-click Disk Management and click Rescan Disks.

;ﬁ'.
File Action View Help
| 2@

A Computer Management (Local|| Volume |

4 ffb System Tools e ()
B @ Task Scheduler .ﬂ. HRM_555_XB4FREV_EM-US_DV5 (D)
B @ Event Viewer w Systermn Reserved

b 2 Shared Folders
4 d¥ Local Users and Groups
| Users
| Groups
[+ .@. Performance
=4 Device Manager
4 22 Storage
[ @ Windows Server Backug
g2 Disk Management
b T Services and Applicat Refresh
Rescan Dislqc\ |
Create‘urHDM{"

Attach WVHD

8. On the bottom right, right-click the CD-ROM partition and click Change Drive Letters and
Paths.
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e

File . Action View Help

e 200 @D DS G a W

& Computer Managemcn‘t':l.ut-hl. Volume | Layout | Type | File System | Status
4 1 System Tools () Simple Base MNTFS Healthy (Bost, Page File, Cragh
¢ (5 Task Scheduler iy HRM_SSS XG4FREV EN-US DVS (D) Simple Basic UDF Healthy (Primary Partition)
b Lil Event Wiewer i Systemn Reserved Simple Basic MNTES Healthy (System, Active, Prima
b oan Shared Folders
4 28 Local Users and Groups| | ¢ | 1]
1 Users
| Groups % Disk 0 L1 ]
b (38 Performance Basic System Reserved L&l
@ Device Manager 30.00 GE 350 MB NTFS 40,66 GB MNTFS
4 % Storage Online Heaithy [Systemn, Active, Prime || Healthy (Boot, Page File, Crash Bump, Primary §
bt Hp Windows Server Backup
= Disk Management )
: 0 -_—
b =9 Services and Apphcations S Disk 1
Unknowm
1000 GB 10.00 GB
Mot Initialized Unallecated
TR . ————————
DVD | HRM_S55_XG4FREV_EN-US_DV5 (D3
14468 [3.44 GB UDT
Dinfine [Healthy (i | Open
¢ { Explore
Mark Partition a5 Sctnes
Eﬁ;ngc-ﬂ_ﬁ;te td'tté . ...... and Paths...
Format...
9. Click Change.
10. Change the drive letter to E: and click OK.
Change Drive Letter or Path -

Enter a new drive letter or path for D ().
(®) Assign the following drive letter:
Mount in the following empty NTFS folder:

Browse...

0K D\l | Cancel

11. Click Yes when asked to continue.

12. Right-click Disk 1 and click Online.
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=i Disk 0 I
Basic System Reserved )
SD-E!D GB 350 MB MNTFS 49,66 GB M1
Online Healthy (System, Activ | | Healthy (Bo
“3/Disk 1 ]
Unknown .
500.00 GB | Online [\ |

Properties

Help
<scp-romo NN
DVD HREM 555 MAd4FRFY FN-1IS WS (F:

13. Right-click Disk 1 and click Initialize Disk.

LiDisk 0 I
Baczic System Reserved (C)
SD.E!D GB 350 MB MNTFS 49,66 GB NTFS
Online Healthy (System, Activ || Healthy (Boot, Page
“@Disk 1 ]
Unknown | |nitialize Disk |
500.00 GB
Mot Initializes Offline

Properties
&CD- ROM Help I
oDvD HREM_555_X64FREV_EN-US_DV5 (E)

14. Click OK to initialize the disk.
15. Right-click the Unallocated space and click New Simple Volume.

A Computer Management
File Action
A BE DS

# Computer Management {Local | Volume

View Help

.

= =

| La\.-'nutl Type i File S}rstzmi Status

Simple Basic MNTFS Healthy (Beot, F
ol HRM_555_XBAFREV_EN-US_DVS (E:) Simple Basic UDF Healthy (Primar
= Systemn Reserved Simple Basic NTFS

=
a [} System Tools @ (T
b €5 Task Scheduler
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I fd. Event Viewer
{» zi Shared Folders
b ¥ Local Users and Groups
b 'E:l Performance
a2y Device Manager
4 2 Starage
b t';' Windows Server Backup:
= Disk Management
2 _, Services and Applications

£

Healthy (Systernr

EsDisk O
Baszic
50.00 GB
Online

CeDisgk 1
Bazic
S00.00GB

Online

System Reserved {C:
350 MB NTFS 49,65 GB NTFS
Healthy (System, Activ | | Healthy (Boot, Page File. Crash Dump, P

500,00 GE

Mew Simple Volume...
Unallocated - E&L -

Mew' 5o

L - ol Ll =i
e Sanped Volume
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16. In the Welcome to the New Simple Volume Wizard page, click Next.

17. In the Specify Volume Size page, click Next.

18. In the Assign Drive Letter or Path page, select D: and click Next.
19. In the Format Partition page, change the Volume label to vDisks and click Next.

http://www.carlstalhood.com/provisioning-servicesyer-install

20. In the Completing the New Simple Volume Wizard page, click Finish.

New Simple Volume Wizard

Format Partition
To store data on this partition, you must format it first.

() Do not format this volume

(®) Format this volume with the following settings:

Choose whether you want to format this volume, and if so, what settings you want to use.

File: system: |NTFS v]
Allocation unit size: | Diefault v |
Volume label: |'-.-'Disl-:s| |

Perform a quick format
[ Enable file and folder compression

21. If you see a pop-up asking you to format the disk, click Cancel since Disk Management is al-

ready doing that.

vDisk Folders

On the new D: partition, create one folder per Delivery Group. For example create one called

Win7Base and create another folder called Win7SAP. Each vDisk is composed of several files so its

best to place each vDisk in a separate folder. Each Delivery Group is usually a different vDisk.

(€)

o

l._=.|| E:i' | = | Dirive Tools

“ Home Share WView Manage

T |ca » Computer » wDisks (D) »

F

[ Favorites

Mame
B Desktop . WinT7Base
4. Downloads . Win754P

£ Recent places

Robocopy Script
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Here is a sample robocopy statement to copy vDisk files from one Provisioning Services server to
another. It excludes .l1ok files and excludes the WriteCache folders.

REM Robocopy from PVS@1 to PVS@2

REM Deletes files from other server if not present on local server

Robocopy D:\vDisks \\pvs02\d$\vDisks *.vhd *.vhdx *.avhd *.avhdx x.pvp /b /mir /xf *.lok
/xd WriteCache /xo

Service Account

Provisioning Services should run as a domain account that is in the local administrators group on
both Provisioning Services servers. This is required for KMS Licensing.

. 5 Computer Management

File Action View Help

e 2
& Computer Management (Locall| Mame Descripticn
4 [,f,_l: Systern Tools e Access Control Assist...  Members of this group can remot...
b (L) Task Scheduler & Administrators Administrators have complete an...
p@Event‘uriewer B Back Rackun Onerators ca i
b Shared Folders e Administrators Properties
4 & Local Users and Groups & .
|| Users \:!;-Di; General i
[] Groups .;-E'Ev
I (%) Performance *‘. o At
gy Device Manager :F;'H -
4 =2 Storage = 7Y
. s
[ @; Windows Server Backug]| = T Description: Administrators have complete and unrestricted acces
=9 Disk Management # Mg to the computer/domain
I = Services and Applications depe
= #pe Members:
Hipg Al Administrator
Bpri Q‘_:CUHF"«J:'b-:suc {cheve@com local)
&R0 52 CORP"Domain Admins
J;RD 52 NT AUTHORITY\NETWORK SERVICE (5-1-5-20)
&R0y s

From Considerations: Provisioning Services for Personal vDisk at docs.citrix.com: The Provisioning

Services Soap Service account must be added to the Administrator node of Citrix Studio and must
have the Machine Administrator or higher role. This ensures that the PvD desktops are put into the
Preparing state when the Provisioning Services (PVS) vDisk is promoted to production.
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Create Administrator

Studio Role

Select a role. Click a role name to view its permissions.

' N S R Mame Type
\drminstrator and Soope
Delivery Group Admunistrator Built In
Role Can defiver applications, desktops, and machines; can also manage the...
Summary Full Administratos Built In
Can perfarm all tasks and operations
Help Desk Admnistrator Built Iny
Can view Delivery Groups, and manage the sessions and machines ass..
Host Administrator Built In
Can manage host connections and their associated resource settings.
0O  Machine Catalog Admmistrator Built In
Can create and manage Machine Catalogs and provision machines.
Read Only Admimstrator Built In
Can see all objects in specified scopes as well as global information, b...

.NET Framework 3.5 SP1 & 4.5 - 2008 R2 Only
Provisioning Server on Windows Server 2008 R2 requires .NET Framework 3.5 SP1 to be installed
prior to installing Provisioning Server.

1. On each Provisioning Server, in Server Manager, right-click Features and click Add Features.
2. In the Select Features page, check the box next to .NET Framework 3.5.1 and click Next.

Add Features Wizard

ES Select Features
i

Select one or more features to inskall on this sery
Confirmation Features:

Progress = [E .MET Framewark 3.5.1 Features

Results ET Framew
_F Ackivation

[ ] Background Inteligent TransFer Service
|:| BitLacker Drive Encrypkion
[ ] BranchCache
|:| Connection Manager Adminiskration Kit

[ PN ISR S

3. In the Confirm Installation Selections page, click Install.
4. In the Installation Results page, click Close.

.NET Framework 4.0 has bug. Upgrade to 4.5. More information at All the target devices are not se-

9 of 54 11/14/2016 11:56 Al



Provisioning Services — Server Install — Carl Sialh http://www.carlstalhood.com/provisioning-servicesyer-install

lected when using shift select within the PVS console to select a number of target devices.

.NET Framework 4.5.1 can be installed from Windows Update or you can download it from Micro-

The .NET Framework 4.5.1 (Oftline Installer) and
NET Framework 4.5.1 Language Pack (Offline

Installer) 1s available for Windows Vista, Windows
7, Windows 8, Windows Server 2008, Windows
Server 2008 R2 and Windows Server 2012

Provisioning Services Console 7.11

The installation and administration of Provisioning Services 7.8, 7.9, and 7.11 are essentially identi-
cal.

You can in-place upgrade to Provisioning Services Console 7.11.

1. Go to the downloaded Provisioning Services 7.11 and in the Console folder run PVS_Con-

sole_x64.exe.

LEN B Application Tools Console
Home Share View Manage
':(-:I = P |0 e fs0T » bin » Citrix » XenDesktop » 717 » ProvisioningServices711 » Console
Y Favorites Marne Date modified Type

B Desktop . |IS5etupPrerequisites 917/2016 853 AM  Filefolder
4. Downloads E® pvs_Console 9/7/2016 3:27 PM Application
=l Recent places | PV5_Console_xb4 M 9/7/2016 3:27 PM Application
. XenDesktop

2. Click Install.
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Citrix Provisioning Services Console x64 - InstallShield Wizard

T Citrix Provisioning Services Console x64 requires the following items to be installed an
your computer, Click Install to begin installing these requirements.

Status  Reguirement

Pending CDF x4

Pending Broker Snapin v2 x64

Pending Host Powershell Snapln v2 k64
Pending Configlogging_PowerShellsnapInxs4
Pending DelegatedAdmin Powershell Snapln x64
Pending Configuration_PowerShelSnapInxg4

| Install

3. In the Welcome to the InstallShield Wizard for Citrix Provisioning Services Console x64 page,
click Next.

) Citrix Provisioning Services Con
Welcome to the InstallShield Wizard for Citrix

CiTRIxE Provisioning Services Console x64
L

The Installshield(R) Wizard will install Citrix Provisioning
Services Console k64 on your computer, To continue, dick
Mext.

4. In the License Agreement page, select I accept the terms, and click Next.
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il Citrix Provisioning Services Console x64 - InstallShield Wizard -

License Agreement

CITRIX

You must view the entire license agreement in order to continue.

CITRIX LICENSE AGEREEMENT -~

This is a legal agreement (" AGEEEMENT") between vou, the Licensed User, and

Citrix Systems, Inc., Citnix Systems International GmbH or Citrix Systems Asia Pacific
Pty Ltd. Your location of receipt of this product or feature release (both hereinafter
"PERODUCT"™) or technical support (hereinafter "SUPPORT") determines the

providing entity hereunder (the applicable entity is hereinafter referred to as

"CITRIX"). Citrix Systems, Inc.. a Delaware corporation licenses this PRODUCT in

the Amernicas and Japan and provides SUPPORT in the Amerncas. Citrix Systems
International GmbH, a Swiss company wholly owned by Citrix Systems, Inc_ licenses
this PREODUCT and provides Support in Europe, the Middle East, Africa and w

(®) I accept the terms in the license agreemen%
ment

() I do not accept the terme in the license ag

Installshield

| < Back ” Mext = | | Cancel

. In the Customer Information page, click Next.

= Citrix Provisioning Services Console x64 - InstallShield Wizard 1520 |
Customer Information

o
Please enter your information. CITR!X

User Mame:
h‘u-’ﬂ

Organization:

]Curp

Install this application for;

= ;
(® Anyone who uses this computer (all users)

() Only for me {Corp)

6. In the Destination Folder page, click Next.

http://www.carlstalhood.com/provisioning-servicesyer-install
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e _ r'l:. - g

Install Citrix Provisioning Services Console x64 to:

C:'Program Files\Citrix\Provisioning Services Console) Change...

7. In the Setup Type page, click Next.

Please select a setup type,

(®) Complete
All pmgram'featres will be installed, (Requires the most disk
space.}

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

8. In the Ready to Install the Program page, click Install.

Click Install to begm the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

9. In the InstallShield Wizard Completed page, click Finish.
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5 Citrix Provisioning Services Console x64 - InstallShield Wizard L2 |

CITRIX

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Citrix
Provisioning Services Console x64. Click Finish to exit the
wizard.

Provisioning Server 7.11 - Server Install

The installation and administration of Provisioning Services 7.8, 7.9, and 7.11 are essentially identi-
cal.

You can in-place upgrade to Provisioning Services Server 7.11. The Servers must be upgraded be-
fore the vDisks are upgraded. While upgrading one Provisioning Services Server, all Target Devices
are moved to the other Provisioning Services Server.

1. If vSphere, make sure the Provisioning Services server virtual machine is running

VMXNET3 NIC.
P .
- [ Metwork adapter 1 [ VIV Network I v | ¥ Connectac
Status [+ Connect At Power On
Adapter Type el %
MAC Address

2. Go to the downloaded Provisioning Services 7.11, and in the Server folder, run
PVS_Server_x64.exe.

LN L Application Tools Server
“ Home Share View Manage
\(—:I *- 1T s« f=01 » bin » Citrix » XenDesktop » 717 » ProvisioningServices711 » Server »
‘v Favorites Mame Date modified Type
B Desktop . 155etupPrerequisites 9/17/2016 6:34 AM  File folder
& Downloads E® pvs_Server 9/7/2016 3:27 PM Application
| Recent places B pvs_server_x64 Q772016 3:27 PM Application
, XenDesktop

3. Click Install when asked to install SQL2012nclx64 and/or Telemetry Service. Note: you might
need a newer version of SQL Native Client as indicated by Daniele Tosatto at PVS 7.11 & SQL

14 of 54 11/14/2016 11:56 Al



Provisioning Services — Server Install — Carl Sialh

15 of 54

2014 SP2 — Unsupported? at Citrix Discussions. -

T Citrix Provisioning Services k64 requires the following items to be installed on your
¥ computer, Click Install to begin installing these requirements.

Status  Reguirement
Pending SCQL Server 2012 Native Client x54 for database mirroring and Always On suppaort

Citrix Provisioning Services k64 requires the following items to be installed on your
computer., Clidk Install to begin installing these requirements.

Status  Reguirement
Pending Telemetry Service x64

4. Click Yes when asked to install.
Citrix Provisioning Services x84 optionally uses 50L Server 2012 MNative

Client x84 for database mirroring and Always On support. Would you
like to install it now?

Welcome to the Installation Wizard for Citrix
Provisioning Services x64

The InstallShield(R} Wizard will install the Citrix Provisioning
Services x64 on your computer, It is recommended that you
— disable any AntiVirus software before continuing. To continue,
— dlick Next,

6. In the License Agreement page, select I accept the terms, and click Next.

http://www.carlstalhood.com/provisioning-servicesyer-install
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il Citrix Provisioning Services x64 -

License Agreement

CITRIX

You must view the entire license agreement in order to continue.

CITRIX LICENSE AGEEEMENT -~

This is a legal agreement (" AGEEEMENT") between vou, the Licensed User, and

Citrix Systems, Inc., Citrix Systems International GmbH or Citrix Systems Asia Pacific
Pty Ltd. Your location of receipt of this product or feature release (both hereinafter
"PRODUCT") or technical support (hereinafter "SUPPORT") determines the

providing entity hereunder (the applicable entity is hereinafter referred to as

"CITRIX"). Citrix Systems, Inc., a Delaware corporation licenses this PRODUCT in

the Americas and Japan and provides SUPPORT in the Americas. Citrix Systems
International GmbH, a Swiss company wholly owned by Citrix Systems, Inc., licenses
this PRODUCT and provides Support in Europe, the Middle East, Africa and w

(®) I accept the terms in the license agreement

() I do not accept the termz in the licenze a&ement

Temd=llChinld

i Citrix Provisioning Services x64 E3]
Customer Information

Please enter your information. -

Uzer Mame:

Qrganization:

]Cnrp

Install this application for:

(®) Anyone who uses thiz computer (all users)

(1 Only for me (Corp)

. In the Destination Folder page, click Next.

B Citrix Provisioning Services x64 E3]
Destination Folder =
Click Mext to install to this folder, or dick Change to install to a different folder. crr‘n-!-'x

1, Install Citrix Provisioning Services x64 fo;

..a’x C:\Program Files'\Citrix\Provisioning Services),

http://www.carlstalhood.com/provisioning-servicesyer-install

. In the Customer Information page, select Anyone who users this computer, and click Next.
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9. In the Ready to Install the Program page, click Install.

= Citrix Provisioning Services x64 E3)
Ready to Install the Program =
The wizard is ready to begin installation. CIm!x

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

10. In the Installation Wizard Completed page, click Finish.

B Citrix Provisioning Services x64 E3]

CITRIX

Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
Provisioning Services k64, Clidk Finish to exit the wizard.

Database Script

By default, the Provisioning Services Configuration Wizard will try to create the database using the
credentials of the person that is running the Wizard. This isn’t always feasible. An alternative is to
create a script that a DBA can run on the SQL server.

1. Go to C:\Program Files\Citrix\Provisioning Services and run DBScript.exe.

BN A L Application Tools Provision
“ Home Share View Manage
:(-:l - 4t , + Local Disk (C:) » Program Files » Citrix » Provisioning Services »
- E . Mame Date modified
- Favorites
B Desktop &% DbScript 9/17/2014 11:58 A
& Downloads (%] Enterpriseﬂcct&s.dll 9/17/2014 11:58 &
] Recent places |%| Interop.ActiveDs.dll 9/17/2014 11:58 A

2. Change the selection to New database for 2012 or higher.

3. Enter a path to save the script file.

4. Fill in the other fields.

5. Select an Active Directory group containing your Citrix administrators and click OK.
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) Mew database for 2008 ® New database for 2012 or higher () Upgrade database

Script file name:
|C:\Users\admin\Ducumerrts\CreateF‘rc'u'isjuningSewerDatabase.sql | |

Database name:

|['.'rtrixF‘m'u'isinningSer'u'ices

Farm name:
|Curp Fam

Site name:
|Curp5'rte
Collection name:
|RDSH

Farm Administrator group:

|§curp local/Users/Cirix Admins

A{  Connect Object Explorer...
3 Disconnect Object Explorer

R

MNew |
Open | Gl Analysis Services Database...
Close qﬁ P?uje‘ctfﬂuiuﬁun...
]  Close Solation B Fle..
il SaveSelected ltems Ctri+5 . ﬁ Me:ge Extended Event Files...
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® = 4|}« Users » admin » Documents » v & | | Search Documents 2|

Organize =  New folder = o [ &

Wa SOU Server Managemy - | 0E Date modified Type

_h- SCL Server Manager W My Music 29/2014 T37T PM File fioider

= My Pictures Y2 E T3T PM File folder

‘5-? Favorites 972952004 7:37 PM File folder
B Deskiop 2 CreateProvisioningServerDatabase 1&“@3&]!&2NM Mhicrosoft 501 Ser.

8 Downloads : 1972014 10:29AM  Configuration sett..
“0| Recent places

[ <] m

File name: | CreateProvisioningServerDatabase w| |AlFiles )

o ] [ |

7. Execute the script to create the database.

CreateProvisionin...(CORP\admin (165)) >
USE [master]
P\admin) B2
EICREATE DATABASE [CitrixProvisioningServices]
|_ COLLATE SQL latinl General CP1 €I AS

58]

ALTER DATABASE [CitrixProvisioningServices] SET &M
G0
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|_'_f_=-g Messages
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(1 row(s) affected)
(1 row(s) affected)
(1 row(s) affected)
(1 row(s) affected)
(1 row(s) affected)

(1 row(s) affected)

Database create finished.

8. The person that runs the Provisioning Services Configuration Wizard will need db_owner per-

mission to the new Provisioning Services database.

E

‘Selecta page
4 General

| Server Roles
| _.’.&" |ser Mapping
| Securables
5 Status

;Cmuml:iul

Server:
SQLOZ

Connection:
CORPadmin

1‘!&_‘:# Wiew connection propetiss

: Progress
Ready

Login Properties - CORP\user01

28 Seipt + |4 Help

|Isers mapped to this login:
Database Uzer Diefault
CitrixComSite
CitreComSite Logging
CitrixCorp Site Maonitoring
CitrocMDOM
: CtrixProvisioningServi... | CORP\userD] dbo
CitrocXMM
master
Microsoft OperationsM...
MicrosoftOperationsM ...
model

=
ol
o

I B T 3 O

Database role membership for; CitrcProvisioning Services

[ | db_accessadmin

[ ] db_backupoperator
[ ] db_datareader

[] db_datawriter

[ ] db_ddladmin

[ ] db_denydatareader
[ ] db_derydatawriter

db_owner
] h _securtyadmin

[w] public

9. Provision a Windows service account that will run the services on the Provisioning Services
server. This account must have a SQL login on the SQL server containing the PvS database. The
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Provisioning Services Configuration Wizard will grant this account the correct permissions in
the database.

# | J VMwareYiewEvents

= [ Security
=] Logins
M, #F Mew Login... ind
& ## Filter y 82
fr BL
B o Start PowerShell

Configuration Wizard - New Farm

1. If you used DBScript.exe to pre-create the database, skip to Configuration Wizard - Join Farm.

2. For SQL AlwaysOn Availability Group, see CTX201203 SQL Server AlwaysOn Configuration
for PVS 7.6. In summary: Use the wizard to create the database instance. In SQL, create the
Availability Group. Then reconfigure Provisioning Services to point to the SQL AlwaysOn lis-

tener.

3. The Configuration Wizard launches automatically. If the database wasn’t pre-created, then the
person running the wizard must have dbcreator and securityadmin roles on the SQL Server.
If true, click Next. If not true, then cancel the wizard and launch it as somebody that does
have those roles.

- Provisioning Services Configuration Wizard -

CiTRlx Welcome to the Configuration Wizard

The Configuration Wizard provides an easy way to
setup a “basic” Server configuration.

For advanced configurations, see the Installation and
Configuration Guide,

You can always run the Configuration Wizard again
later from the Start Menu.

4. The DHCP Services page appears. DHCP is typically hosted on a different server so select The
service that runs on another computer. It is also possible to install DHCP on the PvS Servers.
Click Next.
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DHCP Services

Spedfy the service that will provide IP address assignments to Provisioning Services
target devices.

() The service that runs on this computer

() Microsoft DHCP
() Provisioning Services BOOTE service
() other BOCTP or DHCP service

(®) The zervice that runs on another computer:

5. In the PXE Services page, select The service that runs on this computer and click Next.

PXE Services

Spedfy which service will deliver this information to target devices,

During the PXE boot process the bootstrap file name and FQDMN/IP address of the
TFTP server hosting the bootstrap are delivered via a PXE service or DHCP options
&66/67.

(®) The service that runs on this computer

Provisioning Services PAE service
() The zervice that runs on another computer

6. In the Farm Configuration page, click Create Farm.

Farm Configuration

Create a new Farm or join an existing Farm. Can be skipped if already configured,

(®) Create farm

() Join existing farm

7. In the Database Server page, enter the name of the SQL server. PvS 7.11 has a new option for
MultiSubnetFailover. Click Next.
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o Provisioning Services Configuration Wizard -

Database Server

Enter the Server and Instance names.,

SErVEr Name: | 5003 |

Browse...

Instance name: |

Optional TCP port: |:|

[+/|Enable MultiSubnetFailover for SOL Server Always On;

[ |specfy database mirror failover partner

(=]
[=]
%]
m

8. In the New Farm page enter the following:

e Enter a descriptive Database name. Put the word Citrix in the database name so the DBA
knows what it is for.

e Enter a descriptive Farm name.
e Enter a descriptive Site name.
¢ Enter a descriptive Collection name. All of these names can be changed later.

e Select the Active Directory group that will have administrator permissions to Provisioning
Services and click Next.
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Mew Farm

Enter the new Database and Farm names,

Database name: | CitrixProvisioningServices W |
Earm names: | PwSFarm |
Site name: | PwSSite |
Collection name: | Collection |

® Use Active Directory groups for security

() Uge Windows groups for security

Farm Administrator group;
| corp.locai fUsersjcitrix Admins

v
a3

9. In the New Store page, browse to one of the vDisk folders, and give the store a name. Then
click Next.

MNew Store

Enter a new Store and default path.

Store name: | Stare

Default path: | D:\Win10Common

10. In the License Server page, enter the name of your Citrix license server, check the box next to

Validate license server, and click Next.

License Server

Enter the license server hostname and port.

License server name: | sqlﬂ3|

License server port:

X

[w] validate license server version and communication
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11. In the User account page, notice it defaults to Network service account. This won’t work with
KMS licensing so change it to Specified user account. Enter credentials for an account that is
a local administrator on all Provisioning Services servers, and click Next.

o Provisioning Services Configuration Wizard -

User account

The Stream and Soap Services will run under a user account, Please select what user
account yvau will use,

() Metwork service account

(®) Spedified user account

Lser name: | chusve |
Domain: | corp |
P'ESS'J’-.'I:Ird: | (221107 q] |
Confirm password; | LTI |

Maote: The database will be configured for access from this account.

12. In the Active Directory Computer Account Password page, check the box, and click Next.

o Provisioning Services Configuration Wizard -

Active Directory Computer Account Password

Automate computer account password updates?

Automate computer account password updates

Days between password updates:

13. In the Network Communications page, click Next.
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Metwork Communications

Spedfy network settings.

Streaming network cards:

10.2.2.22

Management network card:

Enter the base port that will be used for network communications. A total of 20 ports
are required. You must also select a port for console communications.

Mote: All servers must have the same port configurations.

First communications port: 5390

Console ports

14. In the TFTP Option and Bootstrap Location page, check the box, and click Next.

TFTP Option and Bootstrap Location

Typically only ane TFTP server is deployed as part of Provisioning Services.,

|Ise the Provisioning Services TIQ‘ service

| C:\ProgramData'Citrix \Provisioning Services Tipboot\ARDBP32.BIM | |Bmwse...

15. In the Stream Servers Boot List page, click Advanced.
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Stream Servers Boot List

Specfy at least 1 and at most 4 boot servers,

The bootstrap file specifies what servers target devices may contact to complete the

boot process,
Server IP Address Server Port  Device Subnet Mask  Device Gateway
10.2.2.22 5910

| Add | | Edit | | Remove | | Move up | | Move down

16. Check the box next to Verbose mode, click OK, and then click Next.

Verbose mode (Display diagnostic information)

[ ]interrupt saf®imode { Select if target device hangs during boot )

[+] Advanced Memory Support

Metwark recovery method: | Restore Metwork Connection

V|aﬂ:er | |seconds

Login polling timeout: milliseconds (valid range 1000 to 60000)
Login general imeout: 30000 miliseconds (valid range 1000 to 60000)

17. If PvS 7.11, in the Problem Report Configuration page, enter your MyCitrix credentials, and

click Next.

27 of 54

11/14/2016 11:56 Al



Provisioning Services — Server Install — Carl Sialh

28 of 54

Problem Report Configuration

Optionally enter your My Citrix credentials in order to submit problem reports.

These credentials can also be configured from the console or when you submit a problem report.

My Citrix Username: | | |

Password: | |

Confirm password: | |

Mote: The password will not be saved as a token will be acquired.

18. In the Finish page, click Finish.

Finish

Confirm configuration settings.

PYE - Install Service ”
Database Server = sgl03)

Farm = CitrixProvisioningServices:PvSFarm

Site and Collection = PwSSite, Collection

AD Group = corp.localUsers/Citrix Admins

Store and Default Path = Store, D:Win 10Common
License Server:Port = sql03: 27000

User Account = corplchesve

Computer account password changes every 7 days
Communications - First Port = 6890, Last Port = 6909
Console - Soap Port = 54321

MIC - Selected IP = 10,2.2,22

Management MIC - Selected IP = 10.2.2,22

TFTP - Install Service hd

(<] 1>

[]{automatically Start Services;

b

19. If you are upgrading then you might be asked to upgrade the database. Click Yes.

database is upgraded. Should the database upgrade be done now?

o The database will be upgraded. A backup should be done before the

http://www.carlstalhood.com/provisioning-servicesyer-install
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20. Click OK if you see the firewall message.

Mote -

Windows Firewall is on. [t will interfere with the cperation of services.
Either turn it off or open the necessary ports. For more information on
the necessary ports, refer to the Planning section of the Installation and
Configuration edoc.

oy

21. In the Finish page, click Done.

- Provisioning Services Configuration Wizard -

Finish

Confirm configuration settings.

Stopping Metwork Services

Stopping Software Stream Service

Configuring Services

Starting Software Stream Services

Starting Metwork Services %

NESEE

Configuration Wizard - Join Farm

1. The Configuration Wizard launches automatically.
2. There are two methods of handling SQL permissions:

a. The person running the wizard must have db_owner on the database and securityadmin
role on the SQL Server. This allows the wizard to add the service account to SQL logins
and grant it access to the database.

b. Or the person running the wizard can be limited to just db_owner permission to the data-
base. The service account must be added manually to SQL logins by a DBA.
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o Provisioning Services Configuration Wizard

H Welcome to the Configuration Wizard
CiTRIX

The Configuration Wizard provides an easy way to

setup a "basic” Server configuration.

For advanced configurations, see the Installation and

Configuration Guide.

You can always run the Configuration Wizard again

later from the Start Menu.

http://www.carlstalhood.com/provisioning-servicesyer-install

3. The DHCP Services page appears. DHCP is typically hosted on a different server so select The
service that runs on another computer. It is also possible to install DHCP on the PvS Servers.

Click Next.

-

4. In the PXE Services page, select The service that runs on this computer and click Next.

Provisioning Services Configuration Wizard

DHCP Services

Spedfy the service that will provide IP address assignments to Provisioning Services
target devices.

() The gervice that runs on this computer

Microsoft DHCP
Provisioning Services BOOTE service
Qther BOOTP or DHCP service

() The service that runs on another computer;

-

Provisioning Services Configuration Wizard

PXE Services

Spedfy which service will deliver this information to target devices,

During the PXE boot process the bootstrap file name and FQDMN/IP address of the
TFTP server hosting the bootstrap are delivered via a PXE service or DHCP options
&6/57.

(®) The service that runs on this computer

Provisioning Services PXE service

() The service that runs on another computer

5. In the Farm Configuration page, click Join existing farm.
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Farm Configuration

Create a new Farm ar join an existing Farm. Can be skipped if already configured,

() Create farm

(®) Join en‘isﬁngtgrm

6. In the Database Server page, enter the name of the SQL server and click Next.

Database Server

Enter the Server and Instance names.

SErver name: | =gl |

Instance name: | |
Optional TCP paort: I:I

[ | spedify database mirror failover partner

Server name: |

Browse...

Instance name: |

Optional TCP port: I:I

7. In the Existing Farm select the database and click Next.

Existing Farm

Select the Farm.

Earm name: |';‘.:itrixPro'n.risioningSerui::es:P"i.rSFarm Pow

8. In the Site page, select an existing site and click Next.
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Site

Select a Site or enter a new Site and Collection,

ing site:
Site name: |site v]

() Mew gite

Sike name: | |

Colleckion name: | Collection |

9. If you used the script to create the database then there probably are no stores defined. Do so
now.

Store

Select a Store or enter a new Store and default path,

] Existing store
Skore name: |Stc|re " |
(®) Mew store
Store name: | Store |
Default path: | D:'Storel |

X

10. Otherwise, in the New Store page, select the existing store and click Next.

Store

Select a Store or enter a new Store and default path.

Existing sf
Store name: |S1:ore w |
) Mew store h
Skore name: | Store |
Default path: | D:\Store |
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11. In the License Server page, click Next.

License Server

Enter the license server hostname and port,

License server name: | TE

License server port: 27000

[] Validate license server version and communication

12. In the User account page, notice it defaults to Network service account. Change it to a service
account that is local administrator on both Provisioning Services servers. Click Next.

User account

The Stream and Soap Services will run under a user account, Please select what user
account yvau will use,

() Metwaork service account

(®) Spedified user account

IUser name: | chesve |
Domain: | corp |
Password: | TIIIIIL |
Confirm password: | I |

Mote: The database will be configured for access from this account.

13. In the Active Directory Computer Account Password page, check the box and click Next.

Active Directory Computer Account Password

Automate computer account password updates?

[W]Automate computer account password updates:

Days between password updates:

14. In the Network Communications page, click Next.
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Metwork Communications

Spedfy network settings.

Streaming network cards:

@HY 10.2.2.22

Management network card:

Enter the base port that will be used for network communications. A total of 20 ports
are required. You must also select a port for console communications.

Mote: All servers must have the same port configurations.

First communications port: 5390

6830 |
Console port:

15. In the TFTP Option and Bootstrap Location page, check the box and click Next.

TFTP Option and Bootstrap Location

Typically only one TFTP server is deployed as part of Provisioning Services,

@ |se the Provisioning Services TFTP service

| C:\ProgramData'Citrix \Provisioning ServicesTfipboot\ARDBP32.BIM | |&nwse

16. In the Stream Servers Boot List page, click Advanced.

Stream Servers Boot List

Specfy at least 1 and at most 4 boot servers,

The bootstrap file specifies what servers target devices may contact to complete the
boot process,

Server IP Address Server Port  Device Subnet Mask  Device Gateway

10.2.2.22

| Add || Edit || Remove | | Move up || Move down
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17. Check the box next to Verbose mode, click OK, and then click Next.

Verbose mode (Display diagnostic information)
[ ]interrup
[+] Advanced Memory Support

fe mode ( Select if target device hangs during boot )

Metwork recovery method: | Restore Metwork Connection

v| after |

| seconds

Login polling timeout:

Login general imeout:

miliseconds (valid range 1000 to G0000)
30000 milliseconds (valid range 1000 to 60000)

18. If PvS 7.11, in the Problem Report Configuration page, enter your MyCitrix credentials, and

click Next.

Problem Report Configuration

Optionally enter your My Citrix credentials in order to submit problem repaorts.

These credentials can also be configured fram the console or when you submit a problem report.

My Citrix Username: | |

Passwaord: |

Confirm password: |

Mote: The password will not be saved as a token will be acguired,

19. In the Finish page, click Finish.
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Finish

Confirm configuration settings.

PYE - Mot used ~
Database Server = sgl03Y

Farm = CitrixProvisioningServices:Pv5Farm

Site = Site

Store = Store

License Server:Port = sgl03: 27000

User Account = corpadmin

Computer account password changes every 7 days
Communications - First Port = 6890, Last Port = 6909
Console - Soap Port = 54321

MIC - Selected IP = 10,2.2.22

Management MNIC - Selected IP = 10.2.2.22

TFTP - Install Service
| File = C:\ProgramData\Citrix\Provisioning Services Tfipboot\ARDEP32.EIM h
<| 2]

[] Automatically Start Services

20. Click OK if you see the firewall message.

Windows Firewall is on. [t will interfere with the cperation of services,
Either turn it off or open the necessary ports. For more information on
the necessary ports, refer to the Planning section of the Installation and

Configuration edoc.

oy

21. In the Finish page, click Done.

Finish

Confirm configuration settings.

Stopping Metwork Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services
Starting Metwork Services

NEEEEN
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Troubleshooting —- Networking Services Don’t Work After Reboot

If your PXE service or TFTP service does not work after a reboot of the Provisioning Services
server, do the following:

1. One option is to set the Citrix PVS PXE Service, Citrix PVS TFTP Service, and Citrix PVS
Two-stage boot Service to Automatic (Delayed Start).

2. The TFTP and Two-stage Boot services can be delayed by setting registry keys. From Carl Fallis
at Citrix Discussions:

¢ Keys = HKLM\System\CurrentControlSet\services\BNTFTP (and PVSTSB)\Parameters
e Value = InitTimeoutSec (DWORD). 1 - 4 seconds. Default is 1.

e Value = MaxBindRetry (DWORD). 5 — 20 retries. Default is 5.

Disable Firewall

The Windows firewall must be disabled to allow communication on all Provisioning Server ports.

1. In Server Manager, click Tools and run Windows Firewall with Advanced Security.

Manage Tools View

Component Services
Computer Management
Defragment and Optimize Drives

Event Viewer

iSCSI Initiator
lot configurs
lever Local Security Policy
CDBC Data Sources (32-bit)
QDBC Data Sources (b64-bit)
It Performance Monitor
lot participay Resource Monitor
i
_ Security Configuration Wizard
JTC-06:00) ¢
) Services
lot activated
System Configuration
System Information
Task Scheduler
itel(R) Xeon( Windows Firewall with Advanced Security
GB

Windows Memory Diagnla}li-:

2. Click Windows Firewall Properties.
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Private Profile
& windows Firewall iz on,
(3 Inbound connections that do not match a rle are blocked.

ﬂ' Qutbound connections that do nat match a rile are allowed,

Fublic Profile
& windows Firewall iz on,
(3 Inbound connections that do not match a nle are blocked.

ﬂ' Outbound connections that do not match a rule are allowed.

B wWindows Firewsll Properties
Thee
w
"
Getting Started

Authenticate communications between computers

3. On the Domain Profile tab, change the Firewall state to Off.

Domain Profile | Private Profile | Public Profile | IPsec Settings

Specify behavior for when a computer is connected to its corporate
domain.
State

Fi ‘ Firewall state: Off
[’\} Block

Inbound connections: efa

S

'R

Cutbound connections: Allowy (d

Disable BIOS Boot Menu

sion except Production.

onnecting to the Provisioning Services. Please wait...

Boot Menu:

1) 5ilol1-28111831.1 [maint]
2) 5ilol-28111831

Selection [1-21:_

Windows Firewall with Advanced Security on Local Co... -

http://www.carlstalhood.com/provisioning-servicesyer-install

The versioning process in Provisioning Services will present a boot menu when booting any ver-

1. To avoid this, create the DWORD registry value HKLM\Software\Citrix\ProvisioningServices
\StreamProcess\SkipBootMenu on both Provisioning Servers and set it to 1. Note: the location

of this key changed in Provisioning Services 7.0 and newer.
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Data

{value not set)
ChProgramDataly!
Doe0000000 (0]
DocDOO00O000 (0)
CoeDODG00T (1)
Toe000GO0T (1)

File Edit WView Favorites Help
L ProvisioningServer # ||| Mame Type
4- |y ProvisioningServices _q_li:! (Default) REG_5Z
= Adrnin ab| |PCTraceFile REG_5Z
[-- | BootServices _‘_.T._'._':'! IPCTrace5tate REG_D'WORD
----- Database 34 PortOffset REG_DWORD
Inventory 4] SkipRIMS REG_DWORD
----- IPC = REGG_DWORD
..... Manager
----- MgmtDaemon
Motifier
..... SoapServer
..... StreamProcess ”
< I Twm IE
iCDmputer‘xHKE"r'_LGCﬂ.L_MACH|NBSGWAH91Citrix‘aPru:wisinningSemices\StreamPrDcess

2. Then restart the Citrix PVS Stream Service.

fa Citre PYS TETP Ser
o Citrie PVS Two-5ta
iy CNG Key [solation

G COM=+ Event Syste

File Action View Help
Eo=z HE »8np»
., Services (Local) Mame " Description Statu
Sy Citri PVS Ramdisk Server Citre PVS R,
S Citrix PVS Soap Server Citrix PY5 5.,  Runn
4 Citri PVS Stream Service  Citrix PVS St... Runi

o COM+ System Apg

4 Computer Browser

L. Credential Manage

#

st mmrambhis T

Start [Runn
Stop \Runn
Pause [
[R:
Resume [ =
5 |iHunn
estart P

Hﬁ |

Al Tasks 3

Private Mode vDisk — No Servers Available for vDisk

Citrix CTX200233 — Error: “No servers available for disk”: When you set a vDisk to Private Image

mode (or new Maintenance version), if the Target Device is not connected to the server that con-

tains the vDisk then you might see a message saying “No Servers Available for vDisk”.

1. To avoid this, create the DWORD registry value HKLM\Software\Citrix\ProvisioningServices
\StreamProcess\SkipRIMSForPrivate on both Provisioning Servers and set it to 1. Note: the
location of this key changed in Provisioning Services 7.0.
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File View Favorites Help

b L. DeliveryServicesManagen ~ || Name Type Drata
p-Ji Host ¥ (Default) REG_SZ (value not set)
| PrivilegedService ab] |pCTraceFile REG_SZ ChProgramDatal.Cit
|~ 1, ProvisioningServer 74 IPCTraceState REG_DWORD 0000000 ()
. J,, Fmi-:i-u-r?ing':'vmrices % PortOffzet REG_D'WORD DeeDOOO0CD (0}
-~ Admin . 4 SkipBootMenu REG_DWORD CX0000001 (1)
b Boot Services | 3% skipRims REG_DWORD 0x00000001 (1)
. Database | i SkipRIMSForPrivate REG_DWORD OueOD00000T (1)
— 4 Imventory
3 IpC =
— i Manager ‘
1 MgmtDzemon
| Notifier [
— J SocapServer
). StreamProcess [;a.
p- | StreamService |
— ) Wizard
_ b Roles R,
<| " | x| pxl . :

2. Then restart the Citrix PVS Stream Service.

File Action View Help

e ElEc= HE »nnp

' Services (Local) Name = Description Statu
":q} Citrix PV5 Ramdisk Server Citre PVS R,
S.u;_. Citrix PY5 Soap Server Citrix PY5 5.,  Runn
ﬂ Citroe PV5 Stream Service Citroe PV5 5t
£ Citri PVS TFTP Sen Start Runn
-L\:g Citrix PVS Two-5ta Stop Runn
'%5 CMG Eey |solation Boiica
i COM+ Event Syste Runn
£ COM+ System App SEuiE Runn
.:\;ﬁ
% Restart I |
5 Computer Browser g
.4, Credential Manage All Tasks b
o R R S S | . Sy

Multi-Homed Provisioning Server

From slide 20 of http://www.slideshare.net/davidmcg/implementing-and-troubleshooting-pvs:,

Multi-homed Provisioning Services server is not recommended but if you insist, and if running
Provisioning Services 6.1 or older, configure the following. Provisioning Services 7.7 configuration
wizard should have asked you for the management NIC.

e HKLM\Software\Citrix\ProvisioningServices\IPC

40 of 54 11/14/2016 11:56 Al



Provisioning Services — Server Install — Carl Sialh http://www.carlstalhood.com/provisioning-servicesyer-install

o New Reg_Sz (string) named IPv4Address with the IP of the NIC for IPC
e HKLM\Software\Citrix\ProvisioningServices\Manager
© New Reg Sz (string) named GenerallnetAddr with the IP of the NIC and port

o e.g. 10.1.1.2:6909

Citrix 133877 Timeout Error 4002 in Provisioning Server Console after Clicking “Show Connected
Devices“: when there are multiple streaming NICs assigned to the PVS Server, when Show Con-
nected Devices was clicked in the PVS console, the following symptoms might be experienced:

Server timeout error 4002, unusual delay of 3 to 4 minutes to list the connected devices, or PVS con-
sole stops responding. Complete the following to resolve the issue:

1. On the PVS Server machine, under HKLM\software\citrix\provisioningServices\Manager
key, create registry DWORD RelayedRequestReplyTimeoutMilliseconds, and set it to 50 ms
(Decimal).

2. Create a DWORD RelayedRequestTryTimes, and set it to 1.

3. Open the PVS Server console and test by selecting the Show Connected Devices command.

Antivirus Exclusions

From http://www.michelstevelmans.com/citrix-provisioning-services-7-recommended-antivirus-ex-

clusions:

A few recommended Server Side file exclusions:
e C:\Program Files\Citrix\Provisioning Services\BNTFTP.exe
e C:\Program Files\Citrix\Provisioning Services\Inventory.exe
e C:\Program Files\Citrix\Provisioning Services\MgmtDaemon.exe
e C:\Program Files\Citrix\Provisioning Services\PVSTSB.exe
e C:\Program Files\Citrix\Provisioning Services\SoapServer.exe
e C:\Program Files\Citrix\Provisioning Services\StreamProcess.exe
e C:\Program Files\Citrix\Provisioning Services\StreamService.exe
e C:\Program Files\Citrix\Provisioning Services\drivers\BNITDI.sys
e C:\Program Files\Citrix\Provisioning Services\drivers\CFsDep2.sys
e C:\Program Files\Citrix\Provisioning Services\drivers\CVvhdMp.sys

e C:\ProgramData\Citrix\Provisioning Services\Tftpboot\ARDBP32.BIN
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e D:\Pagefile.sys

e D:\Store => (i.e.local vdisk store)

A few recommended Target Device exclusions:
e C:\Program Files\Citrix\Provisioning Services\BNDevice.exe
e C:\Program Files\Citrix\Provisioning Services\TargetOSOptimizer.exe
e C:\Program Files\Citrix\Provisioning Services\drivers\BNIStack6.sys
e C:\Program Files\Citrix\Provisioning Services\drivers\CFsDep2.sys
e C:\Program Files\Citrix\Provisioning Services\drivers\CNicTeam.sys
e C:\Program Files\Citrix\Provisioning Services\drivers\CVhdBusp6.sys
e D:\.vdiskcache (the location of your vDisk cache file)
e D:\dedicateddumpfile.sys

e D:\pagefile.sys

An even easier approach would be to exclude the complete Provisioning services folder.

Microsoft’s virus scanning recommendations (e.g. exclude group policy files) — http://support.micro-
soft.com/kb/822158.

TFTP High Availability

If your Target Devices are not on the same VLAN as the Provisioning Servers, you will need to load
balance TFTP.

e Citrix CTX131954 Implementation Guide — High Availability for TFTP

NetScaler 10.1 and newer has native support for TEFTP protocol. Older versions of NetScaler are
more difficult to configure.
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Create Service

Service Mame* | Server® |192.153.123.11|

Protocol”  [TFTP - v] Port* (69
|_1F'r|:t|:|:cl in whichidata is exchanged with the EEF‘.—'iEE.h
|

Traffic Doemain

[ Comalla Camien | N TR I A o

DHCP Failover

The DHCP infrastructure must be highly available. And session hosts should be configured with
DHCP Reservations. With multiple DHCP servers, any reservation should be created on all DHCP
servers hosting the same DHCP scope. The easiest way to accomplish this is with the new DHCP
Failover feature in Windows Server 2012.

1. Build two DHCP servers on Windows Server 2012.
2. Create a scope for the Provisioning Services Target Devices.
3. Right-click the existing scope and click Configure Failover.

File Action View Help

o fim XE = HE
? DHCP Contents of Scope
4 _EJ ad01.corp.local £} Address Pool
4 B IPv4 : % Address Leases
4 | ] Scope[192.168.123.|| () Reservations.
'__i Addres: Display Statistics...
1y Address

4 5 Reser*.r'qj Advanced... 3

.| [191_‘;| Configure Failover., |
40

=| [192 .
] Reconcile...
& Scope(
| Policieé Deactivate

4. In the Introduction to DHCP Failover page, click Next.
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Configure Failover

Introduction to DHCP Failover

DHCP Failover enables high availability of DHCP services by
gynchronizing |P address lease information between two DHCP
servers. DHCP faillover also provides load balancing of DHCP
requests.

This wizard will guide you through setup of DHCF failowver.
Select from the following list of scopes which are available to be
configured far high availability. Scopes which are already
configured for high availability are not displayed in the list below.

Available scopes: v Select II

Lo

192 168123 .0

http://www.carlstalhood.com/provisioning-servicesyer-install

5. In the Specify the partner server to use for failover page, enter the name of the other DHCP

server and click Next.

should be configured.

Specify the partner server to use for failover

Configure Failover

Provide the host name or IP address of the partner DHCF server with which failover

You can select from the list of servers with an existing failover configuration or you can
browse and select from the list of authorized DHCFP servers.

Altematively, you can type the host name or P address of the partner server.

-

6. In the Create a new failover relationship page, enter a Shared Secret and click Next.

Partner Server: 2302 ad local ~| Add Server

s

=
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Configure Failover

Create a new failover relationship 1% ~

Create a new failover relationship with parttner ad(2 ad local

Belationship Mame: |a|:ID'I «corpJocal-ad02 ad local
Madmum Cliert Lead Time: = | hours = | minutes
| 1 _|:| i 1] _|:| i
Mode: |Lna|:| balance ﬂ

Load Balance Percentage

Local Server: | ED_III %
Partner Server: | ED_IIIE

[ State Switchover Interval: | ,_|:| minutes

Iv Enable Message Authertication

Shared Secret: [ J_

7. Click Finish.

Configure Failover

Failover will be set up between ad(1 .comp local and ad02 ad local
with the following parameters.

Scopes:
152.168.123.0
Relationship Mame: ad(1 com local-ad02 ad local
Maimum Cliert Lead Time: 1 hrs 0 mins
Mode: Load balance
State Switchover Interval: Digabled
£ m >

Load Balance Percentage
Local Server: bl %
Fartner Server: A0 %
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8. Click Close.

Progress of failover configuration.

The log below shows the progress of the varous tasks for configuring failover
including any emors encountersd.

Add scopes on patner SErver ... Successiul
Disable scopes on patner SEMVEr ..o, Successful
Creation of failover configuration on partner server ... .Successful
Creation of failover corfiguration on haost server ... Successful
Activate scopes on pakner Server.......o.o.ooeeeeeeeee Successful

Corfigure failover successful.

Health Check

Sacha T. - Citrix PVS HealthCheck: PowerShell script to view the health/status of the Provisioning
Services environment. Emails an HTML Report. For PvS 7.7, see http://blog.appcloud.ch/happy-
new-script-pvs-7-7-healthcheck/. For PvS 7.6, http://blog.appcloud.ch/citrix-pvs-healthcheck/.
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Related Pages

® PvS - Console Configuration

e Back to Provisioning Services
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C00DOO®

March 7,2015 & Carl Stalhood & Provisioning Services

38 thoughts on “Provisioning Services — Server Install”

Brian
November 1, 2016 at 7:49 am

Car], during an upgrade, after I upgrade the first device are the targets able to fail
back over to the newly upgraded server so that I can upgrade the rest of the
streaming servers? I am upgrading from 7.1.3 to 7.11.

Carl Stalhood &
November 1, 2016 at 8:12 am

Yes. You can stop the streaming service and they should fail over.

Bill
September 15, 2016 at 3:44 am

Carl mabay you can add some comments to the following section
cConfiguration Wizard — New Farm

While when the SQL server initial db size is more then 20MB the Provisioning
Services Configuration Wizzard failed!

on the configuring Services

And in the eventlog you found the following error message

DbAccess error: (in ServerGetByNameFromDb() called from SSProtocolMod-
ule.cpp:291)

As soon the SQL Admin changed the initial size to 19MB, the wizard runs without
an issue!
If you like it I can provide you an screenshot with the error!

Norv
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August 31, 2016 at 12:33 am

Thanks, Carl. Question...Once I upgrade all of my servers from 7.1 to 7.9, will my
target devices (that still have the 7.1 target software installed) still work in the
upgraded pvs farm?

Carl Stalhood &
August 31, 2016 at 5:55 am

Yes. But you’ll want to upgrade them shortly afterwards.

Norv

August 31, 2016 at 10:39 am

Thanks for the fast response, Carl. May I ask what the downside is if I don’t
upgrade the target device software immediately after upgrading the PVS farm
(besides missing all the new features)? I was thinking of upgrading all of my
servers in my PVS farm first to 7.9, and upgrade my 7.1 target device software
within a week or two. Do you think that will be ok? Thanks, Carl!

Carl Stalhood a
August 31, 2016 at 10:40 am

That should be fine. If you call support with 7.1 connecting to 7.9, they will
probably ask you to upgrade to 7.9 before providing support.

Shane

August 10, 2016 at 12:21 am

Thanks for the great information, Carl.

Is it possible to automate the versioning process? I’d like to push MS patches ev-
ery month using SCCM to our master image, from there I’d like to automate all of
the PVS work...from creating a new version, setting it to production, pointing all
of the PVS clones to the new version, etc.

Have you ever seen this done? Is it possible?

Carl Stalhood 2
August 10, 2016 at 6:07 am
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Maybe this - http://support.citrix.com/article/CTX205394

Jig
August 9, 2016 at 11:54 am

Hi Carl, when upgrading PVS to a newer version (7.6 to 7.62) do you recommend
doing it after hours when no users using it? I know the upgrade does a db up-
grade, & most likely with stop streaming services, etc. so am wondering if the up-
grade would break current vdisk streaming or prevent any new attempts?

Carl Stalhood &
August 9, 2016 at 12:01 pm

When you upgrade one, it moves the targets to the other server. Most have no
problems upgrading during the day. But it depends on your risk tolerance.

Prasad
August 5, 2016 at 7:26 am

Great article Carl. I upgraded 7.6 to 7.9 recently. Noticed the target devices don’t
show the correct status. VM’s are ON users are connected, but PVS shows target
device is down. I have logged a case with Citrix but waiting...

Jim

July 25,2016 at 8:30 am

Thanks again Carl,
Do you have any tips and best practice on (multi site) high availability..
How can you provide the same vDisks to devices at different sites?

[ﬁ Carl Stalhood 2
* " July 25,2016 at 8:35 am

I typically copy the vDisk to different PvS servers in each site. Yes, targets in
each site can boot from the same vDisk. However, you might have to use GPO to
adjust the ListOfDDCs registry key so the VDAs register with the correct Con-
trollers.
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yadav
June 29, 2016 at 7:40 pm

awesome

carsten anker
May 10, 2016 at 5:57 am

Hi Carl. we also get the no servers for disk. just 1 out of 50 servers or so. then the
server needs to be reset 1-10 times before it Works (hyper-v). Its both main-
tanance and standard image.

Do you have ANY idea ?

/anker

Carl Stalhood 2
May 10, 2016 at 5:58 am

You might have to call Citrix Support. Or post to Citrix forums, where the Prod-
uct Manager usually replies.

Erlend
April 21,2016 at 8:17 am

Hi Carl

Great guide! =
*vhdx needs to be added to the PVS RoboCopy script «

Carl Stalhood &
April 21, 2016 at 8:38 am

Hopefully it’s fixed now. Thanks for noticing.

rolf
April 5,2016 at 3:09 am

hi Carl,
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I Got the message suddenly

No servers available for disk, when i put the vdisk in Private mode, it used to
work suddenlijk it doesnt work any more, i already added the registry entry,
restart streaming service, nothing seems to work

What else can i do to get this work ?

Thanks
rolf

Carl Stalhood &
April 5,2016 at 6:13 am

Maybe copy it to the other PvS server?

Make sure load balancing is not enabled on the vDisk.

Ravi Battini
March 23, 2016 at 6:11 am

Hi.. Could you please provide the core difference between PVS 5.6 6.1 and 7.6.

,3 Carl Stalhood &
) March 23, 2016 at 7:02 am

Are you asking for the list of new features? http://docs.citrix.com/en-us/provi-

sioning/7-6/pvs-readme-7.html

The biggest one is Cache to Device RAM with overflow to Disk.

Josef Malmborg
March 11, 2016 at 12:48 pm

Is there a SA date for licenses? Iike it is for Xendesktop 7.8 ?

Carl Stalhood &
March 11, 2016 at 1:40 pm
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Yep. See http://support.citrix.com/article/CTX111618

Robert
March 1, 2016 at 8:15 am

Carl,

This rule is mentioned double in the anti virus exclusions:

C:\Program Files\Citrix\Provisioning Services\MgmtDaemon.exe
C:\Program Files\Citrix\Provisioning Services\Inventory.exe
C:\Program Files\Citrix\Provisioning Services\MgmtDaemon.exe

Carl Stalhood &
March 1, 2016 at 8:20 am

Fixed. Thanks for noticing.

john
February 26, 2016 at 3:07 am

Very well written Carl. Thanks Very Much

Josef Malmborg
January 25, 2016 at 9:55 am

Question: regarding service account or to use PVS servers Computer Accounts?
For my PVS installations I use the Computer accounts, then I don "t need to care
about password expries for the service account. Do you Carl see any downsides
with using Computer Accounts? except the KMS part ?

Carl Stalhood &
January 25, 2016 at 10:19 am

Make sure NETWORK SERVICE is added as a local administrator. Also, can’t do
PvD with local account since the account needs to log into Citrix Studio. And
probably can’t do Scale Out File Share with VHDX files.
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Josef Malmborg
January 27, 2016 at 2:53 am

For the Active Directory OU where the computer accounts is situated, doesn "t
the PVS serviceaccount or the PVS servers computer account need higher
rights there like: update computer accounts?

It used to be that way..

Carl Stalhood &
January 27, 2016 at 5:31 am

Nope. It should use the AD permissions of the person running the console.

For AD password changes, PvS asks the TD to do it so no extra permissions
are needed.

Alex Spicola
May 21, 2016 at 2:02 pm

I asked you this on Twitter as well. So are you saying the stream/soap ser-
vice account DOES NOT require any AD permissions on the OU? I'm get-
ting mixed information on this.

Carl Stalhood &
May 21, 2016 at 3:50 pm

I’m pretty sure it’s not required. You could always test it. It should use the
credentials of the person running the console.

Alex Spicola
May 21, 2016 at 6:53 pm

I know the console user would be able to manage, but what about the au-
tomated password management of the computer objects? You said the TDs
handle that but ’'m unsure how that works. I'm definitely going to test
though. Nothing definitively says the stream service needs ad permissions
anywhere.
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Michael Haynes
December 16, 2015 at 7:58 pm

You are fantastic Carl. One of the clearest PVS articles I have seen. This will defi-
nitely be a help when we do our POC for XenApp 7.6. Thanks again.

bernd noemer

August 19,2015 at 11:18 am

Carl you saved my day! Thanks for your work.....

Sander Daems

May 21, 2015 at 1:29 pm

very nice Carl, thanks for the info
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