
 

 

 

XenApp 6.5 Questions & Answers 
 
Citrix Presentation Server 4.5 to Citrix XenApp 5.0 & 6.5 Core differences 

 Microsoft Group Policy can be used to configure provisioned servers on the fly and even 
reconfigure them as needed.  With the group policy integration it allows for granular control of 
applications and their availability 
 

 HDX for Flash v 2 is added with Xenapp 6.5 only.  HDX offload was added in version 5 and 
improved on the 6 platform. HDX codecs for audio improve bandwidth use by 90% without 
reducing quality.  Also, a major functionality advantage with softphone support and Office 
communicator (now Lync) were introduced, allowing these features to move into the 
datacenter.  Also, the use of USB device true pass through capabilities allowing for Webcams, 
digital cameras and many other POS devices to be functional in the Citrix environment.  
Needless to say HDX truly grew up in the XenApp 6 platform. 
 

 System Center Operations Manager now allows for publishing applications to end users and 
image maintenance for Xenapp 6.5.  For many enterprise environment being able to fully realize 
their SCOM investment in relationship with the Citrix environment is very valuable. 
 

 Session Prelaunch and linger are two new features only available in 6.5.  Prelaunch creates an 
open ICA connection at startup using receiver.  This stream is then used when a user launches 
any XenApp application to reduce connection time.  Session linger works on the opposite end of 
the session in that a disconnected session will linger and allow another session to be created 
using the still open connection 
 

 Multi-Stream ICA is only available in 6.5.  It allows for up to 4 TCP/IP streams to be used.  This is 
beneficial for QOS of Audio and video being delivered to the end device. 
 

 Printing is vastly improved in 6.5.  The universal print driver was rebuilt and total bandwidth 
consumption for printing is reduced by up to 90%. 

 Secure streaming of applications is not available in Presentation Server 4.5.  Secure HTTP is an 
important consideration to traffic security for some environments. 

 Kerberos authentication is not available in 4.5 and neither is RADIUS 2-factor authentication.  
This alone may be a reason for upgrading. 



 

 

 Xenserver virtualization platform is available only above 4.5.  This hypervisor platform opens a 
world of additional options and is cost effective at the price of nothing.  This alone may be 
enough to support a move from Presentation Server 4.5. 

 

Configuring Offline Access 
Administrators can configure applications that are published to stream to desktops for offline access. This feature allows users to disconnect from the company network and continue to run their applications in offline mode for a specified length of time. No additional configuration is needed while profiling the application to create application profiles or targets that can be accessed offline. 
After you configure the offline application policy settings and configure a streamed application for offline access, the next time the user device connects to XenApp, the Offline Plug-in downloads the application and caches it on the user device.  
Important: Before you configure offline access, refer to System Requirements for Application Streaming 
for the supported platforms and system prerequisites for user devices. 

 Step 1: Configure policy settings for offline access 
 Step 2: Install the Citrix Receiver and Offline Plug-in on user devices 
 Step 3: Publish the application for offline access 

You can complete these steps in any order, but users cannot run applications in offline mode until all steps are completed. 
Step 1: Configure Policy Settings for Offline Applications 
Configure these Citrix policy settings for Offline Applications:  

 Offline app users (required). Create a list of users or groups who have offline access permission and add that list both when creating the policy for Offline app users and when publishing the application.  
Users or groups listed in the offline app user’s policy setting and who are also configured for the application have permission to run offline-enabled applications in online and offline mode. Users who are configured for the application, but who are not added to the policy list can access the application online, but not offline. 
Users or groups on this list use an offline license to launch applications regardless of whether they are connected to the network or disconnected.  



 

 

 Offline app license period (required). Specify the number of days applications can work offline before users have to renew the license (21 days by default, but can range from 2 to 365 days).  
For versions 1.0 through 5.1 of the plug-in, the license for each application in the profile is activated when the user launches the application the first time, for online or offline use. Beginning with version 5.2 of the plug-in, when the user launches an application in the profile for the first time, for online or offline use, the offline license is activated for all other applications in the profile, as well. This occurs at the farm level. Thus, the offline license for all applications in the profile expires based on the date of the first application launched the first time, regardless of when the other applications are launched. 
To configure licenses, administrators can use the License Management Console or command-line tools. They must also ensure they have a sufficient number of licenses to support the total number of users with offline access permission. Users who run XenApp hosted applications can also stream applications to user devices without requiring a separate license. For general information, in the topics for Licensing Your Product, see Getting Started with Citrix Licensing. 
When users with offline access log on using the Receiver, they automatically either check out an offline license or renew a license already checked out. If users stay logged on, licenses are renewed automatically each day. If the license is near its expiration date while a user is running the application in offline mode, a notice appears reminding the user to log on (that is, change to online mode). When the user logs on, the offline license is renewed automatically if a license is available. 
If the license expires and no license is available, the user cannot launch the application offline. 

 Offline app client trust (optional). Use this setting to enable offline application user devices that have disconnected to recreate sessions when reconnecting, without authenticating again. 
 Offline app event logging (optional). Use this setting to enable logging of offline application events to the event log on the server. 

Step 2: Install the Receiver and Offline Plug-in on User Devices 
To use the offline access feature, install both the Offline and the Receiver on the user device. The Offline Plug-in caches each streamed application on the hard drive of the user device. After the application is cached, the user can disconnect from the network or server and continue to run the application in offline mode for the period of time specified in the license. 
Step 3: Publish the Application for Offline Access 
The offline access feature is available only for applications that you publish as Streamed to client or Streamed if possible, otherwise accessed from a server. 
In addition, when publishing an application for offline access, check the application's documentation and Web site to determine whether any special configuration is required on the user device to enable offline access of that application. For example, to stream Microsoft Outlook to the user device for offline access, users must enable the Microsoft Exchange Setting to "Use Cached Exchange Mode." 



 

 

Configure the application for offline access while publishing the application or later using the application 
properties:  

 Enable the application for offline access and select the caching preference. 
 Create a list of users or groups who have offline access permission and add that list both when creating the policy for Offline app users and when publishing the application. 

 
XenApp Servers: Session-host only and Controllers 
XenApp servers are configured with one of two server roles: session host-only or controller. The roles are configured using the XenApp Server Configuration Tool (SCT).  
All XenApp servers can host XenApp sessions. However, the XenApp server mode 
specifies whether the server can only host sessions or it can also perform the functions of 
being elected a data collector and hosting the XML broker (controller role).  
A XenApp controller performs run-time dynamic data management and is a super-set of the 
session host-only role because it can perform the functions of a session host and more. 
These additional functions include communicating with the management console and updating the data store 
To change the role of an existing session host or controller server, the server must be removed and re-joined to the farm to use the new, desired role. 
 
Data Store Updates and the Local Host Cache 
A subset of the data contained in the data store is stored in the local host cache on each XenApp server. The local host cache contains information about:  

 All servers in the farm and their basic information  
 All applications published within the farm and their properties  
 All Windows network domain trust relationships within the farm  

This information allows the XenApp server to continue to enumerate applications and 
resolve requests for published resources if the server loses contact with the XenApp data 
store database.  
The Independent Management Architecture (IMA) service polls the data store database 
every 30 minutes or whenever a configuration change is made to the farm. If a change has 
been detected, 
Independent Management Architecture 
The Independent Management Architecture (IMA) provides the framework for all server-to-
server communication that occurs in a XenApp farm. The IMA service is a Windows service 



 

 

and the key communication component of a farm. IMA includes a collection of functional 
subsystems made up of dynamic link library (.dll) files.  
Data Collector Elections 

 

 
 
Note: Only a controller Server has the set server’s editions preference option 
 

 
 



 

 

If you want to see the HostID number and its version, you can run the queryhr.exe utility (with no 
parameters) 
 
Important: The data collector election process is not dependent on the data store. 
Note: If the data collector goes down, sessions connected to other servers in the farm are unaffected. 
Misconception: “If a data collector goes down, there is a single point of failure.” 
Actual: The data collector election process is triggered automatically without administrative 
intervention. Existing as well as incoming users are not affected by the election process, as a new data 
collector is elected almost instantaneously. Data collector elections are not dependent on the data stor 
 
IMA & Zone Data Collector Election Process: Detail  
http://support.citrix.com/article/CTX112525 
 
License Types 
XenApp uses concurrent user licenses, which are licenses that are not tied to specific 
users. When a server requests a license, it is reserved for a specific user device/user 
combination. When the user logs off from the session, the license is returned to the license pool and made available for another user.  
Multiple licenses are consumed in the following situations:  

 Users connecting from multiple devices  
 If some servers in a farm are configured to connect to a different license server, 

users opening applications from both server groups will consume a license from 
each license server  

 If different editions of XenApp are used in the environment, a license is consumed 
for each edition  

Customers using XenApp and XenDesktop have the option of purchasing user/device 
licensing for their XenDesktop implementation. Both license types can be managed in the 
License Administration Console. When XenApp is delivered as part of XenDesktop, XenApp 
follows XenDesktop licensing rules. For more information about licensing, see Citrix eDocs 
at http://edocs.citrix.com.  



 

 

 
 
Port Configuration 
The Citrix vendor daemon port (default: 7279): license server manager port (default: 
27000): and License Administration Console port (default: 8082) can all be configured using 
the following methods:  
 
Removing Licensing 
You may need to remove licensing for a variety of reasons, including moving the component 
to another system. Some of the files that are not deleted during the removal process include the following:  

 Options file (citrix.opt)  
 License file (license_name.lic)  

A new license server with a valid license file must be ready to accept connections from the 
Citrix product within a 30-day recovery period of removing the original license server. If the 
server is unable to establish communication within this time, users cannot connect.  
When the license file is moved to a server with a different name from the current hostname, 
the license file must be returned to Citrix and exchanged for a license file that indicates the 
new server name. This process is called reallocating and is completed on the mycitrix.com 
web site 
 
Subscription Advantage 



 

 

Citrix products include a one-year membership to Subscription Advantage. This 
membership provides major releases, minor releases, and product update downloads 
through the MyCitrix web site. The membership includes e-mail notifications concerning the 
account and new items available for members. Members can view, update, and obtain benefit information and privileges on MyCitrix at any time.  
Organizations can renew Subscription Advantage at the end of a one-year membership.  
For each major product release, Citrix issues at least one minor release; these releases are 
available free of charge with a Subscription Advantage membership. Customers who have 
let their membership lapse prior to the availability of a new product are unable to obtain the 
minor product releases. The license itself, however, continues to function at its current platform level and does not expire.  
 
When the production license server must be decommissioned or becomes unavailable, you 
can start the backup server or bring it into the network. The servers within the farm will 
automatically detect the license server and resume normal communication.  
 
License Server Clustering 
Licensing provides a 30-day recovery grace period. For customers that cannot experience 
any down-time, licensing supports Microsoft clustering. Clustering the license server provides users with continuous access to applications in failure situations.  
The Microsoft cluster environment must be fully functional before configuring licensing for 
Microsoft Clustering. Also, the license file hostname must reflect the name of the cluster not 
the name of the individual nodes in the cluster. The name of the cluster must be all 
uppercase letters 
 
Microsoft Remote Desktop Services 
XenApp extends the functionality of Microsoft Remote Desktop Services, which is a presentation virtualization platform for Windows Server.  
Microsoft requires client access licenses (CALs) and Remote Desktop Services (RDS 
CALs) for each system that connects through Remote Desktop Services and provides a 
grace period of 120 days for you to acquire the proper licenses. Remote desktop licensing 
must also be installed. 
Remote Desktop Licensing 
Remote desktop licensing manages the licenses that are required for each device or user to 
connect to a Remote Desktop Session (RDS) Host server.  



 

 

You must configure a Remote Desktop Licensing server in the environment to distribute 
Remote Desktop licenses either manually at server or Group policy 
Additional Licensing Considerations 
Additional licensing considerations include:  
Different connections can consume multiple licenses  
When analyzing the number of licenses required in an environment, you must consider 
whether users employ various types of plug-ins to connect to product servers. For example, 
users connecting to XenApp using Citrix Receiver or plug-ins and Remote Desktop Services 
connection simultaneously consume multiple licenses. The license server considers 
Remote Desktop Services connections as separate from the Citrix connection and even 
though the connection may be from the same user, XenApp consumes two licenses. 
Remote Desktop Services connections made to a console, however, do not consume a 
license. 
 
 
Dynamic Datacenter Provisioning 
Using the Server Configuration Tool, you can prepare a new server for imaging and provisioning by selecting the Prepare this server for imaging and provisioning option 
from the initial launch screen. In this scenario, you must remove the server from the farm, 
then rejoin the farm before your final shutdown of the server (for example, after sysprep), so 
that server will join the farm on the next restart, with a new identity.  
Considerations for dynamic datacenter provisioning include the following:  

 The server should not be the only server in the XenApp farm  
 The server should not be the data collector  
 The server should not be hosting the data store database  
 The server should not be hosting the Citrix License Server  
 This is valid only if the XenApp server role was previously configured.  

 
On Which Port Will the Citrix XML Service Run? 
The Citrix XML Service can be used to communicate with the least busy server in the farm 
and the names of published resources to user devices running Citrix plug-ins for Windows. 
By default, port 80 is used for this communication, but you can specify a different port 
during or after the installation. If IIS is installed on the server, IIS and the Citrix XML Service can share port 80.  



 

 

Sharing the default port with IIS requires that XenApp have access to the virtual Scripts 
directory on the server. 
 
Worker Groups 
XenApp servers can be organized and used as a single unit known as a worker group. You 
can configure a worker group to contain servers based on OU membership within Active 
Directory or assign individual farm servers to a worker group. Worker groups can be used to:  

 Reduce the time needed to publish an application to several farm servers by 
organizing servers based on application type.  

 Prioritize groups of servers for load balancing.  
 Filter policies to apply settings to a specific group of farm servers 

 
Worker Groups for Load Balancing 
You can also create a worker group preference list to prioritize the groups of servers for 
load balancing. If the servers in the highest priority worker group have reached maximum 
capacity, or are offline, users will be redirected to farm servers in a lower priority worker group. Worker group preference is tied to load balancing policies.  
 
Worker groups are identified as a filter by name only. If the worker group is renamed or 
deleted, XenApp cannot recognize the filter and the policy is not applied to the sessions. 
 
Delegating Administration 
The administration of application and server folders can be delegated to specific 
administrators and groups of administrators. This delegated administration is configured through the permissions assigned to the folders. These permissions can be:  

 Copied from the parent folder to the child subfolder during the creation of the folder  
By default, any permission changes to the parent folder are not automatically 
copied to the subfolders. A full administrator can select, in the permissions of the parent folder, Copy the permissions of all administrators for this folder to its subfolders to propagate all changes to the subfolders.  

 Specified or modified after the folder is created  
 



 

 

 
 
 

 
 
For additional security, Web Interface can be installed on the internal network. If Web 
Interface is placed in the perimeter network, it is a best practice to use Citrix SSL Relay to 
secure Citrix XML traffic. This requires the use of a digital certificate 
 



 

 

XenApp Web  
A XenApp Web site allows users to access remote applications, virtualized 
applications and content using a web browser.  

XenApp Services  
A XenApp Services site allows users to access remote applications, virtualized 
applications and content using a Citrix plug-in.  

 
Specifying Citrix Plug-in Backup URLs 
You can specify URLs of backup servers to contact if Receiver and plug-ins cannot access 
the primary XenApp Services web site. A maximum of five backup URLs can be configured 
for each site.  
You can use the Server Settings option in the Web Interface Management console to specify backup URLs for a XenApp Services site.  

 
 
Configuring Multiple Farms 
The Manage Server Farms screen identifies the farms that communicate with the site. When specifying a farm, you can:  

 Add a new farm entry.  
 Edit an existing farm entry.  

After a farm has been specified, you can configure the settings for each farm individually.  
A Web Interface site acquires application data from all farms before displaying applications. 
Each farm is contacted in the order that it appears in the Farms field. As a result, a farm that 



 

 

is slow to respond impacts overall responsiveness when obtaining application sets because 
of the sequential nature of this process. The impact on the response time is compounded as more farms are specified.  

 
 
Configuring Load Balancing 
You can use the Edit Farm option in the Web Interface Management console to specify 
multiple servers to be used to service XML requests for the farm.  
When multiple servers are specified for a farm and the Use the server list for load balancing 
option is enabled, the Web Interface site sends Citrix XML service requests to the listed servers in a round-robin sequence.  
If a listed server cannot be contacted, it is removed from the list for one hour by default or 
for another period or interval as specified by the administrator.  
This load balancing feature has no impact on load balancing connections to the servers in 
the farm.  
All servers specified for a farm must be running the Citrix XML service and use the same 
port for that service. 



 

 

 
 
You can use the XML service port policy rule in the Group Policy Management Console or 
the ctxxmlss command to change the port number for the Citrix XML service on a server. 
 
Protocol Transport Type 
You can use the Server Farm option in the Web Interface Management console to specify 
the protocol used to transport the Web Interface data between the web server and the XenApp servers. The following table lists the protocols available.  

Protocol Description 

HTTP This protocol sends data over a standard HTTP connection and should only be 
used when other provisions have been made for the security of the connection 
or for troubleshooting purposes. After troubleshooting is complete, another 
protocol should be selected to secure the data. 

HTTPS This protocol sends data over a secure HTTP connection using SSL or TLS. The 
Citrix XML service must be set to share its port with IIS, and IIS must be 
configured to support HTTPS. 

SSL 
Relay 

This protocol sends data over a secure connection that uses Citrix SSL Relay to 
perform host authentication and data encryption. SSL Relay can also secure 
Citrix XML traffic, which is important if the Web Interface is located in the 
perimeter network. 

 



 

 

Ticket Expiration Settings 
Ticketing provides enhanced authentication security for explicit logons by eliminating user 
credentials from the client files sent from the web server to the user devices. Each Web Interface ticket has a configurable expiration time which is set to 200 seconds by default.  
You can use the Server Farms option in the Web Interface Management console to 
configure the ticket expiration settings for a farm.  

 
 
Content Redirection 
Content redirection allows you to specify whether users can access published content, 
applications, browsers, and media players from applications that are running locally on the user device or published on a server.  
Client-to-server content redirection is when a user access local files using a published application. This is the primary type of content redirection  
You can:  

 Publish two instances of the same application and enable separate file type 
associations for each instance.  

 Publish a single instance of the application and specify file type associations.  
Host-to-client content redirection, when a user accesses a URL link in a published 
application using an application installed on the user device, is configured using a policy.  
File Type Association 
When a user authenticates to the farm using Citrix Receiver or plug-ins, the file type 
associations in the published applications of the application folders are copied to the 
registry of the user device. This allows the user to open files with extensions that are 



 

 

associated with a published application. When the user logs off the Citrix Receiver or plug-
ins, the file type associations in the registry of the user device for applications are no longer 
valid because the applications are no longer available. However, the file type associations 
in the registry for the published applications that are configured for offline use are still valid. 
When the user logs on again to Citrix Receiver or plug-ins, the file type associations in the 
registry are updated for all applications 
 
You can select a subset of the file extensions available for an application to enable client-to-
server redirection for only certain file types.  
 To Configure Client-to-Server Content Redirection 

1. Enable content redirection on the Web Interface site by clicking Server Farms > 
Advanced > Enable content redirection  

2. Associate file types with the application by clicking Application properties > 
Content redirection > Show all available file types for this application and 
then selecting all desired file type extensions.  

Client drive mapping must be enabled so that the local content can be accessed by the 
application on the server. If drive mapping is not enabled, the published application opens 
and displays an error because the application is unable to access the local content that 
initially triggered the application to start 
 
Considerations for session pre-launch include the following:  

 When a pre-launch session is created, it takes up a license immediately, even if 
the user does not start an application.  

 During the creation of a pre-launch application, the users and servers configured 
for that application are applied automatically; however, this pre-launch application 
will also be available for all other published applications on the listed servers.  

 To customize the inactivity behavior for the pre-launch application, configure the Citrix User policy for Session Limits.  
 
Application Streaming Communication Process 
The following process describes the communication that occurs when a user requests a streamed application from XenApp.  

1. A user clicks a published application icon for an application configured for 
streaming. The application start request is relayed to the Web Interface.  



 

 

2. The Web Interface contacts the XenApp server to obtain the information required 
to run the application.  

3. The Web Interface creates a .rad file based on the information obtained from the 
XenApp server and provides it to the RadeRun utility (RadeRun.exe), which is:  

o Located on the user device, if the streamed application is being 
streamed to the desktop of the user device  

o Located on the XenApp server, if the streamed application is being streamed to a server  
A .rad file is similar to an .ica file, but contains streaming parameters and is generated 
from the Web Interface server whenever a user starts a streamed application. For more 
information about .RAD files, see Citrix Knowledge Center article CTX128957.  

4. The RadeRun utility passes the .rad file to the Citrix Streaming service 
(RadeSvc), which creates an isolation environment and downloads the 
application profile from the application hub.  

5. The Citrix Streaming service opens the application executable according to the 
instructions included in the application profile and runs the executable inside the 
isolation space.  

6. Additional application files are downloaded from the application hub as needed during normal application usage.  
 

 
 
Streaming App-V Packages 
App-V is an application virtualization and application streaming solution from Microsoft. It is 
available as part of Microsoft Desktop Optimization Pack (MDOP), Microsoft Application Virtualization for Remote Desktop Services, and Microsoft Developer Network (MSDN).  



 

 

You can manage and publish App-V applications using the AppCenter, allowing them to 
support existing infrastructures based on App-V. Therefore, applications already sequenced with App-V do not need to be converted to or profiled as Citrix streaming profile packages.  
 
Group Policy Integration 
Implementing the Citrix policies correctly enables you to fine-tune and control how users connect to resources.  
XenApp integrates with the Microsoft Group Policy engine, allowing organizations to take 
advantage of their Active Directory structure and group policy management tools to create 
and apply Citrix policies. Citrix policies are configured within Group Policy Objects (GPOs) 
using the Group Policy Management Console (GPMC) and linked to Active Directory 
domains, organizational units (OUs) and sites. The policy settings within those GPOs will 
apply to all objects within that OU regardless of XenApp farm membership. Policy settings 
will be applied automatically to objects added to the OU.  
Group policy integration does not require changes to the Active Directory schema.  
 
Group Policy Integration Benefits 
Group policy integration allows organizations to take advantage of the Group Policy 
management features for their XenApp environment. For example, the GPMC allows you to:  

 Back up and restore policies.  
 Migrate policies from one domain to another.  
 View the resultant set of policies for a server, user, or session.  
 Perform modeling by retrieving policy reports for any user connection scenario.  
 Create Active Directory delegated administration for Citrix settings and policies.  

If you have access to the Advanced Group Policy Manager (AGPM), you can perform the 
following additional tasks:  

 Create granular delegated administrators and role-based administration.  
 Manage the Active Directory Group Policy change control process.  
 Edit GPOs offline.  
 Enable audit logging and create policy differencing reports.  
 Recover deleted GPOs and repair live GPOs.  
 Enable e-mail notification for GPO changes.  
 Track version changes, capture history, and quickly roll back deployed changes.  

The AGPM tool is included within the Microsoft Desktop Optimization Pack and is available 
only to Microsoft Software Assurance customers.  
 



 

 

IMA-based Group Policies 
Managing Citrix policies through the Group Policy Management Console (GPMC) generally 
is recommended as it provides greater management flexibility and predictability. However, using Active Directory GPOs may not be possible in the following scenarios:  

 Environments that use directory services other than Active Directory  
 XenApp farms with published applications that require anonymous (local) 

accounts  
 Organizations that restrict or deny Active Directory delegation to XenApp 

administrators  
To support these environments, XenApp provides an IMA-based global Group Policy 
Object, which still uses the Microsoft Group Policy engine within Windows Server, but does 
not require Active Directory 
Group Policy Extensions 
During the XenApp and AppCenter installations, Citrix client-side extensions are installed, 
which allow Citrix policy integration within the Microsoft Group Policy engine. These 
extensions add a Citrix Policies node within the existing Computer and User nodes in the 
Group Policy Object Editor. The Citrix Policies node allows you to create Citrix policies as either User or Computer policies within the GPO.  
If the AppCenter is not installed as part of the XenApp installation, the client-side extensions 
are still installed. The Group Policy Management Console, as well as AppCenter, must be 
installed on a system that will be used for policy management if it is running a non-server 
version of Windows, such as Windows 7.  

 
 
Policy Application Process 
The following process provides a high-level description of how policies are applied to 
XenApp sessions:  



 

 

1. The user logs on to a user device in a company domain using domain credentials.  
2. The credentials are sent to the domain controller.  
3. Active Directory finds and applies all policies configured for the user, user device, 

organizational unit, and domain.  
4. The user logs on to XenApp and starts a published resource.  
5. The Microsoft and the Citrix client-side extensions begin processing policies for 

the user and server.  
o The Microsoft client-side extension gathers settings that are stored in 

Active Directory SYSVOL.  
o The Citrix client-side extension gathers directory-level settings within the Active Directory SYSVOL and local server SYSVOL GPF/X files.  

Local server settings automatically are propagated by IMA periodically 
and the Citrix client-side extension assumes that those settings are current.  
The Citrix client-side extension is inserted into the process because it is 
a registered .dll in the XenApp server registry.  
 
 

6. Active Directory determines precedence for the settings and applies them to the 
server and device registries.  

7. The user logs off of all published resources. Citrix user policies are no longer 
active for this user or user device.  8. The user logs off of the user device. GPOs are no longer active for this user.  
If the user device is still powered on, GPO computer policies continue to apply to it.  

Policy settings configured  within Active Directory GPOs and IMA-based GPOs are both 
processed together to create the Resultant Set of Policy. However, Citrix recommends 
choosing either Active Directory GPOs or IMA-based GPOs and not having both in an 
environment.  
The number of GPOs should be limited to prevent slow logon performance due to policy processing 
 
 
SecureICA 
SecureICA (ICA encryption) guards against the threat of eavesdropping by encrypting the 
information sent between XenApp servers and user devices. In the unlikely event that an 
attack succeeds, SecureICA encryption ensures that the attacker sees only screen commands and does not see sensitive information.  



 

 

Although SecureICA encryption prevents eavesdropping, it does not authenticate the 
identity of XenApp servers as SSL/TLS does. Information is susceptible to security 
breaches, particularly if the plug-in traffic is crossing a public network. As a result, 
SecureICA encryption should be used for internal networks only and should be considered 
as one aspect of a more comprehensive security policy.  

 
 
Citrix SSL Relay 
SSL Relay provides server authentication, user credential and data encryption, as well as 
message integrity for a TCP/IP connection. It encrypts the ICA and XML communications between:  

 Web Interface and Citrix XML service.  
 User devices and XenApp servers.  

SSL Relay is commonly used to secure Citrix XML traffic, especially when the Web Interface server is located in the perimeter network.  
When SSL Relay is implemented in a farm, a server certificate and SSL Relay must be 
installed and configured on each XenApp server. The SSL root certificate must be present 
on every user device as well. The user device must connect using the FQDN of the XenApp 
server, not the IP address 
 
To Configure SSL Relay 

1. Obtain and install a unique server certificate for each XenApp server. A separate 
server certificate is needed for each server on which SSL Relay is enabled.  

2. Install a root certificate from the certificate authority (CA) on each user device and 
web server running Web Interface, if one is not already installed.  

3. Configure the relay credentials, connections, and cipher suites using the SSL 
Relay Configuration tool.  

4. Restart the XenApp servers for the configuration to take effect.  
5. Configure the web servers running Web Interface to verify the signature of the CA 

on the server certificate.  
6. Configure the user devices so they can:  

o Support 128-bit encryption.  



 

 

o Verify the signature of the CA on the server certificate.  
o Access network traffic on the TCP listening port used by the Citrix XTE service. The default TCP port is number 443.  

 
Access Gateway 
Access Gateway is a universal SSL VPN appliance that can be used to secure client 
connections to XenApp and XenDesktop environments as well as provide secure access to 
other internal network resources. Access Gateway is available both as a hardware appliance and as a virtual appliance.  
Access Gateway provides the following benefits:  

 A secure and scalable device  
 SmartAccess technology, which allow you to control access based on user device 

characteristics  
 Secure remote access to hosted applications and desktops from the Internet  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

XenApp 7.5 missing features 
 

 
 
 



 

 

 



 

 

 
 
 



 

 

 



 

 

 
 
 
Load Management Policy cannot be applied to application 
A common use of load evaluator is to limit the number of user load for a particular application on the XenApp servers. In XenApp 7.5, the load evaluator has moved into Citrix policies but it 
cannot be applied to specific applications anymore.  
Workaround:  
Unfortunately, there is no easy way to achieve something similar without intense scripting. 


