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In this article series we will look at installing and configuring Citrix Provisioning Services.
If you would like to read the other parts in this article series please go to:

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 2) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part2.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 3) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part3.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 4) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part4.html)

Introduction

Citrix Provisioning Services (PVS) has entered the Citrix portfolio with the acquisition of Ardence back in 2006. Citrix Provisioning Services is providing what can be called best OS
Streaming. For those who are new to this topic | would recommend you read more about OS Streaming. Although the articles are from 2008 (http://www.virtualizationadmin.com/articles-
tutorials/general-virtualization-articles/introduction-os-virtualization-part1.html), it's still a good starting point to familiarize yourself with the basics. In this article series we will install and
configure the whole product, so at the end of the article series we will have a fully functional OS streaming infrastructure.

The Citrix Provisioning Services infrastructure has three basic components. One or more PVS servers, which are taking care of all the intelligence, a PVS Console to configure and
manage the PVS infrastructure and a so called Target Device. This is a machine which will stream the OS from one of the PVS servers. In this first part we will start with the installation of
all those components. We will start with the PVS server, followed by the PVS console and finally the Target Device Software.
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Installation PVS Server

The installation software is available as a separate download from the Citrix website. As PVS is not available anymore as a separate product, you need to have XenApp or XenDesktop
licenses to fully use the program. When mounting the ISO the installation wizard will be started.
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Provisioning Services n

Console Installation

Server Installation

Target Device Installation:

Help and Suppart

Install the Server and its dependencies.

Figure 1: Citrix PVS installation wizard

All installation options are shown (console, server installation and target device installation), for now we select server installation. The server installation can be executed on Windows
2008, Windows 2008R2, Windows 2012 and Windows 2012R2. It also requires that .Net Framework 4.0 and PowerShell 2.0 are installed on the machine. The server installation has
some supporting component requirements, but those are installed automatically during the installation wizard. Actually those are installed as a starting point as shown in Figure 2.

Citrix Provisioning Services x64 reguires the following items to be installed on your

computer. Click Install to begin installing these requirements.

Status  Reguirement

Pending SQL2012ndx54

Pending Broker Snapin v2 x64

Pending Host PowerShell Snapln v2 x64
Pending DelegatedAdmin PowerShell Snapln x64
Pending Configlogging_PowerShellSnaplnxg4
Pending Configuration_PowerShellSnapInxe4

Figure 2: Citrix PVS required supporting software

Hereby is the SQL 2012 Client which is optional, but Citrix advises to install the SQL client when possible/allowed.

o Citrix Provisioning Services x64 optionally uses SQL2012nclé4, Would

you like to install it now?

Yes || No

Figure 3: Would you like to install the SQL 2012 client

After the supporting software installation the PVS installation wizard continues with an informational window.
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Welcome to the Installation Wizard for Citrix

CITRIXC Provsioning sorvicss o4
L

The InstaliShield(R) Wizard will install the Citrix Provisioning
Services X564 on your computer. Itis recommended that you

disable any AntiVirus software before continuing. Te continue,
dick Next.

WARMING: This program is protected by copyright law and
international treaties.

i it Browisionine Serioes whA =

Next = | | Cancel

Figure 4: Welcome to the installation wizard for Citrix Provisioning Services

License Agreement

L ]
You must view the entire license agreement in order to continue. CITR!X

CITRIX LICENSE AGREEMENT

This is a legal agreement (" AGREEMENT") between the end-user customer ("you"),
and the providing Citrix entity (the applicable providing entity is hereinafter referred

to as "CITRIX"). Yourlocation of receipt of Citrix product (hereinafter "PRODUCT")
and software maintenance (hereinafter "MAINTENANCE") determines the providing
entity hereunder. Citrix Systems, Inc., a Delaware corporation, licenses the PRODUCT
and provides MAINTENANCE in the Amencas. Citrix Systems International GmbH, a
Swiss company wholly owned by Citrix Systems, Inc, licenses the PRODUCT and
provides MAINTENANCE in Europe, the Middle East, and Africa. Citrix Systems

Asia Pacific Pty Ltd. licenses the PRODUCT and provides MAINTENANCE in Asia | v

(®) 1 accept the terms in the license agreement

(_) I do not accept the terms in the license agreement

InstallShield

< Back || Mext > | | Cancel

The following step is to read the license agreement and to accept these terms to continue with the installation wizard.

i Citrix Provisioning Services x64 -

Figure 5: License Agreement

]Wilco van Bragt

Organization:
]\.l'anBragt.Netl

Install this application for:

(®) Anyone who uses this computer (all users)

) Only far me (Windows User)

Instalishield —

[ <Bak || mext> || cancel

After the license agreement you need to provide the Customer Information and decide if the shortcuts are created in your own profile or in the “All Users” profile.

i Citrix Provisioning Services x64 =]
Customer Information =
Please enter your information. CITR!X
User Mame:

Figure 6: License Agreement

The next step is to select the Destination Folder where the actual PVS files are installed on the machine.

Page 3 of 10
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Install Citrix Provisioning Services x64 to:
C:'Program Files\Citrix\Provisioning Services),

InstaliShield

Figure 7: Selecting the Destination Folder

After selecting the destination folder, the actual installation can be started by using the Install button in the upcoming screen.

Click Install to begin the installation.
1f you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
Instalishield
<Back || sl | [ Cancel |

Figure 8: Ready to Install

At that moment the actual installation is executed. When this part is finished the last installation wizard will be shown stating that the installation wizard is completed.

Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
Provisioning Services x64, Click Finish to exit the wizard,

Figure 9: Installation Wizard Completed

The installation will also show a message window that PVS Console is not detected. You can install the PVS console on any machine, so it's not required to install the console on the PVS
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server. Logically it can be done and can be useful, but that’s up to you.

i Citrix Provisioning Services x64 £
() The PVS Console is not detected in your system. You will need
Le the Console to log into your PVS Farm from this system.

Please install it.

Figure 10: Console installation not detected

After this information message, the Provisioning Services Configuration Wizard is automatically started. This wizard can also be started later; it's available as an application shortcut.

= Provisioning Sevices Configuration Wizard [T

The Configuration Wizard provides an easy way to

L ]
c‘TRIx‘ setup a "basic” Server configuration.
L

For advanced configurations, see the Installation and
Configuration Guide.

You can always run the Configuration Wizard again
later from the Start Menu.

< Back Mext = | | Cancel

Figure 11: Provisioning Service Configuration wizard is started automatically

As you can see Citrix separated the installation and configuration of the product. As Target Devices have a continuous connection to the PVS server you would need to have at least two
PVS servers for fault tolerant purposes. So for both servers the actual installation steps are identical. In this article series | have two PVS servers to show the fault tolerant and load
balancing capabilities, so | executed the installation wizard on two systems.

Console Installation

For now | will first continue with the installation steps by installing the PVS Console first. As mentioned before it can be installed on both the PVS server, on a local machine (Windows 7,
Windows 8 or Windows 8.1) or an admin server (Windows Server 2008, Window Server 2008R2, Windows Server 2012 or Windows Server 2012R2). The PVS server should be
reachable for the PVS console on port 54321 (but more about this topic later in this article series). Also MMC 3.0, Microsoft .Net Framework 4.0 and PowerShell 2.0 are required for the
console functionality.

As shown in Figure 1 the PVS console installation is available from the auto run.

1 Citrix Provisioning Services Console x64 - InstallShield Wizard 1026
Welcome to the InstallShield Wizard for Citrix

CiTRI x‘ Provisioning Services Console x64
@

The Installshield{R) Wizard will install Citrix Provisioning
Services Console %64 on your computer. To continue, dick
Mext,

\WARNING: This program is protected by copyright law and
international treaties.

MNext = | | Cancel

Figure 12: PVS Console Installation Wizard

The installation wizards starts (again) with the license agreement, followed by the user information and selecting the destination folder of the actual files, just like the PVS server
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Figure 13: PVS Console installation wizard screens

After these standard wizard windows, you have the possibility to do a full installation or a custom installation.

== i

Please select a setup type.

® Complete
All program features will be installed. (Requires the most disk
space.)

) Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstaliShisld

[ <Back |[ Mext> |[ cancel

Figure 14: A Complete or Custom installation

When choosing Complete everything is installed, when choosing Custom you can decide if you want to install the Console only and don't install the Boot Device Manager (BDM Creation
Tool). I will go into more detail about BDM later in this series.

e CiTRIX

Select the program features you want installed. 1

Click on an icon in the list below to change how a feature is installed.
Feature Description

= ~ | Boot Device Manager

This feature requires 33MB on
your hard drive.

Install to:

C:\Program Files\Citrix\Provisioning Services Consalel,

Installshield
[ reb [[ spae || <ok || Net> |[ Concel |

Figure 15: Custom Installation options

After the possibility to decide which items should be installed the actual installation can be started.
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5 Citrix Provisioning Services Console x64 - InstaliShield Wizard L3l
Ready to Install the Program
The wizard is ready to begin installation. cm‘!x

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstaliShisid

< Back || Install | | Cancel

Figure 16: Custom Installation options

When the installation is finished the installation wizard will show that the installation is done.

Console x64 - InstallShield Wizard L%

InstaliShield Wizard Completed

15 Citrix Provisioning Servi

CITRIX

The Installshield Wizard has successfully installed Citrix
Provisioning Services Console x64. Click Finish to exit the
wizard.

Figure 17: Custom Installation options

Target Device Installation

With Provisioning Services you need to have a base machine where the vDisk is created from. It's actual a kind of imaging technique that’s being used. On this base machine the client
software (Target Device software) needs to be installed. So you install this machine traditionally (hopefully using a software deployment system) including all the applications that are
required than start the Target Device installation.

The Target Device software can be installed on Windows 7 SP1 32 bit and 64 bit (Enterprise, Professional, Windows 8/8.1 32bit and 64 bit (All Editions), Windows XP Professional SP3
32 bit, Windows XP Professional SP2 64 bit, Windows Server 2008 R2 SP1 (all editions), Windows Server 2012 (all editions) and Windows Server 2012 R2 (all editions).
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Target Device Installation

Install Upgrade Wwizard

Install the Target Device,

Figure 18: Target Device Installation

Page 8 of 10

The target device installation wizard is very similar to the console and PVS server installation wizard. The wizard starts with a welcome window, followed by the license agreement, the
user information and the location where the software will actually be installed. Just as the other installers finally the Install button is shown which starts the actual installation.
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Figure 19: Target Device Installatic;n Installation Wizard steps

When the installation is finished a new window will appear. Within this window by default the option Launch Image Wizard is selected, which will logically start the wizard for creating the
vDisk image for the PVS OS streaming. This wizard will be discussed later in this article series, as it's a requirement that the back-end is fully configured. This wizard can also be started

later via a shortcut in the Start Menu.
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Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
Provisioning Services Target Device x64. Click Finish to exit the
wizard,

[ Launch Imaging Wizard

= Back I Finiish I Canicel

Figure 20: Target Device Installation Wizard Complete

Summary

In this article series we will go through the installation and configuration of Citrix Provisioning Services 7.6, so at the end of the series you will have a functional PVS infrastructure
including OS streaming to the Target Devices. In this first part we went through the installation steps of the PVS Server, the PVS console and the PVS Target Device. In the upcoming
article we will continue with the configuration of the PVS Server.

If you would like to read the other parts in this article series please go to:
« Installing and Configuring Citrix Provisioning Services 7.6 (Part 2) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part2.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 3) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part3.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 4) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part4.html)
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In this part of our article series we will continue with the configuration of the PVS Server.
If you would like to read the other parts in this article series please go to:

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 1) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part1.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 3) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part3.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 4) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part4.html)

Introduction

In this article series we will go through the installation and configuration of Citrix Provisioning Services 7.6, so at the end of the series you will have a functional PVS infrastructure
including OS streaming to the Target Devices. In the first part we went through the installation steps of the PVS Server, the PVS console and the PVS Target Device.

Advertisement

Configuration 1st PVS Server

At the end of the installation the Provisioning Service Configuration Wizard is automatically started, but can be started out of the Start Menu shortcut. The wizard starts with an
informational screen.

IS ‘Provisioning Services Configuration Wizard E3]

The Configuration Wizard provides an easy way to

L
clTRIx" setup a "basic” Server configuration.
L

For advanced configurations, see the Installation and
Configuration Guide.

‘fou can always run the Configuration Wizard again
later from the Start Menu.

MNext = | | Cancel

Figure 1: Provisioning Services Configuration Wizard Introduction
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PVS Target Devices normally use a DHCP IP address as the OS Streaming is based on an image. The first question in the configuration wizard is about the location of the DHCP
services. In most cases the DCHP service will run on a separate computer (not on the PVS server), so that answer will be most used. If you don’t have a DCHP server the PVS software
includes a very small basic DHCP service.

a8 Provisioning Services Configuration Wizard -
DHCP Services i
Specify the service that will provide IP address assignments to Provisioning n
Services target devices.

() The service that runs on this computer

Microsoft DHCP
Provisioning Services BOOTP service
Other BOOTP or DHCP service

(®) The service that runs on another computer

< Back ” Mext = || Cancel

Figure 2: Provisioning Services Configuration WizardDHCP Services

Secondly the wizard would like to know which PXE services you would like to use. If you would like to use PXE (you can use an alternate method called BDM, see my article To PXE or
not to PXE (http://virtualization.vanbragt.net/index.php/articles/how-to-articles/citrix-provisioning-services-to-pxe-or-not-to-pxe) for more details). If you are using PXE, | recommend using
the PXE service of PVS to keep your set-up simple and understandable. However you should be sure that no other PXE services are running in the same VLAN.

e Provisioning Services Configuration Wizard -
PXE Services S
Specify which service will deliver this information to target devices. n

During the PXE boot process the bootstrap file name and FQDN/IP address of the
TFTP server hosting the bootstrap are delivered via a PXE service or DHCF options
66/67.

(®) The service that runs on this computer

Provisioning Services PXE service

() The service that runs on another computer

< Back || Mext = || Cancel

Figure 3: Provisioning Services Configuration WizardPXE Services

As this is our first PVS server we should create a new environment. An environment is called a farm within PVS, so we needed to choose Create Farm.
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e Provisioning Services Configuration Wizard -
Farm Configuration e
Create a new Farm or join an existing Farm. Can be skipped if already
configured.
®) Create farm

) Ioin existing farm

< Back || Mext > || Cancel

Figure 4: Provisioning Services Configuration WizardCreate Farm

PVS is using a SQL database to store the information. PVS 7.x supports SQL 2008 or higher. SQL express is also supported, but logically that's not recommended. In the next screen you
specify the SQL server details. What's really nice about PVS is the full support of database mirroring including automatic failover if you specify the failover partner in the database
configuration part.

b1 Provisioning Services Configuration Wizard -

Database Server ’ -
Enter the Server and Instance names. n

Server name: | VBM-SRV001 |
Browse. ..

Instance name: | | |
Optional TCP port: |:|

[ specify database mirror failover partner

[=:]
a
@
m

< Back || MNext = || Cancel

Figure 5: Provisioning Services Configuration WizardDatabase

After specify the SQL server information the database name should be provided including the name for the three levels within the PVS infrastructure (farm, site and collection). These
names are only visible/used in the console and can be changed to something different without consequences after the initial configuration. Lastly we need to specify which AD group
contains the accounts, which will become the PVS administrators.
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New Farm
Enter the new Database and Farm names.

Database name: | PYS76VanBragt v|
Farm niame: | VanBragtFarm |
Site name: [ varBragtsite |
Collection name: | VanBragt_allection |

®) Use Active Directory groups for security
) Use Windows groups for security

Farm Administrator group:
WANBRAGT.LOCAL [BuiltinfAdministrators w |

Figure 6: Provisioning Services Configuration WizardNew Farm

The next step is specifying the store name and store location. At the Store location the vDisk(s) will be stored. You can use a UNC path, shared LUN of local storage. Many types of local
storage are being used to avoid that the data is travelling on the network twice (from the store to the PVS server and from the PVS server to the Target Devices). However using local
storage implies that you need to arrange a sync between the PVS servers, while PVS does not have a sync mechanism in place (often DFS-R is user for this specific task).

New Store
Enter a new Store and default path.

Store name: | Store |

Default path: |D}‘\Sbore | |Browse... |

Figure 7: Provisioning Services Configuration WizardNew Store

Just like other Citrix products PVS is using the Citrix License Server. In most circumstances this will be the same server used for XenApp or XenDesktop.

License Server
Enter the license server hostname and port.

License server name: | VEN-SRVUU]] |

License server port:

[ validate license server version and communication

<Back || Mext> | [ cancel
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Figure 8: Provisioning Services Configuration WizardLicense Server

Optionally a user account can be provided. This user account is required when using a shared LUN or UNC path to access the vDisk on this storage location. When using local storage
the network service account can be used. Citrix advises the user Network service account when possible. Take into consideration that the account provided here will also be used to
contact the database. If your database administrator does not allow computer accounts as an SQL account, you should also specify a user account here.

= Provisioning Services Configuration Wizard -

User account | )
The Stream and Soap Services will run under a user account. Please select what u

user account you will use.

(®) Network service account

(O specified user account

< Back || Next = || Cancel

Figure 9: Provisioning Services Configuration WizardUser Account

Just like user accounts, computer objects in AD have their own password, which is changed on a regular basis. PVS has a functionality built in to arrange that this process is still
functioning although the same vDisk (image) is used by multiple devices. During the initial wizard you can specify the time frame this password needs to change. There is also a group
policy setting that sets the change password time frame. This policy and the configuration in PVS should match.

- Provisioning Services Configuration Wizard -
Active Directory Computer Account Password N~
Automate computer account password updates? a

Automate computer account password updates

Days between password updates:

< Back || Mext = || Cancel

Figure 10: Provisioning Services Configuration WizardActive Directory Computer Account Password

PVS is based on demand streaming. In the Network Communications window we need to specify which network card (or actually IP address) is used for streaming the OS to the Target
Devices and on which IP address management tasks are executed. The |IP addresses are stored into the configuration, change the IP address later should be followed by a
reconfiguration of the PVS configuration. The streaming IP address can be re-configured within the console, while the management IP address requires a re-run of the Configuration
Wizard again. If required also the communication ports can be changed here.
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= Provisioning Services Configuration Wizard -

Metweork Communications
Specify network settings, u

192,168,21.215

Streaming network cards:

192.1568.21.215
Management network card:

Enter the base port that will be used for network communications. A total of 20 ports
are required. You must also select a port for console communications.

MNote: All servers must have the same port configurations.

First communications port: 5830

Console port: 54321

< Back || Next = || Cancel

Figure 11: Provisioning Services Configuration WizardNetwork Communications

In many cases the TFTP service is used to load the bootstrap file. If you are using TFTP you need to check this option. The default file location provided is correct and does by default
require no changes.

8 Provisioning Services Configuration Wizard l
TFTP Option and Bootstrap Location s
Typically only one TFTP server is deployed as part of Provisioning Services. u

Use the Provisioning Services TFTP service

| C:\ProgramData\Citrix\Provisioning Services \Tftpboot\ARDEF32.BIN | |Browse...

< Back || Next = || Cancel

Figure 12: Provisioning Services Configuration WizardTFTP and Bootstrap

Within the configuration you need to specify which PVS server(s) can be used for starting the Target Devices. You can specify between 1 and 4 servers. As every PVS server can fulfill
this role it's recommended to add as many PVS servers as possible (four as a maximum). Besides the boot process these IP address are also contacted in case a booted Target Device
loses connection with his PVS server to re-connect to the PVS infrastructure.
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- Provisioning Services Configuration Wizard 58
Stream Servers Boot List [
Specify at least 1 and at most 4 boot servers, a

The bootstrap file specifies what servers target devices may contact to complete the
boot process.

Server IP Address Server Port  Device Subnet Mask  Device Gateway
192.168.21.215 6910

Network Settings

Server

Ed 1P address: | 192 . 168 . 21 . 21 |
Port: | o] [ Defaut |

Device

) Lse netmask/gateway settings supplied by DHCP

() Use these settings

Subnet mask: B .0 .0 .0

Gateway: o .0 .0 .0

Figure 13: Provisioning Services Configuration WizardStream Servers Boot List

Page 7 of 11

With this last configuration step the configuration wizard has all the information required. A summary of the configuration is shown. By pressing Finish the database will be created, the

services will be configured and by default started automatically.

"= Provisioning Services Configuration Wizard -
Finish _——
Confirm configuration settings. a
DHCP - The service that runs on another computer A

PXE - Install Service

Database Server = VBN-SRV001Y

Farm = PVS75VanBragt:VanBragtFarm

Site and Collection = VanBragtSite, VanBragtCollection

AD Group = VANBRAGT.LOCAL /Builtin/administrators =
Store and Default Path = Store, C:\Store

License Server:Port = VBN-5RV001:27000

User Account = Metwork Service Account

Computer account password changes every 7 days

Communications - First Part = 6890, Last Port = 6909

Console - Soap Port = 54321

NIC - Selected IP = 192,168.21.215

Management NIC - Selected IP = 192.168.21.215 v
£ >

Automatically Start Services

< Back ” Finish || Cancel

Figure 14: Provisioning Services Configuration WizardConfirm configuration settings

When you are using a Windows Firewall you need to open the necessary ports manually. Unfortunately the installation wizard does not take over that. PVS is using several port ranges,
s0 be sure you have all ports added to the Windows Firewall. During the wizard you will get a message reminding you to about this fact, when an active Windows Firewall is detected.

Note -

Windows Firewall is on. It will interfere with the operation of services.
Either turn it off or open the necessary ports, Fer more information on
the necessary ports, refer to the Planning section of the Installation and
Configuration edoc.

Figure 15: Provisioning Services Configuration WizardWindows Firewall

At the end of the wizard and everything went fine, we will get to see all green checkmarks at the activities executed during the configuration wizard and the first PVS is up and running.
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" Provisioning Services Configuration Wizard -

Finish -
Confirm configuration settings. a

Stopping Metwork Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services
Starting Metwork Services

NEEEN

Figure 16: Provisioning Services Configuration WizardFinished

Configuration following PVS Server(s)

On the second (and following) PVS server you will start the same wizard. Normally you will answer the same questions as for the first PVS server. Starting from Figure 2 DHCP will run on
another machine and in Figure 3 PXE Service will run on this machine. Next you will logically choose another option than the first server. The following servers will join an existing farm
(created at the first PVS server).

e Provisioning Services Configuration Wizard -
Farm Configuration A
Create & new Farm ar join an existing Farm. Can be skipped if already n
configured.
(O Create farm

(®) Join existing farm

< Badk ” Mext = || Cancel

Figure 17: Provisioning Services Configuration Join existing farm

Next we need to provide the SQL server name as shown in Figure 5. As we are joining a farm, we need to select the farm. When more PVS databases are available on the same SQL
server, you can choose which farm you would like to join.
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Existing Farm
Select the Farm.
Farm name: PY578VanBragt: VanBragtFarm hd |
<Back | MNext> | [ cancel

Figure 18: Provisioning Services Configuration Choose Existing Farm
The next decision is if the PVS server will join an existing site or a new site is to be created. Each site needs at least one site, while two are recommended for fault tolerance. | will use an
existing site, so | can show the load balancing and fault tolerant options later in this article. You can also move a PVS server to a different site using the management console.

Site
Select a Site or enter a new Site and Collection,

(@) Existing site
Site name: [vanBragtsite v]
O New site
Site name: | Site |
Collection narme: | Collection |
<Back || Next> | [ cancel

Figure 19: Provisioning Services Configuration Choose Site
The same applies to the Store. Also here you can use the existing store or create a new one. It depends on your Store set-up which option you will choose, mostly you will use the

existing store.

Store
Select a Store or enter a new Store and default path,
O] Existing store
Store name: |5tore W |
() New store
Store mare: |
Default path: |
<Back | MNext> | [ cancel
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Figure 20: Provisioning Services Configuration Choose Store
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Next we need to choose if we use the network service account or a specific account as shown in Figure 9. The same reasons apply for the selection as at the first PVS server. From this
point the wizard is exactly the same as the first PVS server, so you follow the steps from Figure 9 also for the following PVS servers. After the wizard has fully run, the PVS server has
joined the farm and we are ready to do some additional configuration, which | will describe later on in this article series.

Summary

In this article part | described the initial configuration wizard of the first and following PVS server. Now both servers have executed this initial wizard we are ready to do the preparations

for creating the vDisk, which will be described in the upcoming part.

If you would like to read the other parts in this article series please go to:

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 1) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part1.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 3) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part3.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 4) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part4.html)
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In this second part | described the initial configuration wizard of the first and following PVS server. Now both servers have executed this initial wizard we are ready to do the preparations
for creating the vDisk, which we will do in this part including using the vDisk by other Target Devices.

If you would like to read the other parts in this article series please go to:
« Installing and Configuring Citrix Provisioning Services 7.6 (Part 1) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part1.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 2) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part2.html)

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 4) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-
services-76-part4.html)

Creating the vDisk

After the initial configuration in part two the PVS infrastructure is now ready for use. To show the complete workflow | will now continue with the steps on the Master Target Device to
create a vDisk.

We already installed the Target Device software in part one. For creating the vDisk we need to start the Image Wizard (which can be started directly after the installation or out of the Start
Menu). The Image Wizard starts with a welcome screen.

2 Provisioning Services Imaging Wizard

CITRIX

Welcome to the Imaging Wizard
The Imagngwizard sutomates the process of imaging one of moce hasd drives
into & virtual disk.

Mate: For alternative methods, refer to the Provisioning Services
Administrator's Guide.

Figure 1: Welcome to the Imaging Wizard

The first information we need to provide is the name or IP address of one of the PVS server to contact the PVS infrastructure. If you are logged in with limited credentials you also provide
other credentials with PVS administrator rights.
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22 Provisioning Services Imaging Wizard

Connect to Farm
Enter the name or addiess of a setver in the faim to connect to

[ Sesver information
Server |ven-sRvOTH
Fart: 5432 ==

< Back Mest > Cancel

Figure 2: Welcome to the Imaging Wizard

It's possible to create the vDisk in advance using the PVS management console, but this can also be done via the Image Wizard. If you already have a vDisk available you can select it
here, otherwise you choose Create new vDisk.

Imaging Wizard

Select Hew or Existing vDizk
Choose whether you want to create a new vDisk o use an edsting one.,

< Back et > Cancel

Figure 3: Select New or Existing vDisk

The new vDisk requires a unique name. When you have more stores available you also need to select the store where the vDisk should be created. At last you need to select whether to
use a fixed or dynamic disk. Nowadays | recommend using a dynamic disk as test results show that there is no performance difference (anymore) between the two types and dynamic
requires less disk space. When choosing Dynamic you also need to provide the block size the vDisk grows, | always choose 16 MB.
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&2 Provisioning Services Inmaging Wizard

Mew vDisk
Erter the details for the rew vDisk.

wDisk name: [vBNDisk 001

Store; | Store - 32312 ME Fres =1
Accessible by server: VBN-SBY015

wDisk type: LDynamﬁc _'J

Dk tock e [ TTT |

< Back Mext » Cancel

Figure 4: Create a New Disk

The next question is about Microsoft Volume licensing. | recommend checking the excellent article Enabling KMS Licensing on a vDisk (http://www.ingmarverheij.com/citrix-pvs-enabling-
kms-licensing-on-a-vdisk/) by Ingmar Verheij when you are using KMS. Choose which system you are using in your organization.

22 Provisioning Services Imaging Wizard

Microsoft Yolume Licensing
Choose if the vDizk is 1o be configured for Microsoft K5 or MAK volume license managemen

& More
™ Key Management S evice ([KMS)
™ Multiphe Activation Key [MAK)

< Back Mext » Cancel

Figure 5: Microsoft Volume Licensing

In the following screen you need to specify which disk you want to have in the vDisk. It's possible to select multiple partions if that’s required (for example when you install all applications
on a separate partition). Logically the drive with the operating system installed should always be selected. You can also tweak the size of the vDisk within this part of the wizard.
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ning Services Imaging Wizard

Configure Image Volumes
Drahiie the size of sach volume,

I Souce Yolune .-|| Used Space || Capacity || Fe Sustem -J.
|1 (Spstem Peserved) System 20ME 9% 100 MB NTES
12|E =i 10733 ME % 15258 MB NTFS
| 3[Nene ¥
|4 None el
e
| Teimaionvolme 1 Usedspece [ Copoc | T rT—
{System Fleservad) Spstem 2Me 2% | 100= &) NTFS
C: Boot 10733 MB Az 15268 == .;9 NTFS
[ WDk ]
Susmnmary

<Back [ Nest> | Cancel

Figure 6: Configure Image Volumes

Logically the machine should be part of the PVS infrastructure. Therefore the machine should be provided with a Target Device Name. It's important to provide a different name than the
actual computer name (in Active Directory). | normally just add MTD, but you can use any name. Also the network card should be selected and a Device Collection where the machine will
be added to. | recommend creating a separate Device Collection for machines used as Master Target Device.

2 Provisioning Services Imaging Wizard

Add Target Device
Add thiz device ta the fam.

Torget device name:  [VEN-SRVO0SMTD
Note: The taiget device name cannot be the same Active Directory name of this

MAL: |Local Area Conneetion 2 00-15-50-52.51.05 |

Collection:

I the VanBragiSte site of seiver VBN-SRVINS

<Back [ HMet> | Cancel

Figure 7: Add Target Device

The wizard is almost finished now. A summary is shown of the provided settings. Within this display there is a button called Optimize for Provisioning Services. Within this button several
settings are available for tweaking the imaging. Be careful about accepting all values by default. Check the organization security requirements for example. A good one is Windows
Search. If you are running Outlook, Windows Search is used for searching e-mails within Outlook. You understand it would not be smart to disable the Windows Search in the image.

12 Provisioning Services Device Optimization Tool

¥ Dizable Offline File: [ Dizable windows Autoupdate
[V Disable Defrag BootD ptimizeFunction [V Dizable Background Lapout Service
¥ Dizable Last Access Timestamp ¥ Dizable Hibemate
¥ Reduce DedicatedDumpFile DumpFileSize to 2MB W Disable Indesing Service
[V Disable Move to Recycle Bin [ Reduce Event Log Size to Gk
¥ Reduce IE Temp File ¥ Digable Clear Page File at Shutdown
[ Disable Machine Account Password Changes [+ Dizable Windaows SuperFetch
[ Disable Windows Defender I Dizable Windows Search
[V Disable ScheduledDefrag [V Disable ProgramD atall pdater
[V Run NGen ExscuteQueueditams [new window)
oK I Exit

Figure 8: Provisioning Services Device Optimization Tool
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After the optimization phase we can end the wizard using the Finish button.

1 provisioning Services Imaging Wizard

Summary of Farm Changes
Thiz page summarizes the changes ta the farm

The\kﬁza!dh&mﬁiﬁmm&t&unloctmarﬂw\ﬂid(wwdtlalhfum
Flease review the information below and chick Firich to create the vDigk.

Store: Store

Type: Dynaric

Size: 15360

WHD Block Size: 16 MB

Microsaft Vaolume Lecensing Nore

Wolume: [Sustem Reszerved) . 23 MB used, 100 MB capacity, NTFS system

Wolume: €, 10733 MB used, 15258 MB capacity, NTFS system
= Audd thas machine to the fam

Device name: VBN-SRVIOBMTD

MAC: 00-15-50 525105

Coflection: VanBragtCollection

141

Dptinize for Frovisioning Services |

(BackIFinishI Canicel

Figure 9: Summary of Farm Changes

After pressing the Finish button the actions are executed like creating the vDisk and creating the device within the PVS infrastructure. When that part is finished it's time to restart the
machine to start the actual imaging process. Remember that at this phase the machine should connect to the PVS infrastructure using the PXE or BDM option.

Provisioning Services Imaging Wizard

The Wizard has successfully created the vDisk, To continue the
imaging process, vou must reboot, configuring the BIOS WM
settings for PXE/network boot,

Rebook now?

Figure 10: Restart the Master Target Device

Afterwards the machine is connected to the PVS infrastructure using PXE or BDM and is fully booted again. We can logon again and the image wizard will be started automatically,
showing the progress bar.

! Provisioning Services Imaging 7.6

Source | (SystemReserved), C:
Destination [ Provisioning Services vDisk
Status |Cu|m'gc:

pogress ]

Figure 11: Imaging Progress Bar

When the imaging process is done a screen is shown that the conversion is completed.

Provisioning Services Imaging 7.6 I X

Source |(Sysmn.esuvcd).c:
Status | Conversion was successfull

rooess [

Figure 12: Imaging Process Finished
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The machine will show its normal interface, you will also see an additional disk connected to the system. But logically that’s not necessary. The next step is to shut down the machine, so
the disk image is not in use anymore.

The next step is executed in the console. It’s time to change the vDisk from the private (so it can be written) to shared mode (so the vDisk can be used by multiple Target Devices). This is
done by selecting properties of the just created vDisk at the vDisk pool within the site. Here you need to change the access mode from private to standard and select the location where
you would like to store the Write Cache. It's a step to far to explain the different options with their characteristics. Please check my articles series about Designing PVS on my personal
website. More settings can be changed, but for simplicity | only show the required changes for now.
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Figure 13: Changing vDisk properties

When the vDisk is reconfigured we can start machines using the vDisk for OS streaming. Therefore the machine needs to be known within the PVS infrastructure. This is done within a
Device Collection by selecting New Device.

You need to provide a name (this will be the name of the computer when booted) and the MAC address. For now configure Type: Production and Boot From: vDisk. | will discuss the Type
later in this article series. Also you need to assign the vDisk to the device within the vDisk tab.
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Figure 14: Creating Target Device

When the Target Device is created, we need to do one more step and that is creating the machine account in AD (so the machine is able to use the domain). Select the Target Device,
right click the mouse button and select the option Active Directory — Create Machine Account.
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Figure 15: Create Machine Account

In the next screen you can specify in which OU the account should be placed and the machine account will actually be created. This is executed under the account which is logged into
the console, so be sure that the account has the required privileges to create machine accounts.

- Create Machine Accounts in Active Directory == -
Domain: [VANBRAGT.LOCAL v]
Organization unit: |Vaangt.Ne‘tz"Senrers;’XenMpSH v |
Devices:

Target Device Status
VBN-SRVI0 Success

| o] ]

Figure 16: Create Machine Account

Now we are ready to start the machine, connect to the PVS infrastructure (via PXE or BDM) and the operating system is streamed to the device. The boot process will look like a normal
machine and you can log in with a domain account. The machine will show in the properties the name provided within the PVS console joined in the domain. Now we have a machine
running on the vDisk provided by the PVS infrastructure. From now you can add more target devices and boot those from the same vDisk.
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Figure 17: Machine started using a vDisk
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Summary

In this article we created a vDisk using a Master Target Device. After creating the vDisk we configured the disk in the standard mode. Next we created a Target Device and added that
one to the Active Directory. As the last step we booted the Target Device and streamed the OS to this machine. In the upcoming and last article | will discuss some advanced
configurations and the vDisk update possibilities.

If you would like to be notified when Wilco van Bragt releases the next part in this article series please sign up to our VirtualizationAdmin.com Real-Time Article Update newsletter
(http.//www.virtualizationadmin.com/newsletters/).
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In this last article of our series | will discuss some advanced configurations and the vDisk update possibilities.

If you would like to read the other parts in this article series please go to:

« Installing and Configuring Citrix Provisioning Services 7.6 (Part 1) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part1.html)
« Installing and Configuring Citrix Provisioning Services 7.6 (Part 2) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part2.html)
« Installing and Configuring Citrix Provisioning Services 7.6 (Part 3) (http://www.virtualizationadmin.com/articles-tutorials/citrix-articles/installing-and-configuring-citrix-provisioning-

services-76-part3.html)

Introduction

In the previous articles | described the installation and configuration of the Citrix Provisioning Services back-end servers. After that we created a vDisk via the Master Target Device. After
the creation we added a Target Device, which got his operating system via OS streaming by Citrix Provisioning Services. In this article | will go one step further to discuss some advanced
configuration options including the update possibilities of the vDisk.
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Advanced Load Balancing

As described in one of the earlier articles, Citrix Provisioning Services (PVS) has built-in load balancing. By default PVS load balances the Target Devices between all available PVS
servers within the PVS Site. So step one of advanced load balancing is to set-up several sites and add specific PVS servers per site. However the same result can be achieved
configuring the standard Load Balancing with some additional configuration. When selecting the Load Balancing option within the right mouse button menu on a vDisk you can configure

some the load balancing algorithm.

vDisk Load Balancing -

A load balancing algorithm may be used to provide the vDisk to the
target devices or a single server may be used.

(®) Use the load balancing algorithm
Subnet Affinity Marie W

N
] Rebalance Enabl B::teEﬁort

(O Use this server to provide the wDi

Server: VEN-SRVD15

[ ok || cacel |[ Hep |

Figure 1: Load Balancing algorithm

Within the load balancing algorithm there is a subnet affinity option. By default this is configured with the option “None”. With this setting all PVS servers within the site can offer the
streaming service to the Target Devices. Besides “None” there are two other settings available: Best Effort and Fixed. When Best Effort is chosen, the load balancing first checks the IP
subnet of the Target Device and determines if one or more PVS servers are available within the same IP subnet. If that is the case the Target Devices are redirected to a server within the
same IP range with the least load. If no server is available within the same subnet an arbitrarily available PVS server is chosen (with the least load). Logically you need to have a set-up
where both the PVS Target Devices as well as the PVS Servers (which should be the primary contact point for that VLAN) should be located in the same IP range (VLAN). The second
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option is Fixed, which almost works the same as Best Effort for the first phase. With Fixed the load balancing first checks the IP subnet of the Target Device and determines if one or
more PVS servers are available within the same IP subnet. If that is the case the Target Devices is redirected to a server within the same IP range with the least load. If no server is
available, the Target Device will not connect to the PVS infrastructure. This is similar to using several PVS sites.

Rebalance

At the same configuration part as the Load Balancing you can also configure (per vDisk) automatic rebalance. With rebalance enabled the PVS infrastructure checks every five minutes if
the Target Devices are proportionally divided between the available PVS servers.

vDisk Load Balancing -

A load balancing algorithm may be used to provide the vDisk to the
target devices or a single server may be used.

® Usethe load balancing algorithm

Subnet Affinity None w |
Rebalance Enabled Trigger Percent

(O Use this serverto provide the vDisk

Server: VBN-SRVD15

ok || cancel |[ Hep

Figure 2: Rebalance Enabled
If the spread is higher than the percentage configured the PVS infrastructure a rebalance will be triggered to distribute the load equally again.

Using the automated rebalance has both advantages and disadvantages. Advantage is that the system administrator don’t have to take care of the load balancing at all. However there
are situations that is probably not a good idea that a server with almost no load will service target devices again. Probably the server has issues and it’s not a good idea that the server

will serve target devices again.
Delegation of Control

Within PVS, delegation of control can be configured. Separation in the available rights can be configured at farm, site and device collection level. At Device Collection there are two roles
available: Device Operator and Device Administrator. Configuring the delegation of control is a bit different than in other products. First you need to add the persons and/or groups within
the product via the Groups tab within the Farm properties.

Farm Properties -

| General | Secuﬁt'_.r| Groups | Licensing I Options | wDisk Version | Status |

Allthe Security Groups that can be assigned access rights:
VANBRAGT.LOCAL/Buittin/Administrators

VANBRAGT.LOCAL/Users/PV5 Other Securi

Add... || Remove |

[ ok || Canced || Heb

Figure 3: Adding groups to PVS for adding delegation of control.

The persons/group added there can be selected at the Security tabs at the different levels.

Site Properties x |
| General| Securty | MAK. | Optios | vDik Udste |

Growps with "Ste Administrstor’ access:

L] Deman/Group Name
(] VANBRAGT LOCAL /Bhstin Admesstrabors.

A

o ok

Figure 4: Configure Delegation of Control

Auditing
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One other strong point of PVS is the auditing feature. With the auditing feature enabled (configurable via the Farm properties). The real strong point of this auditing option is that the
changes are shown at each level within the console. For example when choosing the auditing of one PVS server only the changes of that specific server are shown. However PVS goes
one step further, by choosing the button changes, you can exactly see which settings are changed including the previous and current value.
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Figure 5: Auditing options

Auto Add

One other nice feature within PVS is the Auto Add feature. With this auto add feature new devices are automatically added to the PVS infrastructure when the device connects to one of
the PVS servers. Based on the Device Collection properties the target device is automatically created and configuration is copied from a template target device.

Device Collection Properties -

General I Security | Auto-Add

If the auto-add feature is enabled {in the fam properties), and this device collection
is selected in the site properties, a template must be set.

Template target device:
VBN-SRVO10 v| | Propeties.. |

Device Name (Maxmum length iz 15 characters)
Sample:  VEN-SRVWD11

Prefoc: Number:
VBN-SRV Length: |3 5 [v] Zenofil

Last incremental number:

[ ok || caeel |[ hHep |

Figure 6: Auto Add configuration at Device Collection level

Remember that the configuration for auto add is available on three levels. On Farm level you enable Auto add and configure which site should be used, on site level you specific which
device collection should be used and lastly on the device collection level you specify the template and naming convention.

Also be careful with enabling the auto-add feature especially when using PXE. Every device that connects via PXE with the PVS server is automatically added and | can imagine that is
not desirable.
vDisk update

Last but not definitely least is the vDisk update options. In previous version (before version 6.x) the update mechanism was pretty complicated, rebuilding a new vDisk and then
configuring the vDisk exactly the same. Updating via a new vDisk is still one of the possibilities however within PVS there is now a version functionality available. Within the vDisk, right-
mouse menu there is an option called version.

Within this option you can create a new version. This version is automatically set in in maintenance mode. Within this mode you can make changes to the vDisk for example adding a new
installation, installing security updates, remove an application or installing application updates.
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Boot production devices from version:

[ Vession Created Releassd | Deviess  Access Type 1
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Qo 2492111118 0 Base

=
]

==

Figure 7: vDisk versions

This is accomplished by starting one of the target devices connected to this maintenance vDisk version. Therefore the Target Device should be set as Type Maintenance. The target
device with type maintenance will have a boot menu where the maintenance version can be chosen. When the Target Device is booted, the changes can be made and the Target Device
can be shut down (remember that some of the preparations should be done again, like creating unique registry keys for supporting applications).

Target Device Properties -
General |\rD1'sks I Authentication | Personality | Status I Logging |
Name: |VBN-5RVO21
Description:
Type: Production ]
Mairtenance
Boat from: Test
Production
MAC: o= To-ol-52- 51 - 0
Port: 6301 -
Class: |
[] Disable this device

0K || Camcel || Heb

Figure 8: Type Target Device

After the shutdown the vDisk version can be changed to test. In this state the vDisk is again read only (after a reboot changes made are gone). Next step is to configure a Target Device
as type Test and start this Target Device from the test version. On the target device you can confirm/test that all changes made in the maintenance version are available and working
correctly.

If no issues were found in the test phase, we can promote the version to the state production. You can specify that this change is effective immediately or at the configured date. Luckily
the active devices are not rebooted directly, but when they are restarted they will use the new version. In this way you can easily make changes to the production. Also one advantage is

that in the case something is wrong in this version, you can easily roll-back. In that case we will revert the version to a previous state (test or maintenance) and the old version is
active/production again. However active Target Devices using the version that is reverted will be shut down. This can cause down time and should be considered thoroughly including

communication to the active users.

Those steps can be automated using vDisk Update Management. First your Target Devices need to be virtual machine running on Citrix XenServer, VMware ESX or Hyper-V, secondly
for configuring the updates you need to have WSUS, SCCM or self-written scripts. When this is set-up, task will autorun using the versions. However the default time is pretty short (30

minutes) and you cannot test it accurately in advance. Therefore | don’t see this option really used in production environment. To be fully in control use the manual version steps (which
can be automated using PVS PowerShell cmdlets as well).
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Figure 9: vDisk Update Management

Conclusion

In this fourth and last part of the article series about Citrix Provisioning Services | discussed some advanced configuration options like Load Balancing, delegation of control, auto add,
rebalance and auditing. Last topic was describing the basic steps of updating the vDisk using the versions functionality.
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