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e Enable Windows Profiles v3/v4

e Registry Settings — HDX Flash for IE 11, published Explorer, 8dot3, HTML5 Clipboard, 4K Moni-
tors

e Restore Legacy Client Drive Mapping

e COM/LPT Port Redirection

e Print Driver for Mac and Linux Clients

e HTMLS5 Receiver — SSL for VDA

e Anonymous Accounts

e Antivirus

e Optimize Performance

e Seal and Shut Down

e Troubleshooting — Graphics

e Uninstall VDA

= Recently Updated

Hardware

1. If vSphere 6, don’t use hardware version 11 unless you have NVIDIA GRID. VMware 2109650 —
Video playback performance issue with hardware version 11 VMs in 2D mode
2. For virtual desktops, give the virtual machine: 2+ vCPU and 2+ GB of RAM
3. For Windows 2008 R2 RDSH, give the virtual machine 4 vCPU and 12-24 GB of RAM
4. For Windows 2012 R2 RDSH, give the virtual machine 8 vCPU, and 24-48 GB of RAM
5. Remove the floppy drive
6. Remove any serial or LPT ports
7. If vSphere:
a. To reduce disk space, reserve memory. Memory reservations reduce or eliminate the vir-
tual machine .vswp file.
b. The NIC should be VMXNETS3.
8. If this VDA will boot from Provisioning Services:
a. Give the VDA extra RAM for caching.
b. Do not enable Memory Hot Plug
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3 Mew Virtual Machine

1 Select creation type | Virtual Hardware | VM Options | SDRS Ruies |
~* 13 Selacta creation pe =
» | cpu | 8 - @
2 Edit settings
- B “Memory
W Z2a Selecta name and folder o :
RAM ™) 36 «| | 'GB -
" 2b Ssalecta compule resource - .
W 2¢ Selectsiorage Resarvation ()
«  2d Select compatibility [ Resene all guest memorny (Al locked)
v  2e Selecta guest 05 Limit _ Unfimited =] | MB -
21 Cusiomize hardware Shares | Mormal - -
} Ready to complete Mernory Hot Plug [l Enatls
[ N 1 ' PRSCRy ) PRSI R E P -~ % & -~
c. For vSphere, the NIC must be VMXNETS3.
=) New Virtual Machine
1 Select creation type ( Virtyal Hardware | VM Options | SDRS Rules |
+ 1a Selectacreation type )
v [ “CPU | 8 [ =] €
2 Edit settings = 2 .
v Bl “Mhemory 32 ~| | GB -
" 2a Selecla name and folder - - -
i : = =
o' 20 Selecta compute rasource v "M Hard diok 7 e Gh
«  2c Selectstorage v B New SCSI controfler L2 Logic BAS
v 2d Selectcompalibility = [l “New Network Untrusted w
o e Selectaguest 08 Status ¥ Connect At Pawer On
woETs
by

3 Ready o compiets

MAC Addrags

d. For vSphere, configure the CD-ROM to boot from IDE instead of SATA. SATA comes with

VM hardware version 10. SATA won’t work with PvS.

~ (&) *New CDIDVD Drive
Status

CODVD Media

Device Mode

Virtual Drevice Mode

| Client Device

|v|

To connect, power onthe YM and select
the media from the VI Hardware panel

an Summary tab

| Passthrough COROM

|v|

L] | IDE(D:0) Mew COHMDVD Drive

L]

O gaTamn

9. Install the latest version of drivers (e.g. VMware Tools).
a. If Windows 7 on vSphere, don’t install the VMware SVGA driver. For more details,
see CTX201804 Intermittent Connection Failures/Black Screen Issues When Connecting

from Multi-Monitor Client Machines to Windows 7 VDA with VDA 7.x on vSphere/ESXi.
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e— e e
15 VMuware Tools Setup | B
vmware'

Click the icons in the tree below to change the way features will be installed,

£
U
g
=8
g
=
L

Driver to enhance the performance
of your virtual video card.

=)= =] VMware Device Drivers
--------- ‘=l = | Paravirtual SCSI
--------- (= = | Memory Control Drive)

: L3
--------- (= ~ | P52 Mouse Driver This feature frees up 11MB on your
--------- =3 = | USB Mouse Driver hard drive.

........ {x -
......... =3+ | Audio r b

1 e [ 3

—

If vSphere, disable NIC Hotplug

1. Users could use the systray icon to Eject the Ethernet Controller. Obviously this is bad.

o e -
B [ ®

ﬁ Open Devices and Printers

w  EectVMware Virtual disk SC51 Disk Device
= Local Disk (C:)

|l Eject vmunet3 Ethernet Adr

- 11:08 AM
gt

4/19/2014

2. To disable this functionality, power off the virtual machine.

vmware: vSphere Web Client # &

4 Home ¥y X GpWINFOD1 | Actions
I—I = 5
@ Networl Eb Actions - WIRTI m
ETwWar

® Open Console
H Datastal ©

= Shut Down Guest OF
¥ Restart Guest O3

e Migrate. . T
{%) Take Snapshot... T

4 of 86 11/12/2016 4:49 P



Virtual Delivery Agent (VDA) 7.8 — Carl Stalhood

3. Once powered off, right-click the virtual machine and click Edit Settings.

vmware* vSphere Web Client # &

{ Home ) © X (HWINTO1 | Adiions ~
[ hdnnitnr ( MEHEIQE ]
6 Netwarks G Actions - WINFO ._l |—
E Datastores efinitions | Tag
— [ PowerOn C F——

{9 Take Snapshot.. T
les
iz Manage Snapshots... i

&2 Clone to Virtual Machine...
2% Clane to Ternplate...

=

7 Edit Settings...

4. On the VM Options tab, expand Advanced and then click Edit Configuration.
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Configuration Parameters

Latency Sensitivity

¥ Fibre Channel RPN

5. Click Add Row.

() Mirual machine directory
Store the swap files inthe same directory as the virtual
rmachine.

i) Datastore specified by host

(41 WIN701 - Edit Settings (2] M
| Wirtual Hardware | WM Options | SDRS Rules | wApp Options
» Paower management Expand for power management sellings a
v Boot Options Expand for Boot options
+ Advanced
Settings |:| Disable acceleration
[v] Enable logging
Debugoing and statistics | Run normally | A |
Swap file location =) Default
Ilze the settings ofthe cluster or host containing the virtual
rmachine.

Store the swap files in the datastore specified by the hostto he

used for swap files. If not possible, stare the swap files in the
same directory as the virtual machine. Using a datastore that
i notwisible to hoth hosts daring vMotion might affect the
whlotion performance for the affected virtual machines.

EditEﬁguratinn_.
|‘ |T |L‘~. ChecRCPU reservation g
Ay Custom level is deprecated
Expand for Fibre Channel NPIV seltings
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Modify or add configuration parameters as needed for experimental features or as instructed by technical

support, Entries cannot be removed

Hame
svga present

sched.cpu latencySensitiity
wmcifilter.enabie

sched. scsil0 throughputCap
tools . guest deskiop. autolock
hipetd present

rivram

virtualHW, pro ductCompatibility

peiBridged.presen
peiBridged present

seslfl peiSintNumbar

TRUE

ngrrmal

true

off

falze

true
WINTO1.nwram
hosted

Valus

(8]

-

Add Ra&

Cancel

7. Then click OK a couple times to close the windows.

6. On the left, enter devices.hotplug. On the right, enter false.

Modify ar add configuration parameters as needed for expermeantal features or asinstructed by technical

support, Entries cannot be rermioved

Hame
peiBridgeT functions
yrmvware lools intermalersion
vitheare tools require dversion
migrate hosllogSiate
migrate.migrationld
ethemetd. shares
replay.filename

sched swap.derivedtarme

scsil:lredo

devices hitplug

9221
9344
none
0

riormal

Valus

hrnfshenlumesiSl albe! 5-4 20 0ec37-Bd8k-e0db552]

8] 74

Add Row

Cancel

8. The VM can then be powered on.
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vmware* vSphere Web Client
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O X

w ~

- Eh Actions - WINTOT
€3 Network

E Datasto

B Foweron

fi @
| [ WNTO1 | Actior
"Enitnr

De

Server Manager * Loc

= Migrate... Ty |
i[e) Take Snapshot.. C
s S [£ oo ks _F_Iules
Windows Preparation
1. If RDSH, disable IE Enhanced Security Config

PROPERTIES
B2 Dashboard For A0SHGT Tasks *
B Local Server |
' = ROSHDT L femper
B Al Servens rp.docs ot confapared
B§ Fite and Storage Services b bty
A Camain: On CHt
[grement Enabled ogenm Mot partiopa
| Erakind I ?_']
Crrsablas I 20 & Ly e
2. 16812328, FPvh enabted o Pt sctrrated

2. Optionally, go to Action Center (Windows 8.1 or 2012 R2) or Security and Maintenance (Win-
dows 10) to disable User Account Control and enable SmartScreen .

*

T P’ b Control Panel

b System and Security » Action Center

Control Panel Home

Change Action Center settings

' Change User Account Control
settings

'ﬁi‘ Change Windows Smarthcreen
settings

Yiew archived messages

Review recent messages and re:

Action Center has detected one or more is

Security

Activate Windows now (Importan
Windows couldn't be activated. Go
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3. Run Windows Update.

+ |ﬁ » Contrel Panel ¥ Systemn and Security »  Windews Update v i | Search Control Panel J
Control Paned Hom i
" N Windows Update
Check for ugdates
Vi et i;E i @ Lumun au:zmau:updatmg
Rastone hidden updabes pltes e a0t hrieg Rntaled mirometionty

Tum on automatic updating te help improve the securty and
pesformance of your PC and altow standard users to install updates
on this PC.

| Tum on automatic updates |
Let me choose my settings

Moot recent check for updates:  Mever
Updiates were installed: Mever
You receive updates: For Windows onty.

4. If Windows Firewall is enabled:
a. Enable File Sharing so you can access the VDA remotely using SMB

® - 4 [4 <« Network and Sharing Center »+ Advanced sharing settings v & | | Search Control Panel

Change sharing options for different network profiles
Windows creates & separste network prefile for each network you use. You can choose specific options for

each profile.
Private &~
Guest ar Public @
Demaen (cument profile) @
Metwaork discovery
When network discovery is on, this computer can see olher nebwork computers and dévices and is
visible to other network computers.
() Turn on network discovery
i) Turn off network discovery
File and printer sharing

When file and printer shanng i on, files and printers that yiou have shared frem this computer can
be acceszed by people on the network.

@1 Turn en file and printer sharing
 ign off file and printer sharing

All Networks @

b. Enable COM+ Network Access and the three Remote Event Log rules so you can re-
motely manage the VDA.

9 of 86 11/12/2016 4:49 P



Virtual Delivery Agent (VDA) 7.8 — Carl Stalhood

10 of 86

File Action View Help

« = 2(E = B[E

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

9 Vindows vt it o [
B Inbound Rules. -

B Outbound Rules
¥ Connection Security Rules
- B Monitering

ET_I: .ﬁr.tiqn Ilr.w Hd'.:.
o 2w =

ﬂ Windeows Firewall with Advance
B2 Inbound Rules
Quthound Rules
8 Connection Security Rules
¢ B Monitoring

Mame Group

@ CitrixHostSenvce Citrix XenDesktop
@ CitriMachineCreationService Citrix XenDesktop
@ cCitriMonitor Citrix XenDesktop
@ CitricStorefront Citrix XenDesktop

COM+ Mebwork Access

COM+ Network Access ([DCOM-In)

@ coM- Remote Admi [ EnableRule ] Remote Administrat
@ Core Networking - De.f; f it S \mwrking

@ Core Networking - DeJI = f:twnriu‘ng

A= RgdplTs

Inbound Rules

Hame Group e Profi
ﬁ Remote Assistance (TCP-In) Remote Assistance All
@ Remote Desktop - User Mode (TCP-In)  Remote Desktop Al
@ Remote Desktop - User Mode (UDP-In})  Remote Desktop Al

@ Remote Desktop Licensing Server - WhE... Remiote Desktop Licensing 5. All
0 Femote Desktop Licensing Server - WML ... Eemote Desktop Licensing 5.. Al
a Remote Desktop Licensing Server (NP-In)  Remote Deskiop Licensing 5., Al
ﬂ Remaote Desktop Licensing Senver (RPC) Remote Desktop Licensing 5.
ﬂ Remote Desktop Licensing Server (RPC-E... Remote Desktop Licensing 5...

Remiote Event Log Management (NP-in) Remote Event Log Manage...

Remicte Event Log Management ( Remiote Event Log Manage...

Remote Event Log Managemaot (BOC.FP__ Bamats Fusnt |og Manage...

. Remote Scheduled Tasks M,! lt:ultd Tasks M... Al
. Remote Scheduled Tasks M1 | uled Tasks M...  All
.H:mutes-m'ice Man | Coply |'ice Management  All

5. Add your Citrix Administrators group to the local Administrators group on the VDA.
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Administrators Properties [ 2 |

General |

% Administrators

Descrption: Administrators have complete and unrestricted access
to the compiter/domain

Members:

?;"«' Administrator

B CORPCitroe Admins -
H2, CORP\Domain Adm \
A ChoAppVCOMAdmin

6. The Remote Desktop Services “Prompt for Password” policy prevents Single Sign-on to the
Virtual Delivery Agent. Check registry key HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft
\Windows NT\Terminal Services. If fPromptForPassword = 1 then you need to fix group policy.
The following GPO setting will prevent Single Sign-on from working.

Computer Configuration Policies Administrative templates Windows Components Remotes
Desktop Services Remote desktop Session Host Security Always prompt for password upon

connection

Or set the registry value HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\PorticaAutoLogon (DWORD) =
0x10.

7. For Windows 7 VDAs that will use Personal vDisk, install Microsoft hotfix 2614892 — A com-
puter stops responding because of a deadlock situation in the Mountmgr.sys driver. This hotfix
solved a Personal vDisk Image update issue detailed at Citrix Discussions.

8. If this VDA is Windows Server 2008 R2, request and install the Windows hotfixes recom-
mended by Citrix CTX129229. Scroll down to see the list of recommended Microsoft hotfixes
for Windows Server 2008 R2. Ignore the XenApp 6.x portions of the article. Also
see http://www.carlstalhood.com/windows-server-2008-r2-post-sp1-hotfixes/.

Microsoft Hotfixes (including links to Microsoft hotfix list)

Windows Server 2008 R2 5P1 contains most of the following hotfixes (exceptions noted inline). For a list of all Microsoft Hotfixes
included in Windows Server 2008 R2 SP1, refer to: Documentation for Windows 7 and Windows Server 2008 R2 Service Pack 1
(KB376932) and click the download link for WS0BR2 SP1.ds. Microsoft has published the following KB article specific to Remate
Desktop Services: Available Updates for Remote Desktop Services (Terminal Services) in Windows Server 2008 R2.

9. To remove the built-in apps in Windows 10, see Robin Hobo How to remove built-in apps in
Windows 10 Enterprise.

10. For Remote Assistance in Citrix Director, configure the GPO setting Computer Configuration
| Policies | Administrative Templates | System | Remote Assistance | Offer Remote As-
sistance. See Jason Samuel — How to setup Citrix Director Shadowing with Remote Assistance
using Group Policy for more details.
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L

Options:

(®) Enabled

() Dizabled

() Not Configured

Offer Remote Assistance

E] Offer Remote Assistance

Previous Settin

Comment:

Permit remote control

Allow helpers to remot

Helpers:

Show...

Helpers:

Show Contents

Value
corp it admins

comphelp desk

(&

11. If you intend to use Citrix’s SCOM Management Packs for XenApp/XenDesktop, make sure
WinRM is enabled on the VDA by running winrm quickconfig.

B8 Select Admimistrator Command Prompt
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Install Virtual Delivery Agent 7.8

1. For virtual desktops, make sure you are logged into the console. The VDA won’t install if you
are connected using RDP.

2. Make sure 8.3 file name generation is not disabled. If so, see CTX131995 User Cannot Launch
Application in Seamless Mode to fix the AppInit_DLLs registry keys.

3. Make sure .NET Framework 4.5.1 is installed.

4. CTX212981 Error Upgrading VDA on Server 2012 R2 from 7.7 to 7.8 — uninstall Microsoft hot-
fixes KB3092630, KB3139923 & KB3075249. Also see Citrix VDA Upgrade issues by THOMAS
KOTZING

5. Go to the downloaded XenDesktop 7.8 (XenDesktop Platinum, XenDesktop Enterprise, XenApp
Platinum, or XenApp Enterprise) .iso file and run AutoSelect.exe. Alternatively, you can
download the standalone VDA package and run that instead.

: .;I = | Application Tools  AenApp_and_XenDesktop_7_8
Home Share View Manage
e« w A » Metwork » fs01 » hin » XenDesktop » 7.8 » XenApp_and_XenDesktop 7 8 »
o -
 Cliiick scciss Marne Date modified Type
B Decktop o Citrix Receiver and Plug-ins 2242078 406 PM File folder
* Downloads + Documentation 22472016 4:06 PM File folder
E Documents o Support 2/24/20016 410 PM  File folder
= wbd 22472016410 PM File folder
|&=] Pictures o e .
x26 22472016 411 PM File folder
Wi 1] AutoRun 2/12/2016 949 PM  Setup Infor
B Videos &4 AutoSelect 2122016549 PM  Application
—a i =l Pradiuctversion A2 R 554 PRA Tent Dovenir

6. Click Start next to either XenApp or XenDesktop. The only difference is the product name dis-
played in the installation wizard.
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Deliver applications and desktops to any user, anywhere,
on any device.

» Secure mobile device management

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

XE”AP p Deliver applications

X'E 1] DES ktﬂ p Deliver applications and desktops

7. Click Virtual Delivery Agent for Windows Desktop OS or Windows Server OS depending on
which type of VDA you are building.

XenDesktop

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windows
Deskiop OS5

Install this agent to deliver applications and
desktops from Windows desktop OS5-based
Vs or physical machines.

3

8. In the Environment page, select Create a Master Image and click Next.
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XenDesktop 7.8 Environment
Environment Configuration
HDX 3D Pro
| wanft to:
Core Components )
@ Create a Master Image
Delivery Controller : » —— ;
o Select this option if you use Machine Creation Services or Provisioning Services to
Features create virtual desktops from this master image,
Firewall Enable Bemote PC Access
S Select this option to install the Virtual Delivery Agent onto either a physical machine or
oy a virtual machine that has been provisioned without the VDA
Install
Finish

9. For virtual desktops, in the HDX 3D Pro page, click Next.

XenDesktop 7.8 HDX 3D Pro
v Envimonment HDX 3D Pro optimizes the performance of graphics-intensive programs and media-rich
applications.
HDX 3D Pro el
Core Components Configuration
Delivery Controller Install the Virtual Delivery Agent (VDA) for HDX 3D Pro?
Features &) Mo, install the standard VDA
Firewall Recommended for most desktops, including those enabled with Microsoft RemoteFX.
Summary Yes, install the VDA for HDX 3D Pro
il Recommended if the machine will access a graplics processor for 30 rendering,
nstal
Firish

10. In the Core Components page, if you don’t need Citrix Receiver installed on your VDA then
uncheck the box. Click Next.

XenDeskiop 7.8 Core Components

¥ Environmant

v HOX 30 Pre Location: C\Program Files\Citrix | Change.. |
Core Components
) Virtual Delivery Agent (Required)

Delivery Controller The saftware agent that is installed on the wirtual or physical machine that prowides the

Featuras wirtual desktop or apphcation to the user

Firewall =
Citrix Rscever

Summary o Chient software that enablas users fo access their documents, applicsbons, and
desktops from any device. including smartphones, tablets, snd PCs.

Install

Finish

11. In the Delivery Controller page, select Do it manually. Enter the FQDN of each Controller. Click
Test connection. And then make sure you click Add. Click Next when done.
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XenDesktop 7.8 Delivery Controller

¥ Emaironiment

v HDX 30 Pro

Configuration

How do you want to enfer the locations of your Delivery Controliers?

v Core Components

Delivery Controller

| Do it manually =

Features

Firewall

Controller address:

Summary

| wdc0l.corp.local W

Irstall
Finish

S

12. In the Features page, click Next. If this is a virtual desktop, you can leave Personal vDisk

unchecked now and enable it later.

XenDesktop 7.8 Features

" Ervironment
v HDX 30 Pro
v Core Components
¥ Delivery Controfler
Features
Firewall
Surnmary
Install

Fimish

13. In the Firewall page, click Next.

O

<

Ii_!

Feature (Select all)

Optirize performance
Optirize desktop settings. Leam more.

Use Windows Remote Assistance
Enable Windows Remote Assistance and open TCP port 3389. Learn more

Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509, Learn more

Framehawk
Opens UDP ports 3224-3324. Learn more

Install Citrix App-V publishing components
Enables this machine to launch App-V packages Leam more

Personal wDisk
Enable Personal wDisk for the Virtual Delivery Agent. Learmn more
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XenDeskiop 7.2

¥ Emaronment
¥ HDX 30 Pro
" Core Components
v Delivery Controller
v Features
Firewall
Summany
Install

Finish

XenDesktop 7.8

v Environment
v HDX 30 Pro
v Core Components
« Delivery Contraller
v Features
v Firewall
Summary
Install

Finish

Firewall

The default ports are listed balow.

Controller Remote Assistance

Communicaions

80 TCP 3389 TCP
1494 TCP
2598 TCP
8008 TCP

Configure firewall rules:

™) Agtomatically

Real Time Audio

16500 - 16509 UDP

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

Printable versio

Framehawk

3224 - 3324 UDP

Select this option to automatically create the rules in the Windows Firewall. The rules will

be created even if the Windows Firewall 15 turned off.

Marusally

Select this option if you are not using Windows Firewall or if you want to create the rules

yoursalf,

14. In the Summary page, click Install.
Summary

Review the prerequisites and confirm the compenents you want to install.

Installation directory
CAProgram Files\Citrix
Prerequisites

0 Restart required

Microsoft Visual x84 C++ 2013 Runtime
Microsoft Visual x86 C++ 2013 Runtime
Microsoft Visual x64 C++ 2008 Runtime
Microsoft Visual x86 C++ 2008 Runtime
Microsaft Visual x84 C++ 2010 Runtime
Microsaft Visual x86 C++ 2010 Runtime

Core Components

Virtual Delrery Agent
Citrix Recener

Delivery Controllers

wdcl.corp.local

Features

Cptimize performance

15. For RDSH, click Close when you are prompted to restart.
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o The machine needs to be restarted before the installation can continue.

i

16. After the machine reboots twice, login and installation will continue.

Xenhpp 7.8 Installing prerequisites and components
¥ Environment Installing... About 4 minutes remaining,..
¥ Core Components |
| Prerequisites
v Dell Controll . )
sl e " Microsoft Remote Desictop Session Host Installed
v Features w Microsoft Desktop Experience Installed
v Firewall % Windows Remote Assistance Feature Installing...
Microsoft Visual 64 C++ 2013 Runtime
Lt " B " a
¥ Ay Microsoft Visual x86 C++ 2013 Runtime
Install " Microsoft Visual x64 C++ 2008 Runtime
Finih ' Microsaft Visual x86 C++ 2008 Runtime
Microsoft Visual x84 C++ 2070 Runtime
Microsoft Visual x86 C++ 2010 Runtime
Core Companents
Virtual Celovery Agent
| Citrix Receiver
Post Install

| Component Initialization

17. Note: NT SERVICE\CitrixTelemetryService needs permission to login as a service.

18. After installation, click Finish to restart the machine again.
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XenDeskiop 7.8 Finish Installation
¥ Epvironment The installation completed successfully. v Success
« HOX 30 Pro
Prerequisites
+ Core Components ¥ Microsoft Visual 64 C++ 2013 Runtime Installed
+ Delivery Controlier " Microsoft Visual x86 C++ 2013 Runtime Installed
= v Microsoft Visual x84 C++ 2008 Runtime Installed
v Featores " Microsoft Visual k86 C++ 2008 Runtime Installed
v Firewall " Microsoft Visual 164 C++ 2010 Runtime Installed
" Microsoft Visual xB6 C++ 2010 Runtime Installed

v Summary

Core Components

v [nstall
iipa | v Virtual Defivery Agent Installed
Finish + Citrix Receiver Installed
| Paost Install
v Component Initialization Initialized
Restart machine |>

19. If 8.3 file name generation is disabled, see CTX131995 User Cannot Launch Application in
Seamless Mode to fix the Applnit_DLLs registry keys.

Etit'ﬁauFavmtesHeb

| bl Tradng A [ Name Type o
. :"m 5] Default) REG_SZ mamerve
§ g REG_SZ c:\progra=2\gitrix\system32imfaphooks+.dl
' b4 Winlogon r;{'jclﬂlmmm REG_DWORD  0x00000000 (0)
b4 WSService WeDdeSendTimeout ~ REG_DWORD  0x00000000 {0)
| bl WUOF 1| DesktopHeaplog... REG_DWORD  0x00000001 (1)
B 4 Windows Photo Viewe _?_P‘]DEMCEM’ESE&EEE REG_SZ 15
b Windows Portable De: || #% DwminputUseslo.,, REG_DWORD  0x00000001 (1)
b4 Windows SriptHost || S¥iEnableDwminput... REG_DWORD  Ox00000007 (7)

. | Windawe Samech ¥ || {i|GDIProcessHandl... REG_DWORD  0x00002710 (10000)

.ﬁh-‘;'l'.-\n-uf'r-u-'.-\nli-u. nce o7 e e e i |

| Computer \HKEY_LOCAL_MACHINE\SOFTWARE \MicrosoftiWindows NT\CurrentVersion\Windows

Controller Registration Port

Some environments will not accept the default port 80 for Virtual Delivery Agent registration. To
change the port, do the following on the Virtual Delivery Agent:

1. Open Programs and Features.
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i Programs and Features |
L I,

Power Options l’@

Event Viewer

Systern

Device Manager
Metwork Connections
Dizsk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager 111
Control Panel

File Explorer

Search

Bun

Shut down or sign out

2. Find Citrix Virtual Delivery Agent and click Change.

[5" Programs and Features

+ E. » Control Panel » Programs * Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and -

® Turn Windows features on or

off Organize *+  Uninstall Change

Install a program from the ~

network Mame
@ Citrix Receiver
&4 Citrix Virtual Delivery Agent 7.8
[ Microzoft Uninstall sle - %64 9,0
[ Microsoft s ole - x86 9.0
[ Microsoft [, de - %36 9.0

LaF
[ Microsoft Visual C++ 2010 x84 Redistributable - 10

3. Click Customize Virtual Delivery Agent Settings.
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XenDesktop 7.8 Add, Remove or Reconfigure Components

+ Add components and prerequisites

X Remove components

'ﬂ' Customize Virtual Delivery Agent settings

3

4. Edit the Delivery Controllers and click Next.

How do you want to enter the locations of your Delivery Controllers?

<)

XenDesktop 7.8 Delivery Controller
Delivery Controller Configuration
Configure Delivery
Controlier
Features [Dn it manually
Summary
Reconfigure xchell.corplocal
Finish Controller address:

Edit Delete

Example; contraller ] .domain.com

ot conmection A

5. On the Configure Delivery Controller page, change the port number and click Next.

XenDesktop 7.8 Configure Delivery Controller

v Delnvery Controller

Configuration

Configure Delivery l
Controller

| Controlier:
Features
Sl | 50000
Reconfigure (TCP/AP default port 80)
Finish

21 of 86

Enter the TCP/AIP port the Virtual Delivery Agents use to register with the Delivery

; Automatically open ports in Windows Firewall if it is detected {even if it is not running)
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6. In the Features page, click Next.

XenDesktop 7.8 Features
v Delivery Controller |:| Feature {Select all)
, Configure Defrvery - _—
il ) I_nstall Clt.rlx LApp-V publishing components
Enables this machine to launch App-V packages Leam more
Features
Summary — Personal vDisk
Enable Personal vDisk for the Virtual Delivery Agent. Learn more
Recanfigure
Finish

7. In the Summary page, click Reconfigure.

XenDesktop 7.8 summary

s LONTIQuUre Lelvery

o Core Components

Controlie

" Features Delivery Controllers
Summary wdclH.corp.local
Reconfigure Features
Finish Install Citrix App-V publishing components

8. In the Finish Reconfiguration page, click Finish.

XenDesktop 7.8 Finish Reconfiguration

The reconfiguration completed successfully.

Core Components

Post Install
Component Initialization

¥ Surmmary

v Reconfigure

Finish

9. Verify that the registry values WCF_Port and ControllerRegistrarPort were changed to the
new port as detailed at unable to change VDA registration port in XD 7.8/VDA 7.8 at Citrix Dis-
cussions.

10. You must also change the VDA registration port on the Controllers by running

BrokerService.exe /VDAPort.

Controller Registration - Verify
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1. If you restart the Virtual Delivery Agent machine or restart the Citrix Desktop Service...

5 Services

Eile  Action View Help

&= | FHE Q= HE »enw

_.g_ Services (Local) Mame

). CDPSve
1.{3!'; Certificate

L‘?‘J} Citrix Dyna

2 Citrix HDX

s

ﬂﬂranch(ache

Propagation

5k Citrix Audio Redirection Service
Citrix Desktop Service
f‘{; Citrix Device Redirector !
). Citrix Diagnostic Facility

rnic Virtual Ch

'-.*'3-:{; Citrix Encryption Service
'-.fj-:J} Citrix End User Experienc
%Citrix Group Policy Engir

Mediastream

Description
This service ...
COPSve

Copies user ..
Provides au...

Start
Stop
Pause
Resume
Restart

3

All Tasks ¥

Running

Status

2. In Windows Logs Application log, you should see an event 1012 from Citrix Desktop Service
saying that it successfully registered with a controller. If you don’t see this then you’ll need to

fix the ListOfDDCs registry key.

{2 Event Viewer

File Action View Help

&= 7= HE

g Event Viewer (Local)
» [ Custom Views
v —!'.- Windows Logs
fs| Application
5] Security
& Setup
@ Systemn
& Forwarded Events
y B Applications and Services Lo
d Subscriptions

Application

Lewvel

I:D Information
I:D Information
@ Information
G:} Information
@ Information
@ Information
I:D Information
'ﬁ' Error

'@' Error

'@' Error

{3 Infrrrnatinn
£

Date and Time

9/26/2015 4:42:35 PM
9/28/2015 4:42:35 PM
9/26/2015 4:42:35 PM
9/26/2015 4:42:35 PM
9/26/2015 4:42:34 PM
9/26/2015 4:42:34 PM
9/26/2015 4:42:34 PM
9/26/2015 4:42:33 PM
9/26/2015 4:42:33 PM
9/28/2015 4:42:33 PM

QIRSINAE A.AD.27 DRA

Mumber of events: 495 (1) New events available

Source

Security-SPP
Security-5PP
Security-5PP

Citrix Desktop Service
Security-5PP

Citrix Desktop Service
Security-SPP

Perflib

Perflet

Perflib

Titriv Narcltan Sanara

Event ID¥

mﬂﬁﬁ

1003
1033
1034
1012

1010

900
1002
2004

1002
1013

Event 1012, Citrix Desktop Service

General

Details

The Citrix Desktop Service Blaasm il dregistered with delivery
controller xdc02.corp.local (IP Address 10.2.2.18).

3. You can also run Citrix’s Health Assistant on the VDA.
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Citrix Health Assistant

VDA Registration Check

Your VDA is able to register itself to DDC.

Registration check complete.
Step 1 - VDA machine domain membership
Step 2 - VDA software nstallation

Step 3 - VDA communication port availability

Step 4 - VDA services status
Step 5 - Windows firewall configuration
Step 6 - Communication with BDC LJ'

Step 7 - Time sync with DDC

Call Home

VDA 7.8 has a new Telemetry Service to collect diagnostics info. You can run PowerShell commands
to enable the service and schedule automatic uploads to Citrix Insight Services.

See Citrix Blog Post Citrix Call Home Technology Preview for details.

Profile Management 5.4.1

Warning: If you are upgrading and have existing Windows 2012 R2 profiles based on the !|CTX_OS-
NAME! variable, see http://discussions.citrix.com/topic/374111-psa-upm-54-ctx-osname-server-

2012-value-change/ for why your profiles might stop working.
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1. Go to the downloaded Profile Management 5.4.1 and run profilemgt_x64.msi.

| |
=

ProfileMgmt-5.4.1

= |

Application Tools

Share View lManage

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

MerchandisingServer-MetaData T
ﬂ@r! profilemgt_x64.msi G/
@ profilemgt_x86.msits

iz| Documents - 4

[&] Pictures - 4

RS20

i -

< v « bin 3 Citrix » XenDesktop » 7.9 » ProfileMgmt-54.7 »
3 CQuick access MName Date modr
B Desktop o+ CrossPlatform-Definitions TT1/2008
.‘ Dowinlaats GPO_Templates 771172016

2016

016
Faaad LS

A6

2. In the Welcome to the Citrix Profile Management Setup Wizard page, click Next.

EJ Citrix Profile management Setup

Welcome to the Citrix Profile
management Setup Wizard

The Setup Wizard will install Citrix Profile management on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard,

=

3. In the End-User License Agreement page, check the box next to I accept the terms in the Li-

cense Agreement and click Next.

ﬁ Citrix Profile management Setup

End-User License Agreement

Please read the following license agreement carefully

CiTRIX'

CITEIX LICENSE AGREEMENT

Use of this component is subject to the Citrix icense covering the specific
edition of the Citrix product(s) with which you will be using this component.
Entitlement to this component is based on Subscription Advantage eligibility
requirements. This component may be licensed for use with specific editions
of specific Citrix product(s).

If the component is Profile management ("Pm'") for ZenDesktop, you may
install Pm on your XenDesktop product servers and you have the option to
install Pm on the product client dewvices for icensed coneutrent users, users
and dewvices. You may also install Pm on any desktops being delivered or

[+]1 accept the terms in the License Agrﬁment

4. In the Destination Folder page, click Next.
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Destination Folder =
Click Mext toinstall to the default folder or dick Change to choose another crrn‘!-x

Install Citrix Profile management to:

|C: \Program Files\Citrix \User Profile Manager!,

Change...

5. In the Ready to install Citrix Profile Management page, click Install.

ﬁ! Citrix Profile management Setup — *

j@ Citrix Profile management Setup = =

Ready to install Citrix Profile management Cimm‘
L

Click Install to begin the installation. Clidk Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

6. If you see Files in Use, click OK.

The Following applications are using files that need to be updated by this setup, You can let
Setup Wizard close them and attempt to restart them or reboot the machine later.

Ciktix Desktop Service
Citrix Profile Management:

(@ Close the applications and attempt o restart them, %

(") Do not close applications, & reboat will be required.

7. Click OK to continue the installation.

j{i‘;—l Citrix Profile management Setup @
Files in Use . .
Some files that need to be updated are currently in use, CITR!X

http://www.carlstalhood.com/virtual-delivery-agertda-7-8
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i Citrix Profile management Setup E3

The setup must update files or services that cannot be
updated while the system is running. If you choose to
continue, a reboot will be required to complete the
setup.

Cancel

8. In the Completed the Citrix Profile Management Setup Wizard page, click Finish.

155 Citrix Profile management Setup = e

Completed the Citrix Profile management
Setup Wizard

Click the Finish button to exit the Setup Wizard,

9. Click Yes when prompted to restart.

ﬁ Citrix Profile management Setup

You must restart your system for the configuration
changes made to Citrix Profile management to take
effect. Click Yes to restart now or Mo if you plan to
manually restart later.

Yes Mo

L

10. UPM 5.4.1 breaks Logon Duration in Citrix Director. To fix it, run the following commands:

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\installutil.exe "C:\Program
Files\Citrix\Virtual Desktop Agent\upmWmiMetrics.dll”

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\installutil.exe "C:\Program
Files\Citrix\Virtual Desktop Agent\upmWmiAdmin.dll"
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B Administrator: Command Prompt = O >

11. See the Profile Management page for configuration instructions.

Upgrade to Receiver 4.4.2000
VDA 7.8 does not include this update.

If Receiver is installed on your VDA, upgrade it to version 4.4.2000
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1. Go to the downloaded Receiver 4.4.2000 and run CitrixReceiver.exe.

.

RE-

. D

7 Cuick access

Desktop

{ Downloads

Share

»

View

Application Tools

Metwark » f=01

-

Mame

@ CitrisReceiver
5 ShareFileSynctd_2

I = g

fManage

74

v bin » Citrix » XenDesktop » 7.8 »

MR

.%.1&5.1

2. In the Welcome to Citrix Receiver page, click Start.

Date m

AT
4/6/201

e R ]

@ Citrix Receiver

ciTrpx

Receiver

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, including
software that allows access to the applications that use

your browser,

- Allow applications access to your webcam and

microphone,

- Allow applications to use your location,
- Allow access to local applications authorized by your

company.

- Save your credential to log on automatically.

Click Start to set up and install Citrix Receiver on your

computer.

3. In the License Agreement page, check the box next to I accept the license agreement and click

Next.
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@ Citrix Receiver pod

License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT ~

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc,, Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
"RECEIVER™) determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as "CITRIX"). v

I accept the license agrE?\rﬂent

1amt

4. If you see the Enable Single Sign-on page, check the box next to Enable Single Sign-on and
click Next.

@ Citrix Receiver %

Enable Single Sign-on

When enabled, single sign-on remembers your credentials for
this device, so that you can connect to other Citrix applications
without having to log on each time. You should do this only if
your IT administrator has instructed you to, This will take effect
the next time you log on to this device,

[“IEnable single sign-on;

3

For more information on configuring single sign-on, please see
article CT¥133932 at citrix.com/support.

5. In the Help make our products better page, make your selection and click Install.
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@ Citrix Receiver pod

Help make our products better by
joining the Citrix Customer Experience
Improvement Program.

@ | agree to send anonymous data and usage statistics to Citrix for
the purposes of product analysis and improvement.

Dﬂn, Thanks.

Learn Maore

6. After installation, click Finish.

@ Citrix Receiver

citrix )
Recelver

V Installation successful

If you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account, Otherwise, click
Finish, and you can set up an account later.

7. See the Receiver page for configuration instructions.

HTMLS App Switcher 2.0.2

This tool is no longer needed for Receiver for HTML5 2.0 and newer.

1. NET Framework 4.0.3 or newer is required.
2. Go to the downloaded Receiver for HTML5 App Switcher (Citrix_AppSwitcher_2.0.2) and run
AppSwitcher.msi.
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1 Iﬂ' : 1

€ - v 1

7 Quick access
B Decktop

B Prasmlaade

Share View

spplication Tools  Citri_AppSwitcher_2.0.2

Manage

» Metwork » fs01 » bin * XenDesktop » 7.2 » Citrix_AppSwitcher 2.0.2

Py

Mame Date modified T

ﬁ! AppSwitcher 2/4/2015 1:45 PM ¥

3. Check the box next to I accept the terms and click Install.

ﬁl App Switcher Setup

Please read the App Switcher License Agreement

CITRIX LICENSE AGEEEMENT

Use of this component is subject to the Citrix icense or
terms of service covernng the Citrix product{s) or
service{s) with which vou will be using this
component. This component is licensed for use only
with such Citrix product{s) or service(s).

CTX_code EP_R_A124358

I accept the ms in the License Agreement

Print Back GIHSEII Cancel

. In the Completed the App Switcher Setup Wizard page, click Finish.

1’;j! App Switcher Setup

Completed the App Switcher Setup
Wizard

Click the Finish button to exit the Setup Wizard,
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ﬁ App Switcher Setup

You must restart your system for the configuration
changes made to App Switcher to take effect. Click Yes
to restart now or Mo if you plan to manually restart
later.

5. In Programs and Features, it is shown as version 2.0.2.25.

& Programs and Features

1 @ > Control Panel + Programs » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall
& Turn Windows features on or

off Organize *+  Uninstall  Repair

Install a program from the ~

nebwork Marme Publisher

| App Switcher Citrix Systerr

@ Citrix Receiver Citrix Systerr
&4 Citriz Virtual Delivery Agent 7.8 Citrix Systerr

[#=] Microsoft Visual C++ 2008 Redistributable - x64 9.0.3...  Microsoft Cc

s Citrix Systems, Inc. Product version:  2.0.2.25 O
Help link: W.citrixlél;ﬂ

Citrix PDF Printer 7.8.0

This tool is only used by Receiver for HTMLS5.

1. Go to the downloaded Receiver for HTML5 Citrix PDF Printer 7.8.0 (under Additional Compo-
nents) and run CitrixPDFPrinter64.msi.

[ i;‘ et spplication Taols:  Citri PDFPrinter_7.8.0
Home Share View Manage
« v A 2« fe1 » bin » XenDesktop » 7.8 » Citrix PDFPrinter_7.8.0
& Cllick aceass Mame Date mo
Desktop + ﬁ! CitrixPDFPrinter TR0
_‘r R FE & ]ﬁ'jj CitrcPDFPrinterod 3720

2. In the Please read the Citrix PDF printer License Agreement page, check the box next to I accept
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the terms and click Install.

450 Citrix PDF Printer Setup — X

-
" Please read the Citrix PDF Printer License
Agreement

]
CITR!X' CITTRIX LICENSE AGREEMENT

Use of this component is subject to the Cifrix icense or
terms of service coverng the Citrix product{s) or service
() with which you will be using this component. This
component is licensed foruse only with such Citrix
product(s) or service{s).

CTX_codeEP_R_A124338

I accept the terms in the License Agreement

[%

Lal

Print Back E;'Insmll Cancel

3. In the Completed the Citrix PDF Universal Driver Setup Wizard page, click Finish.

50 Citrix PDF Printer Setup — X

[ !
Completed the Citrix PDF Printer Setup

CiTR!xG Wizard

I Click the Finish button to exit the Setup Wizard.

4. In Programs and Features, it is shown as version 7.8.0.10.
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ﬂ, Programs and Features

1 [ » Control Panel » Programs » Programs and Features v

Contrel Panel Home ;
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninst

" Turn Windows features on or

et Organize +  Uninstall  Repair

Install a program from the ~

network Mame Publisher
&4 Citri AppDMA VM Configuration Citrix Appl
B Citrix PDF Printer Citrix Syste
@ Citrix Receiver Citrin Syste
&% Citrix Session Recording Agent Citrin Syste
<

Citrix Systems, Inc, Product version;  7.8.0,10
Sizer 420MB

versal Printer.

Edit Setting

Auto-create PDF Universal Printer

Applies to: Virtual Delivery Agent: 7.6 Server OS5, 7.6 Desktop 05

(®) Enabled %

Create the Citnix POF Prnter in sessions

Disabled
Do mot create the Citrix PDF Printer

¥ Details and related settings

Enables or disables auto-creation of the Citrix PDF Printer printing object for sessions using the
Citrix HTML or Chrome Receiver. By default, the PDF printer is not auto-created.

The Citrix PDF Printing Feature Pack is required for this setting, otherwise this setting has no effect.

Framehawk Configuration

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

5. Configure a Citrix Policy to enable the PDF printer. The setting is called Auto-create PDF Uni-

To enable Framehawk, see http://www.carlstalhood.com/citrix-policy-settings/#framehawkconfig
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Remote Desktop Licensing Configuration
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On 2012 R2 RDSH, the only way to configure Remote Desktop Licensing is using group policy (local
or domain). This procedure also works for 2008 R2 RDSH. This procedure is not needed on virtual

desktops.

1. For local group policy, run gpedit.msc.

ministrator.CORP> gpedit.msc
ministrator.CORP> _

e Administrator:
Windows Powel I e = ]
Wopyright (C) 2012 Microsoft Corporation. All rights reser

2. Go to Computer Configuration > Administrative Templates > Windows Components > Re-
mote Desktop Services > Remote Desktop Session Host > Licensing.

| Password Synchronizat
Portable Operating Sye
Presentaticn Settings [:3.'
# Remote Desktop Senig
RO Licensing
b Remote Desktop Cd
4 | Remaote Deskiop Se
| -Application Con o
Connections
| Device and Riess
| Licensing
Printer Redirecti
| Denkilas

i-] Hide notifications about RD Licensing problems that affect t.. Mot configured
Cnline Assistance O B s P R . -~ ik S e TRl i

g8 Local Group Policy Editor |~a
Fi1a I;.ctiarn '.l'j.e\.-.- .Hetp
o 2w = Bm T
I i N-_-tMmi-ﬁg -l 'Set-t':ng Srate
Metwork Access Protec 12| Use the specified Remote Desitop Rcense servers Enabled
i Metwork Projector

3. Double-click Use the specified Remote Desktop license servers. Change it to Enabled and
enter the names of the RDS Licensing Servers (typically installed on XenDesktop Controllers).

Click OK.
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A Use the specified Remote Desktop license servers

E: Use the specified Remote Desktop license servers

Me
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: | At |east Windows Server 2002 with Service Pack 1
Options: Help:
License servers bo use: Thislpnlic:,r setting allows you to specif:
Session Host server attempts to locate |
|:<ch'|,:<ch2| | SEMVETS,

Separate license server names with commas. If you enable this policy setting, an RD

attempts to locate the specified license
license servers cannot be located, the R
L\\S attempt automatic license server disco
license server discovery process, an RD
Windows Server-based domain atternp

ERT

Example: Serverl Server? . example.com,192.168.1.1

4. Double-click Set the Remote Desktop licensing mode. Change it to Enabled and select Per
User. Click OK.

A Set the Remote Desktop licensing mode

Ei Set the Remote Desktop licensing mode

Previous Setting

(2 Not Configured Comment:

(@ Enabled

(O Disabled

Supported on: | a4 |east Windows Server 2003 with Service Pack 1

COpticns: Help:

Specify the licensing mode for the RD Session Host This policy setting allows you to s

SErVEr Desktop Services client access lice
to connect to this RD Sessien Hos

Per User W
You can use this policy setting to
modes: Per User or Per Device,

5. In Server Manager, open the Tools menu, expand Terminal Services and click RD Licensing
Diagnoser.
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Manage

in the server pool.
the servers in the deploymen

oles and Features Wizard and
1.

Tools
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View
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup
DNS
Event Viewer
Group Policy Management
i5C5l Initiator
Local Security Policy
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor
Security Configuration Wizard
Services
System Configuration
System Information

Task Scheduler

Terminal Services

RD Licensing Diagnoser
b

AN A maem Clemicamll caidle Al imm mm AT ety

6. The Diagnoser should find the license server and indicate the licensing mode. It’s OK if there
are no licenses installed on the Remote Desktop License Server.
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.I..i-.-l:
o

| File  Action View Help
| &= =] Bz

=5 Ucensing Dingnoser F5r RN

e;': R} Licensing Diagnoser provides information to beip identfy possibia bcansing probdems for
& the Remote Daskiopn Sesson Host senver

B g 2 |

&3 Licenses are not avaiabis for this Remote Desidop Session Host sarver, and RD Licarsing Dagne ™.
RO Session Hos senver

[I=]

Remote Deskiop Session Host Server Configuration Detalls E
ﬂ RODSHD [%
0 Mumber of beenses svaiabis for clents o
Remcte Desliop Session Host sarver version Wirsdiorws Server 2012
Active Disctory doman CORP g
Licensing mode: Fer User

[ Server Problem
Ij};-., xicll  The Remole Desdop Session Host serveris in Per Usir boensing mode anvd Mo Flads

Several people in Citrix Discussions reported the following issue: If you see a message about RD Li-
censing Grace Period has expired even though RD Licensing is properly configured, see Eric Verdu-
men No remote Desktop Licence Server availible on RD Session Host server 2012. The solution was
to delete the REG_BINARY in HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Ter-
minal Server\RCM\GracePeriod only leaving the default. You must take ownership and give ad-
min users full control to be able to delete this value.

C: Drive Permissions

This section is more important for shared VDAs like Windows 2008 R2 and Windows 2012 R2.

The default permissions allow users to store files on the C: drive in places other than their profile.

1. Open the Properties dialog box for C:.
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Dawe ool
Computer View Hanage
T M, ThisPC »
Wi Favorites 4 Folders (6)
B Desktop
8 Downloads
‘L1l Recent places
& This PC
W Network

+ Devices and drives (3)

$ Fleppy Disk Dive (&)

VD Dirive (D)
‘ IR1_555_XBAFREV EN-UIS_DV5
Hhytenfree of 4,00 GB

Gitems 1 Aem selected

2. On the Security tab, click Advanced.
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Quota |
Sharing | Security

Shadow Copies |
General | Tools

Previous Versions |
| Hardware

Object name:  C:H

GI'CIIJFI ar user Nnames:

CREATOR OWNER

52 5YSTEM
2, Administrators (RDSHO1'\Administrators)
52, Users (RDSHOT\Users)

To change pemissions, click Edit.

Permissions for CREATOR
OWNER

Full cortrol -
Modify

Read & execute
List folder contents
Read

Write -

Cnorial nomicsinne i

For special pemissions or advanced settings.
click Advanced.

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

Hame: <

Chwner, Trustedinstabler & Change

— [efeciveAceess

Fer additranal informateon, deuble-click & parmission entry. To modify & permission entry, select the entry snd click Edit (i availsblel.

Permission entries:

Type | Principal Access Inferited from
B Mllow  SYSTEM Full cantre! Mone
B &llow  Administrators (ROSHOT\Adm...  Full contrel Mone
B Alow  Users (RDSHIT Users) Read & execute Pone

Al Lrmrs (RESHO T Users) Mone

Create folders / appen.,
Create files [ write daty
Fulicontrol

B, allew
B Adtow

Users (ROGHOT Userz)
CREATOR OWNER

Mone
MNene

Applies to

This folder, subfobders and files
Thhis folder, subfobders and files
This folder, subfobders and files
This folder and subfolders
Subfabders anly
Subfatders and fites only

Iﬁddllﬂn-'-q's_][ml

4. Highlight the line containing Users and Special and click Remove. Click OK.
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Mame: A

Chwner Trustedinstafler By Change

Permissions | Auciting | Effective Access |

For additional informatsen, deuble-click a parmisshon entiy. To modify a permicsion entry, select the entry and elick Edit :i'i available).

Permisnon entries:

Type | Prncipal Access Inkerited from Applies to
B oaiiow  SYSTEM Full controd MNene This folder, subfolders and files
H2, AMow  Administrators (ROSHOAdm..  Full contro! MNene This folder. subfoliders and files
B ANow  Users (RDSHIT\Wsers) Fead & evecute Mone This folder, subfalders and files
82, Allow  Users (RDSHOT\ Users) Create files / write data.~ Mone Subloiders onky
B oanow  CREATOR OWHER Full controd MNone Subfobders and files only

lﬂll"ﬁhl?_'ll Bt |

i Damim e all shild abinet =smmcinslos sabelos ookl bnfesiakle mmmnisnles sebelns femns Sbhle wle ik

5. Click Yes to confirm the permissions change.

You are about to change permissions on the root directory of the
startup disk. This can reduce the security of your computer and cause

users to have problems accessing files. Do you want to continue?

6. If you see any of these Error Applying Security windows, click Continue.

Windows Security Iil

i An emor occumed while applying security information to:
C:“boaotmgr

Failed to enumerate objects in the container. Access is denied.

7. Click OK to close the C: drive properties.

Pagefile
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If this image will be converted to a Provisioning Services vDisk, then you must ensure the pagefile
is smaller than the cache disk. For example, if you allocate 20 GB of RAM to your Remote Desktop

Session Host, and if the cache disk is only 15 GB, then Windows will have a default pagefile size of
20 GB and Provisioning Services will be unable to move it to the cache disk. This causes Provision-

ing Services to cache to server instead of caching to your local cache disk (or RAM).

1. Open System. In 2012 R2, you can right-click the Start button and click System.

Programs and Features
Power Options

Event Viewer

System =

=T

2. Click Advanced system settings.

Device Manager Wy
Metwork Connections
Disk Management
Computer Management
Comrmand Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

(B4

System

T |/E& » Control Panel » Al Control Panel ltems » Systern

Control Panel Home

® Device Manager

) Remote settings

"?y' Advanced svstem setti%:

View basic information about

Windows edition

Windows Server 2012 R2 Standard

£2013 Microsoft Corporation, Allr
reserved.

3. On the Advanced tab, click the top Settings button.
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| Computer Name | Hardware | Advanced | Remote |

fou must be logged on as an Administrator to malce most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and virtual memony

| lozr Prefilas

4. On the Advanced tab, click Change.

Visual Effects | Advanced | Data Execution Prevention

Processor scheduling

Choose how to allocate processor resources.

Adjust for best performance of;
(_ Programs (®) Background services

Virtual memory

A paging file is an area on the hard disk that Windows uses as
if it weere RAM,

Total paging file size for all drives: 1344 MB

ooty |

5. Either turn off the pagefile or set the pagefile to be smaller than the cache disk. Don’t leave it
set to System managed size. Click OK several times.
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Virtual Memary

[ ] Automatically manage paging file size for all drives

Paaging file size for each drive
Drive [Volume Label]

Paging File Size (ME)

C: 4045 - 4095
o [Data] Mone
Selected drive: [

Space available: 27279 MB

(®) Custom size:

Initial size (MB):

Maximum size (ME): | 4035

() system managed size

() Mo paging file

Total paging file size for all drives

Direct Access Users

£

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

When Citrix Virtual Delivery Agent is installed on a machine, non-administrators can no longer
RDP to the machine. A new local group called Direct Access Users is created on each Virtual Deliv-
ery Agent. Add your non-administrator RDP users to this local group so they can RDP directly to the

machine.
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(A Computer Management

Eile  Action View Help
o= 2T XE = HE

A I;DmputerManagement(LDcal Mame Description
v |[} System Tools

@ Task Scheduler
@ Event Viewer
| Shared Folders

%:Access Control Assist...  Members of this group can remot...
%:Administratn:nrs Administrators have complete an...
%:Backup Operators Backup Operators can override se...
%:Cr}rptugraphic Operat... Members are authorized to perfor...

v Local Users and Groups|| .=
8 g i Distributed COM Users  Members are allowed to launch, a...

| Users =
“ Groups B Event Log Readers Members of this group can read e..,
,5-;-, Perfarmance %;Guests N Guests ha*.reth»:a- SAME 3CCESS 35 M.,
& Device Manager & Hyper-V Administrators Members of this group have com...
w ﬂ Storage %-IIS_IUSF{S Built-in group used by Internet Inf..
L= Disk Management i Network Configuratio... Members in this group can have s...

:‘_.;} Services and Applications %:Perfnrmance Log Users  Mernbers of this group may sche...
&% Performance Monitor ... Members of this group can acces...
%:F'cuwer Users Power Users are included for back...
%: Remote Desktop Users  Mermnbers in this group are grante...
%: Remote Management... Members of this group can acces...
%:Replicatn:nr Supports file replication in a dom...
%: Systern Managed Acc.. Mermnbers of this group are mana...
%:Users

: Direct Access Users Members in this group are grante...

Users are prevented from making ...

Windows Profiles v3/v4/v5

Roaming Profiles are compatible only between the following client and server operating system
pairs. The profile version is also listed.

e v5 = Windows 10 and Windows Server 2016

e v4 = Windows 8.1 and Windows Server 2012 R2
e v3 = Windows 8 and Windows Server 2012

e v2 = Windows 7 and Windows Server 2008 R2

e v2 = Windows Vista and Windows Server 2008

Windows 8.1 and 2012 R2 don’t properly set the profile version. To fix this, ensure update rollup
2887595 is installed. http://support.microsoft.com/kb/2890783. After you apply this update, you

must create a registry key before you restart the computer.

1. Run regedit.
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2. Locate and then tap or click the following registry subkey:
HKEY_LOCAL_MACHINE\System\CurrentControlset\Services\ProfSvc\Parameters

3. On the Edit menu, point to New, and then tap or click DWORD Value.

4. Type UseProfilePathExtensionVersion.

5. Press and hold or right-click UseProfilePathExtensionVersion, and then tap or click Modify.
6. In the Value data box, type 1, and then tap or click OK.

7. Exit Registry Editor.

Then, Windows 8.1 creates a user profile and appends the suffix “.v4” to the profile folder name to
differentiate it from version 2 of the profile in Windows 7 and version 3 of the profile in Windows
8.

Registry

HDX Flash

From Citrix Knowledgebase article CTX139939 — Microsoft Internet Explorer 11 - Citrix Known Is-

sues: The registry key value IEBrowserMaximumMajorVersion is queried by the HDX Flash ser-
vice to check for maximum Internet Explorer version that HDX Flash supports. For Flash Redirect-
ion to work with Internet Explorer 11 set the registry key value IEBrowserMaximumMajorVer-
sion to 11 on the machine where HDX flash service is running. In case of XenDesktop it would be
the machine where VDA is installed.

® Key = HKLM\SOFTWARE \Wow6432Node\Citrix\HdxMediaStreamForFlash\Server\PseudoServer

0 Value = IEBrowserMaximumMajorVersion (DWORD) = 00000011 (Decimal)

From Citrix Discussions: Add the DWORD ‘FlashPlayerVersionComparisonMask=0' on the VDA
under HKLM\Software\Wow6432Node\Citrix\HdxMediaStreamForFlash\Server\PseudoServer. This dis-
ables the Flash major version checking between the VDA and Client Device.

Published Explorer
This section applies if you intend to publish apps from this VDA.

From Citrix Knoweldgebase article CTX128009 — Explorer.exe Fails to Launch: When publishing the

seamless explorer.exe application, the session initially begins to connect as expected. After the
loading, the dialog box disappears and the explorer application fails to appear. On the VDA, use the
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following registry change to set the length of time a client session waits before disconnecting the

session:

e Key = HKLM\SYSTEM\CurrentControlSet\Control\Citrix\wfshell\TWI

© Value = LogoffCheckerStartupDelayInSeconds (DWORD) = 10 (Hexadecimal)

Mfaphook - 8.3 File Names

1. Open a command prompt.

2. Switch to C:\ by running cd /d C:\

3. Run dir /x program™

4. If you don’t see PROGRA~1 then 8.3 is disabled. This will break Citrix.

Volume Serial

Directory of C:\

5. If 8.3 is disabled, open regedit and go to HKLM\Software\Microsoft\Windows NT\Cur-

rentVersion\Windows.
6. On the right is AppInit_DLLs. Edit it and remove the path in front of MFAPHOOK64.DLL.

¥ Registry Editer
| File Edit View Favortes Help
WhemPerf - MName !_,pE Data
W g
WiFiDirectAP| | (Default) REG.SZ T—
Windows g e = i . . 5 z ey I
fifaid &l Apgsini OLLs | REG_SZ €\ PROGRA~ 14 Citrin' System 37 MFAPHOOKE4.DLL
Winkogon o bl 1
i i i . i Ddc'&:nj‘-mc:L-f REG_DWORD
WirelessDockin
_: OF B T Dcs't.lr.;pl—rspl\.uﬂqlrlg REG_DWORD
W0
o i | DevicebotSelectedTimeout REG_5Z
WiService
NUDF T DwminputbUsesloCompletion...  REG_DWORD
Windows Phone ies| EnableDwminputProcessing REG_DWORD
Windows Ehoto Views u GDIProcessHandlieluota REG_DWORD
N e Flnskalela M | [ 88 [conSenicelib REG_5Z lconCodechervice.dil
< L P8 | mucdApnint P s RES MRANCEN PN 1%
| Computer\HKEY_LOCAL_MACHINESSOFTWARE Microsoft Windows NTYCurrenthersion’ Windows
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¥ Registry Editor

File Edit View Favortes

L4

>

| B madfAnnlaie T s

Computer\HKEY_LOCAL _MACHINEWSOFTWARE\WMicresoft\Windows NT\CurrentVersion\Windows

Help

WhemPerf || Mame Type

ﬁui’l:lurecmf'l ab| (Default) REG_SZ

wm| - Jh REG_SZ

M ) B8] DeleSendT deout REG_DWORD

WirelessDockin oy

WoE W% DesktopHeaplogging REG_DWORD

: . ab| DeviceMotSelected Timeout REG_SZ

WihService .

WUDF 53| DwminputUsesloCompletion... REG_DWORD
Windows Bhose #s| EnablelwminputProcessing REG_DWORD
Windaws Photo Viewe || ##/GDIProcessHandleQuota i
Vbt sr Phomsbalaln Thms #%||conServiceLib REG_SZ

BES MANRn

Data

MNMENC
MFAPHOOKE4.DLL
Dx00000000 (0)
Dx00000001 (1)

15

Ow0000001 (1)
OeDODO0DOT ()
OuB0002710 (10000)

lconCodecService.dll
MM F1%

Logon Disclaimer Window Size

From Xenapp 7.8 — Session Launch Security/Warning Login Banner at Citrix Discussions: If your lo-

gon disclaimer window has scroll bars, set the following registry values:

HKLM\Software\Wow6432node\Citrix\CtxHook\AppInit_DLLS\Multiple Monitor Hook\LogonUI-

Width = DWORD:300

HKLM\Software\Wow6432node\Citrix\CtxHook\AppInit_DLLS\Multiple Monitor Hook\LogonUI-

Height = DWORD:200

Login Timeout

Citrix CTX203760 VDI Session Launches Then Disappears: XenDesktop, by default, only allows 180

seconds to complete a logon operation. The timeout can be increased by setting the following:

HKLM\SOFTWARE\Citrix\PortICA

Add a new DWORD AutoLogonTimeout and set the value to decimal 240 or higher (up to 3600).

Also see Citrix Discussions Machines in “Registered” State, but VM closes after “Welcome” screen.

Receiver for HTML5 Enhanced Clipboard

From About Citrix Receiver for Chrome 1.9 at docs.citrix.com: To enable enhanced clipboard sup-

port, set registry value HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\wfshell
\Virtual Clipboard\Additional Formats\HTML Format\Name="HTML Format”. Create any missing
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registry keys. This applies to both virtual desktops and Remote Desktop Session Hosts.

o Registry Editor
. F-ll.e Edit . View F.almr-rt-E'; ; |—IE|F
Security (| Mame Type Data
:aa_ng : abv (Drefault) REG_SZ (value not set)
A LAES ah REG_SZ HTML Format
4 b wishel e = .
Euem Application
Hide Title Bar
leaCtls
leaFt %
Pass Thru Logoff Monitc
Per Session SFR

Shadow Indicatar
SpeedScresnMultibedia
TWCDS
TWI
Twnbviu
TWPopup
UPM
4 Virtwal Clipboard
4 Additional Formats
HTML Format
wishellConsale
AMLService
Class
CMF ¥
< »

| Computer\ HKEY_LOCAL MACHINE'SYSTEM\ CurremtControlSet) Control Citridowfshell\Virtual Clipboard' Additional Formats\HTML Farmat

4K Monitors

Citrix CTX201696 - Citrix XenDesktop and XenApp — Support for Monitors Including 4K Resolution
and Multi-monitors: Up to eight 4K monitors are supported with the Std-VDA and RDS VDA irre-
spective of underlying GPU support, provided the required policies and/or registry keys are cor-
rectly configured. Currently the Std-VDA for XenDesktop and RDS-VDA for XenApp does not sup-
port resolutions higher than 4094 in any dimension.

Framehawk currently does not support 4K monitors. At the time of writing, the number of moni-
tors supported is 1, the use of more monitors will cause the graphics mode to change from Frame-
hawk to Thinwire to support multi-monitor. The maximum resolution supported by Framehawk is
currently 2048x2048.

From CTX200257 — Screen Issues Connecting to 4K Resolution Monitors: Symptom: A blank or cor-
rupt screen is displayed when connecting to Windows 7 or 8.1 Standard XenDesktop Virtual Deliv-
ery Agents on a client which has one or more 4K resolution monitors.

1. Calculate the video memory that is required for 4K monitor using the following formula:
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Sum of total monitors (Width * height * 4 * X) where width and height are resolution of the
monitor.

X =2 if VDA is Windows 7 OR X = 3 if VDA is Windows 88.1

Suppose a Windows 7 VDA is connecting to a client that has dual 4K monitors (3840x2160),
then video buffer should be: (3840 x 2160 x4 x 2) + (3840 x 2160 x4 x 2) = ~132MB

2. Open the registry (regedit) and navigate to: HKEY_LOCAL_MACHINE\SYSTEM\CurrentCon-
trolSet\services\vd3v

3. Increase the value of “MaxVideoMemoryBytes” REG_DWORD value to the above calculated
memory.

4. Reboot the VDA.

When using Thinwire, Compatibility, Thinwire Plus or Legacy modes, the Display memory Limit

policy needs to be configured appropriately for Std-VDA, as per Graphics Policy Settings at docs.cit-

rix.com. The Default value for Display memory Limit is 65536KB and this is sufficient up to 2x4K

monitors (2x32400KB). You can find more information on Graphics modes at Citrix Blogs — Site
Wide View of HDX Graphics Modes.

Legacy Client Drive Mapping

Citrix Knowledgebase article How to Enable Legacy Client Drive Mapping Format on XenApp: Citrix

Client Drive Mapping no longer uses drive letters and instead they appear as local disks. This is
similar to RDP drive mapping.

| = Thiz PC - olEa
4 = B, This PC -
¢ Favores = Folders{&
B Deiktop
i Dowmlosds ! Do | & Dacumenty I13’ Dosmiowds
| Beera places
it B
BB Music r Pictures Videos
a' [ S8
B This PC
@ Deviges ard drives (BY
'l-'l'. Metacrk i |
¢ i COADAE Drve Dk on WINR100) § 'h.J' Fepgy Dt (4 on WANET0T) e RLerad Dol {2 0m WINST0T)
=" fy
g Meetvrnrie Derve (H on WINSTON] o Netwentic Brive (5 on WIKETON} y r'J il e e O
[ ] = Bal t"

The old drive letter method can be enabled by setting the registry value:

e Key = HKEY_LOCAL _MACHINE\SOFTWARE\Citrix\UncLinks (create the key)

o Value = UNCEnabled (DWORD) =0
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E: Registry Editor
File Edit View Favorites Help
: """ | xentools M| Mame Type Data
o iT EEF'T:’E‘ ] (Default) REG_SZ (vahie riof set)
P it WEETE]  Rec_DwoRD 0x00000000 (0)
[+ 4y Classes
Clients
[~ b Macromedia
=4y Microsoft
5. 1, ODBC v L
€ >
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrid\UncLinks

When you reconnect, the client drives will be mapped as drive letters (starts with V: and goes back-

wards).
I = Drree Took This PC
_ Compiter e Warpge
(bf =+ F 5 ThePl w & Se T
o Farvortes # Folders (6]
BB Desktop

8 Downlosds b Desitop F.- Documents H Doembosds
L

3. Recent places

o O 1 1
Iu, Mausic h Pictures . Videos

| oM ThisPC
i 4 Deinces and drives (3)
@ Network L-;J - Local Disk {C:) # - DO¥D Drnve (5]
X Ficppy Dk Dvive LA e T TR3_S55 MEAFREV_EN-LIS_ DVS
r_.__-f v 1 # G8 frer of 45.5 G5 “ bytes frae of 47568
4 MNetwork locations (o)
_ carlstathieed fiiswewidiiherme] .. -Sharedsan iswsantil] (P .- S5 {0Chent] [5)
=5 M) oy o
-y’ EE—— ol 150G free of S95GD =y, [0EGHEreeof 153068
HE DACHent] (T €5 DChest) ()
o I e DS ViClient) L) e BN
.f 103 GE free of 19968 ‘.! f[}‘}\' GE free of 30568

COM/LPT Port Redirection

To signal Citrix’ intention to deprecate COM and LPT support in a future major release, policy set-

tings for COM Port and LPT Port Redirection have moved from Studio to the registry, and are now
located under HKLM\Software\Citrix\GroupPolicy\Defaults\Deprecated on either your Master VDA
image or your physical VDA machines. The COM/LPT port registry values are detailed at docs.cit-

rix.com.

Print Driver for Non-Windows Clients
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This section applies to Windows 2012 R2, Windows 8.1, and Windows 10 VDAs.

From Mac Client Printer Mapping Fix for Windows 8/8.1 and Windows Server 2012/2012R2. By de-
fault, Non-Windows clients cannot map printers due to a missing print driver on the VDA machine.

1. Requirements:
e Internet Access
e Windows Update service enabled

2. Click Start and run Devices and Printers.

Search

Everywhere -

ﬁ Device settings
E Color Management

Devices and Frinters

K

3. In the Printers section, highlight a local printer (e.g. Microsoft XPS Document Writer). Then in
the toolbar click Print server properties.
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Dievices and Printers

Print server properties

Remove dewvic

~ Printers (3]

Microsoft Print to Microsoft XPS
PDF Document Writer

sl SOET L - Fldw

. Switch to the Drivers tab. Click Change Driver Settings.

[

Shows the properties for this ¢
SEIVEF.

<« I @ » Control Panel » Hardware and Sound » Devices and Printers
Add a device Add a printer See what's printing
Generic Non-PnP  VMware Virtual WIN1001
Monitor disk 5C5| Disk
Device

@ Print Server Properties

Forms Ports  Drivers  Securty Advanced

?

Installed printer drivers:

WINT001

5. Then click Add.
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Mame Processor Type
Citrize PDF Universal Printer Type 3 - User Mode
Citrix Universal Printer xhd Type 3 - User Mode
Citrize XP5 Universal Printer x84 Type 3 - User Mode
Microsoft enhanced Point... x84 Type 3 - User Mode
Microsoft enhanced Point... %86 Type 3 - User Mode
Microsoft Print To PDF xbd Type 4 - User Mode
Microsoft XP5 Docurment ... x64 Typed - User Mode
Remote Desktop Easy Print x84 Type 3 - User Mode
Add... Eemove... Properties
G Change Driver Settinﬂs
L
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= Print Server Properties X

Forms Pots Drivers  Secudty Advanced

WINT001
’

Installed printer drivers:

Mame Processor Type

Citrize PDF Universal Printer Type 3 - User Mode
Citrix Universal Printer xbd Type 3 - User Mode
Citrix XP5 Universal Printer x4 Type 3 - User Mode
Microsoft enhanced Point... x84 Type 3 - User Mode
Microsoft enhanced Point... =36 Type 3 - User Mode
Microsoft Print Te PDF xbd Typed - User Mode
Microsoft XP5 Document ... x64 Type 4 - User Mode
Remote Desktop Easy Print  x64 Type 3 - User Mode

Add... Remuove... Properties
L

6. In the Welcome to the Add Printer Driver Wizard page, click Next.

F&J Add Printer Driver Wizard W

Welcome to the Add Printer Driver
Wizard

This wizard helps you install printer drivers for varicus
platforms on a print server,

The appropnrate printer drivers are then automatically installed
on your cemputer or on other network computers when they
connect to the print server,

To continue, click Mext,

7. In the Processor Selection page, click Next.
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;@g Add Printer Driver Wizard

Processor Selection
Each processor uses its own set of printer drivers.

Select the processor of all computers that will be using this driver:

Processor

@et

[ ] =86

8. In the Printer Driver Selection page, click Windows Update. The driver we need won’t be in

the list until you click this button. Internet access is required.

a@a Add Printer Driver Wizard

Printer Driver Selection
The manufacturer and model determine which printer driver to use.

Select the manufacturer and model of the printer driver to install. If the driver you want is not
== listed, click Have Disk to select the driver you want.

If Windows Update is available, click it for more drivers for this processor,

Manufacturer # || Printers

HP [53/HP Color Laserlet 2605 PS Class Driver

InfoPrint [Z/HP Color Laserlet 2700 PCLE Class Driver

infotec [ZIHP Color Laserlet 2700 PS Class Driver

KOMICA MINOLTA [=IHD alar | ararlet PV carice AN DR Clace Nrinvar

v ||« >
[5;] This driver is digitally signed. Windows Upd?j\:le Have Disk...
lag

Tell me why driver signing is important

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

9. Once Windows Update is complete, highlight HP on the left and then select HP Color Laser]Jet

2800 Series PS (Microsoft) on the right. Click Next.
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c@g Add Printer Driver Wizard

Printer Driver Selection

The manufacturer and model detemine which printer driver to use.

Select the manufacturer and model of the printer driver to install. If the driver you want is not
== listed, click Have Disk to select the driver you want.

If Windows Update is available, click it for more drivers for this processor,

Manufacturer

Hewlett Packard
Hewlett-Packard

Printers
QHP Color Laser)et 2800 Series PS5 (HP)

54 HP Color Laser)et 2800 Series P5S (Microsoft)

[5;] This driver is digitally signed.

HP [53/HP Color Laserlet 3000
IRhA Y [, HP Color Laser)et 3000 PS
{ } [ 1 W) (PR gy R T o ¥ o o Wl U
Windows Update Have Disk...

Tell me why driver signing is important

10. In the Completing the Add Printer Driver Wizard page, click Finish.

@.ﬂ Add Printer Driver Wizard

Completing the Add Printer Driver
Wizard

You have successfully completed the Add Printer Driver Wizard.

You are about to add the following drivers:

HP Color Laser)et 2800 Series PS5, x84, Type 3 - User Mode

11. Repeat these instructions to install the following additional drivers:

e HP Laser]et Series II

e HP Color Laser]et 4500 PCL 5

SSL for VDA

If you intend to use HTMLS5 Receiver internally, install certificates on the VDAs so the WebSockets
(and ICA) connection will be encrypted. Internal HTMLS Receivers will not accept clear text Web-
Sockets. External users don’t have this problem since they are SSL-proxied through NetScaler Gate-

way. Notes:

e Each Virtual Delivery Agent needs a machine certificate that matches the machine name. This

11/12/2016 4:49 P



Virtual Delivery Agent (VDA) 7.8 — Carl Stalhood http://www.carlstalhood.com/virtual-delivery-agertda-7-8

is feasible for a small number of persistent VDAs. For non-persistent VDAs, you’ll need some
automatic means for creating machine certificates every time they reboot.

e As detailed in the following procedure, use PowerShell on the Controller to enable SSL for the
Delivery Group. This forces SSL for every VDA in the Delivery Group, which means every VDA
in the Delivery Group must have SSL certificates installed.

The Citrix blog post How To Secure ICA Connections in XenApp and XenDesktop 7.6 using SSL has a

method for automatically provisioning certificates for pooled virtual desktops by enabling certifi-
cate auto-enrollment and setting up a task that runs after the certificate has been enrolled. Unfor-
tunately this does not work for Remote Desktop Session Host.

The following instructions can be found at Configure SSL on a VDA using the PowerShell script

at docs.citrix.com.

1. On the VDA machine, run mmec.exe.

2. Add the Certificates snap-in.

3. Point it to Local Computer.

4. Request a certificate from your internal Certificate Authority. You can use either the Com-
puter template or the Web Server template.

E Consolel - [Console Root\Certificates (Local Computer)\Personal]

E File Action View Favorites Window  Help

o= 7E 8| 6=|HE

| Console Root Object Type

W _?)J Certificates (Local Computer)
* Personal There are no items t
4T Find Certificates...
| Er
= |y All Tasks ] Find Certificates...
- Tr View » Request Mew Certificatem

Ur

= T+ Mew Window from Here Import...

You can also use group policy to enable Certificate Auto-Enrollment for the VDA computers.
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File Action View Help
N EEE]

:EJ' Default Domain Policy [ADM .CGRP.LGCNE_’
4 s Computer Configuration
4[] Policies
B[] Software Settings
4 [ Windows Settings
t- [ | Name Resolution Palicy
=] Scripts (Startup/Shutdown)
4 % Security Settings
[ __ﬁ Account Policies
[ j Local Policies
j Event Log
|4 Restricted Groups
i:ﬂ System Services
[ & Registry
|_a File System
75/ Wired Network (IEEE 802
| Windows Firewall with!g
| Metwork List Manager P
b Zaff Wireless Network (IEEE £
4 | Public Key Policies
| Encrypting File Syste

b

e A

T Maka Drntartinm

Object Type

| Encrypting File System

|| Data Protection

. BitLocker Drive En cryption

| BitLocker Drive Encryption Network Unlock Certificate
|| Automatic Certificate Regquest Settings

|| Trusted Root Certification Authorities

|| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

i Trusted People

[os] Certificate Services Client - Certificate Enrollment Policy
{7l Certificate Path Validation Settings

=7 Certificate Services Client - Auto-Enroliment

5. Browse to the XenApp/XenDesktop 7.8 ISO. In the Support\Tools\SslSupport folder,
shift+right-click the Enable-VdaSSL.ps1 script and click Copy as path.

Alweys available offfine

I [4 s | SslSupport

“ Home Share View

« o v Metwork » fs01 » bin » HenDesktop » 7.8 » XenApp_snd_XenDesktop 7 8 » Support » Tools » SsiSupport

# Quick access Name ) Date modified Type Size
B Desktop ¢ % Enable-VdaSSL 2/4/2015 141 PM  Windows PowesS... 35 KB
& Downioads ¢ Open
= Documents o Run with PowerShell
= Pictures * Edit
By Music Open with...
B Videos c“"—"’””‘"[é

6. Run PowerShell as administrator (elevated).
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e e e

Best match

— 1 powershell
Run comman

Run as administrator

R

Open file location

7. Run the command Set-ExecutionPolicy unrestricted. Enter Y to approve.
PS5 C:\Windows'system3z> set-executionpolicy unrestricted

Execution Policy Change

The execution policy helps protect you from scripts vou do not trust. Changing the
execution policy might expose yvou to the security r described in the
about_Execution_Policies help topic at http://go.microsoft. com/fwlink,/?LinkID=135170.
Do yvou want to change the execution policy?

[¥] Yes [A] Yes to A1l [WN] No [L] Mo to A1l [5] Suspend [?] Help

(defau

PS C:h)

8. In the PowerShell prompt, type in an ampersand (&), and a space.

9. Right-click the PowerShell prompt to paste in the path copied earlier.
10. At the end of the path, type in -Enable
11. If there’s only one certificate on this machine, press Enter.

E¥ Administrator: Windows PowerShell — O >
Copyright (C) 2015 Microsott Corporation. All rights reserved.

PS C:\Windows'\system32> &

12. If there are multiple certificates, yow’ll need to specify the thumprint of the certificate you
want to use. Open the Certificates snap-in, open the properties of the machine certificate you
want to use, and copy the Thumbprint from the Details tab.
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p | Certificate >

General Cetals  Certification Path

Show: | <All= w

Field Value 2
5] Autharity Key Identifier KeyID=d5 1a f2 cc 74 50 25b...
CRL Distribution Points [1]CRL Distribution Point: Distr...
.ﬁ.uﬁm:uritg.r Information Access  [1]Authority Info Access: Acc...
Sul:uject Alternative Name DMS Mame=WIN1001.corp.local
|:|Key sage Digital Signature, Key Encipher. ..
D'I'huml:uprint algorithm shal
[ | Thumbprint cadlZads3edb 4a0ffd34...

W
ca dl 2a di 3= db 4a 0f fd 34 =5 3c 83 0f de
483 La c? ?c fc

In the PowerShell prompt, at the end of the command, enter -CertificateThumbPrint, add a
space, and type quotes (").

Right-click the PowerShell prompt to paste the thumbprint.

Type quotes (") at the end of the thumbprint. Then remove all spaces from the thumbprint.
The thumbprint needs to be wrapped in quotes.

BY Administrator: Windows PowerShell — O X

Copyright (C) 2015 Microsott Corporation. A rights reserwved.

PS5 C:'\Windo

13. If this VDA machine has a different service already listening on 443 (e.g. IIS), then the VDA
needs to use a different port for SSL connections. At the end of the command in the PowerShell
prompt, enter -SSLPort 444 or any other unused port.

E¥ Administrator: Windows PowerShell — O =
Copyright (C) 2015 Microsott Corporation. All rights reserwved.

PS C:\Windows'\system32> &

444

14. Press <Enter> to run the Enable-VdaSSL.ps1 script.
15. Press <Y> twice to configure the ACLs and Firewall.
16. You might have to reboot before the settings take effect.
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PS C:\Windows'\system3Z> &

Er'l-:l.l'J'l.E 55 to VDA
Running command Enable-Vda55L to enable or disable 551 to VDA.

53L to VDA or
to VDA
tting registry keys
.S5etting ACLs
3.Configuring Firewall

Setting registry keys...
Registry keys set.

Configure ACLs

Are you sure you want to perform this action?

This will grant PortIcaSerwvice read acce to the certificate.
¥] Yes 1 rEm tu All [N] Mo [ f [5] Suspend [7]
{default 1= :

ACLs set.

Configure Firewall
Are wnu sure wuu want tu perTurm this action?
i Ty wall rules for port 443 and disable rules for CGP,
1Tpm1m
:N] [L] No to A1l [5] Suspend [7] Help

Firewall nn+1uured

55L to VDA enabled.

17. Login to a Controller and run PowerShell as Administrator (elevated).
18. Run the command asnp Citrix.x*

ey Administrator. Windows PowerShell

W1 ni owWs F'Hn'Er" She ]
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Windom rstem32> asnp citrix. *

19. Enter the command:

Get-BrokerAccessPolicyRule -DesktopGroupName '<delivery-group-name>' |
Set-BrokerAccessPolicyRule -HdxSslEnabled $true

where <delivery-group-name> is the name of the Delivery Group containing the VDAs.

Get-BrokerAccessPolicyRule -DesktopGroupMame "RDSH 2012

olicyRule -Hdx5sT1Enabled %true

20. You can run Get-BrokerAccessPolicyRule -DesktopGroupName '<delivery-group-name>' to verify
that HDX SSL is enabled.

62 of 86 11/12/2016 4:49 P



Virtual Delivery Agent (VDA) 7.8 — Carl Stalhood http://www.carlstalhood.com/virtual-delivery-agertda-7-8

ExcludedUsers

Hdx5=TEnabled
IncludedClientIPFilterEnabled
IncludedClientIPs
IncludedClientNameFilterEnabled
IncludedCT1ientNames : 11
Includedsmarticce ilterEnabled : True

IncludedSmartAcces=Tags : {1

IncludedUserFilterEnabled ; True

IncludedlUsers : {CORP"Domain Users}
It

L
: RDSH 2012 R2_Direct
1

Ysystem3iZ= Get-BrokerAccessPolicyRule -DesktopGroupName "RDSH 2012

21. Also run the following command:

Set-BrokerSite —DnsResolutionEnabled $true

ey Administrator: Windows PowerShell \;‘il

Windows PowerShe

You should now be able to connect to the VDA using the HTML5 Receiver from internal machines.

Anonymous Accounts

If you intend to publish apps anonymously then follow this section.

1. Anonymous accounts are created locally on the VDAs. When XenDesktop creates Anon ac-
counts it gives them an idle time as specified at HKEY_LOCAL_MACHINE\SYSTEM\Current-

ControlSet\Control\Citrix\AnonymousUserlIdleTime. The default is 10 minutes. Adjust as de-
sired.
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g Reqistry Editor
File Edit View Favorites Help
""" . AppReadin A || Name Type Data
b ;*rh:“sﬂ ab| (Default) REG_SZ (value not set)
s - EZ‘FK“F’ = IS P REG_DWORD 0x000D000a (10)
""" : CI 58| Maxfnonymousl se REG_DWORD (0D0000ES (59)
- Citri ab| productVersion REG_S7 5.0
' Class ab| ProductVersionDescription REG_SZ Meeded for ICA ¢
; CMEF W
£ >
Computer\ HKEY_LOCAL_MACHINEVSYSTEM CurrentControlSet\ Control\ Citrix

2. You can pre-create the Anon accounts on the VDA by running “C:\Program Files\Citrix\ICACon-
figTool\CreateAnonymousUsersApp.exe”. If you don’t run this tool then Virtual Delivery Agent
will create them automatically when users log in.

:sProgram File Citrix~ICAConf igToo lsCreateAnonymousllsersA

Error: Invalid number for command line parameters
s age :
CreateAnonymouslsersApp.exe

sHumlzers — the number of Anonvmous Users to add o

» premove . (default 15, Maximum
/Remove remove the Anonymous Users.

3. You can see the local Anon accounts by opening Computer Management, expanding System
Tools, expand Local Users and Groups and clicking Users.

e Computer Management
File Action View Help
e« 2 XE = HE
I-,?; Computer Management fLUfa'!: MName Full Name Description
4106 5_1.-'5tem ook & Administrator Built-in account for administering...
) Task Scheduler F® Anon000: - BRI BeCoUR FoF MABITONS B
B Eventfimory B Anon001 AnonD0 uil-m account for anonymous a...
2| Shared Folders _ o 3
i’ _; Kol Ui et Gl &= Anon002 ﬁ.nnn::r&.l Buflt_fn account for anonymous a...
e | & Ancn003 Ancnl03 Built-in account for anonymous a...
Groups & AnonD AnonDd Built-in account for anonymous a...
) Performance & Anon005 Anenl05 Built-in account for anonymous a...
2 Device Manager & Anon006 Anon(06 Built-in account for anonymous a...
4 3 Storage & Anon007 Anon007 Built-in account for anonymous a...
r'{‘ Windows Server Eackup'; & Anon002 Anon0C3 Built-in account for anonymous a...
&= Disk Management & Anon009 AnonDl9 Built-in account for anonymous a...
Ty Services and Applications || 3 Anon010 Anon010 Built-in account for anonymous a...
& Anon011 Anonl11 Built-in account for anonymous a...
& Anon012 Anonlil2 Built-in account for anonymous a...
& Anon013 Anon(13 Built-in account for anonymous a...
& Anon014 Anonll4 Built-in account for anonymous a...
& CodppVCO... CteAppVCOMAdDmIn
¥, Guest Built-in account for guest access ...
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4. If you open one of the accounts, on the Sessions tab, notice that idle timeout defaults to 10

minutes. Feel free to change it.

|Use this tab to set Remote Desktop Services timeout and reconnection
settings

|Never j
|Ne'u'er ﬂ

10 minutes ﬂ

End a disconnected session:

Active session limit:

|dle session limit:

When a session limit is reached or connection is bmkni%

Group Policy for Anonymous Users

- BEN|

Anon000 Properties
Remote control Remate Desktop Services Profile Dialdn
General Member Of Prafile Environmert Sessions

Since Anonymous users are local accounts on each Virtual Delivery Agent, domain-based GPOs will
not apply. To work around this limitation, you’ll need to edit the local group policy on each Virtual

Delivery Agent.

1. On the Virtual Delivery Agent, run gpedit.exe.
2. Open the File menu and click Add/Remove Snap-in.

Fﬂ.
&4 File | Action View Favorites Window Help
< Mew Ctrl+M
E Cpen... Ctrl+0
Save Ctrl+5
Save As...
Add/Remaove Snap-in... Ctrl+M
Options...

3. Highlight Group Policy Object Editor and click Add to move it to the right.
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You can select snap-ns for this console from those available on your computer and configur
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns:
Snap-n Vendar &)
ﬁDisk Management Microsoft and...
{2 Event Viewer Microsoft Car...
|| Folder Microsoft Caor...

. Group Policy Object ... Jglegszises g
's IP Security Monitor Microsoft Car. ..
& 1P Security Policy M...  Microsaft Cor...

Link to Web Address  Microsoft Cor...
ELOE| Backup Microsoft Cor...
A ocal Users and Gro...  Microsoft Cor...

Selected snap-ns:

[l console Root

4. In the Welcome to the Group Policy Wizard page, click Browse.

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local

computer.

Use the Browse button to select one of the Group Palicy

Ohiects.

Group Policy Object:

| Local Computer

5. On the Users tab, select Non-Administrators.
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e

Local Users and Groups compatible with Local Group Policy:
MName Group Policy Object Exists ™
A Anon07 No
iﬁnun[ﬂ]ﬂ Mo
iﬂnun[ﬂ]ﬂ Mo
A& Anon010 No
A& Anon011 No
A Anon012 No
A Anon013 No
A& pnonl14 No
A CoeAppVCO MAdmin No
s.ﬁdministlaturs Mo
. Non-Adminisirtors i No v
5

6. Click Finish.

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
computer.

Use the Browse button to select one of the Group Policy
Ohiects.

|

[ ] Allow the focus of the Group Policy Snap4n to be
changed when launching from the command fine. This
only applies i you save the console.

[ henp |

7. Now you can configure group policy to lockdown sessions for anonymous users. Since this is a

local group policy, you’ll need to repeat the group policy configuration on every Virtual Deliv-
ery Agent image. Also, Group Policy Preferences is not available in local group policy.
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Antivirus
Install antivirus using your normal procedure. Instructions vary for each Antivirus product.

Microsoft’s virus scanning recommendations (e.g. exclude group policy files) — http://support.micro-
soft.com/kb/822158.

Citrix’s Recommended Antivirus Exclusions

Citrix CTX127030 Citrix Guidelines for Antivirus Software Configuration: Based on Citrix Consult-

ing’s field experience, organizations might wish to consider configuring antivirus software on ses-
sion hosts with the settings below.

e Scan on write events or only when files are modified. It should be noted that this configuration
is typically regarded as a high security risk by most antivirus vendors. In high-security envi-
ronments, organizations should consider scanning on both read and write events to protect
against threats that target memory, such as Conficker variants.

e Scan local drives or disable network scanning. This assumes all remote locations, which might
include file servers that host user profiles and redirected folders, are being monitored by an-
tivirus and data integrity solutions.

e Exclude the pagefile(s) from being scanned.
e Exclude the Print Spooler directory from being scanned.

e Remove any unnecessary antivirus related entries from the Run key (HKLM\Software\Micro-
soft\Windows\Current Version\Run).

¢ If using the streamed user profile feature of Citrix Profile management, ensure the antivirus
solution is configured to be aware of Hierarchical Storage Manager (HSM) drivers. For more
information, refer to Profile Streaming and Enterprise Antivirus Products.

Symantec

Symantec links:

e Symantec TECH91070 Citrix and terminal server best practices for Endpoint Protection.

¢ Symantec TECH197344 Best practices for virtualization with Symantec Endpoint Protection
12.1.2

e Symantec TECH180229 Symantec Endpoint Protection 12.1 — Non-persistent Virtualization Best
Practices

e Symantec TECH123419 How to prepare Symantec Endpoint Protection clients on virtual disks
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for use with Citrix Provisioning Server has a script that automates changing the MAC address
registered with Symantec.

e Citrix Blog Post How to prepare a Citrix Provisioning Services Target Device for Symantec End-

point Protection

Non-persistent session hosts:

After you have installed the Symantec Endpoint Protection client and disabled Tamper Protection,
open the registry editor on the base image.

1. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\Symantec Endpoint Protec-
tion\SMC.

2. Create a new key named Virtualization.

3. Under Virtualization, create a key of type DWORD named IsNPVDIClient and set it to a value
of 1.

To configure the purge interval for offline non-persistent session host clients:

1. In the Symantec Endpoint Protection Manager console, on the Admin page, click Domains.

2. In the Domains tree, click the desired domain.

3. Under Tasks, click Edit Domain Properties.

4. On the Edit Domain Properties > General tab, check the Delete non-persistent VDI clients
that have not connected for specified time checkbox and change the days value to the de-
sired number. The Delete clients that have not connected for specified time option must be
checked to access the option for offline non-persistent VDI clients.

5. Click OK.

Make the following changes to the Communications Settings policy:

1. Configure clients to download policies and content in Pull mode

2. Disable the option to Learn applications that run on the client computers

3. Set the Heartbeat Interval to no less than one hour

4, Enable Download Randomization, set the Randomization window for 4 hours

Make the following changes to the Virus and Spyware Protection policy:

1. Disable all scheduled scans

2. Disable the option to “Allow startup scans to run when users log on” (This is disabled by de-
fault)

3. Disable the option to “Run an ActiveScan when new definitions Arrive”

Avoid using features like application learning which send information to the SEPM and rely on
client state to optimize traffic flow
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Linked clones:

To configure Symantec Endpoint Protection to use Virtual Image Exception to bypass the scanning
of base image files

1. On the console, open the appropriate Virus and Spyware Protection policy.
2. Under Advanced Options, click Miscellaneous.

3. On the Virtual Images tab, check the options that you want to enable.

4. Click OK

Trend Micro

Citrix CTX136680 — Slow Server Performance After Trend Micro Installation. Citrix session hosts ex-
perience slow response and performance more noticeable while users try to log in to the servers.
At some point the performance of the servers is affected, resulting in issues with users logging on
and requiring the server to be restarted. This issue is more noticeable on mid to large session host
infrastructures.

Trend Micro has provided a registry fix for this type of issue. Create the following registry on all
the affected servers. Add new DWORD Value as:

[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TmFilterParameters] “DisableCt-
ProcCheck”=dword:00000001

Trend Micro Links:

e Trend Micro Docs — Trend Micro Virtual Desktop Support

e Trend Micro Docs — VDI Pre-Scan Template Generation Tool

e Trend Micro 1055260 — Best practice for setting up Virtual Desktop Infrastructure (VDI) in Of-

ficeScan

e Trend Micro 1056376 — Frequently Asked Questions (FAQs) about Virtual Desktop Infrastruc-
ture/Support In OfficeScan

Optimize Performance

VDA Optimizer
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Installation of the VDA might have already done this but there’s no harm in doing it again. This tool
is only available if you installed VDA in Master Image mode.

1. On the master VDA, go to C:\Program Files\Citrix\PvsVm\TargetOSOptimizer and run Targe-
tOSOptimizer.exe.

| [+ = Application Tools  TargetOSOptimizer

“ Home Share View Manage

T » This PC » Local Disk(C:) » Program Files » Citrix » PvsVm » TargetOSOptimizer

Fat

# Quick access " Mame Date medified Type
Decktop |Z| Optimizations 772015 3:27 PM XML Docurr
4 Downloads % TargetOSOptimizer L} 2005 3:27 PM Application

% Documents

2. Then click OK. Notice that it disables Windows Update.

4 Provisioning Services Device Optimization Tool >
Dizable Offline Filas Dizable Windows Autoupdate
Dizable Defrag BootO ptimizeFunction Dizable Background Layout SFJ%EE
Dizable Last Access Timestamp Reduce DedicatedDumpFile DumpFileSize to 2B
Dizable Indexing Service Dizable Move to Recycle Bin
Reduce Event Log Size o Bk Reduce |E Temp File
Digable Clear Page File at Shutdown Digable Machine Account Pazsword Changes
Dizable Windows SuperFetch Dizable Windows Defender
Dizable Windows Search Dizable ScheduledDefrag
Dizable System Restore Dizable ProgramD atallpdater
Run MGen Executelusueditens [new window)
Ok Exit

RDSH

Citrix CTX131577 XenApp 6.x (Windows 2008 R2) — Optimization Guide is a document with several
registry modifications that are supposed to improve server performance. Ignore the XenApp 6 con-

tent and instead focus on the Windows content.

Citrix CTX131995 User Cannot Launch Application in Seamless Mode in a Provisioning Services

Server when XenApp Optimization Best Practices are Applied. Do not enable NtfsDis-

able8dot3NameCreation
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Norskale has Windows 2008 R2 Remote Desktop and XenApp 6 Tuning Tips Update.

Windows 7

Microsoft has compiled a list of links to various optimization guides.

It’s a common practice to optimize a Windows 7 virtual machine (VM) template (or image) specifi-
cally for VDI use. Usually such customizations include the following.

e Minimize the footprint, e.g. disable some features and services that are not required when the
OS is used in “stateless” or “non-persistent” fashion. This is especially true for disk-intensive
workloads since disk I/O is a common bottleneck for VDI deployment. (Especially if there are
multiple VMs with the same I/O patterns that are timely aligned).

e Lock down user interface (e.g. optimize for specific task workers).

With that said the certain practices are quite debatable and vary between actual real-world deploy-
ments. Exact choices whether to disable this or that particular component depend on customer re-
quirements and VDI usage patterns. E.g. in personalized virtual desktop scenario there’s much less
things to disable since the machine is not completely “stateless”. Some customers rely heavily on
particular UI functions and other can relatively easily trade them off for the sake of performance
or standardization (thus enhance supportability and potentially security). This is one of the pri-
mary reasons why Microsoft doesn’t publish any “VDI Tuning” guide officially.

Though there are a number of such papers and even tools published either by the community or
third parties. This Wiki page is aimed to serve as a consolidated and comprehensive list of such re-

sources.

Daniel Ruiz XenDesktop Windows 7 Optimization and GPO’s Settings —

Microsoft Whitepaper Performance Optimization Guidelines for Windows 7 Desktop Virtualization

Windows 10 / Windows 8.1 / Windows 2012 R2

e VMware’s OS Optimization Tool plus Login VSI’s tuning template
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e James Rankin Improving Windows 10 logon time:

o Use Remove-AppXProvisionedPackage to remove Modern apps. See the article for a list
of apps to remove.

o Import a Standard Start Tiles layout (Export-StartLayout)
o Create a template user profile

e Citrix’s Windows 8 and 8.1 Virtual Desktop Optimization Guide

e Citrix Blog Post Windows 8 and Server 2012 Optimization Guide contains the following:

o A list of services to disable

o A list of computer settings

© A list of scheduled tasks to disable
o A script to do all of the above

e Carl Luberti (Microsoft) Windows 10 VDI Optimization Script

e Microsoft’s Windows 8 VDI optimization script.

e Desktop Virtualization Best Practice Analyzer (BP Analyzer)
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@ BP Analyzer

File | Applyftems | Select View Help

Name
1 38 Disable CEIP

[] 3§ Reduce Menu Show Detay

[ s Whbware Tools instaled

] $& Defrag Disabled
A 38 Dissble 1E Wizard

1 3 sME 1x Chent Tuning -
[~ 3% SMEB 1x Ciert Tuning -
[ & SMB 1x Ciert Tuning -
(] 38 SMB 1 Ciert Tuning -
[#1 38 SMB 12 Chiert Tuning -
E41 38 5ME 1x Clert Tuning -
(] $ SME 1x Clert Tuning -
[~ 9% SME 1x Ciert Tuning -
=1 3% 5MB 2 Chert Tuning -
=1 38 SMB 2 Ciert Tuning -

£ 3 Emor Reporting
b] 3 System Festore

Madmum connections

Mukti usar enabled

HNo Bamote Recirsive Events
Max Work Rems

Max Mpoc CT

Max Aaw Work Hems

Max Free Connections

Min Free Connections
Disable Bandwith Throtting
Disable Lage MTL

“I—H&Sy!anHan!E-mrMeuag:ea
] 8 Spocier Waming Everts

] $§ Pagng of the Executive

= “ High Pefformance Power Plan

] 4k, Appication Experence

B ProgramDatalipdater
B 9 Proey

=] “ Power Bficiency Diagnostica
1 38 Windows Emor Reporting
3 Disable Logon Screensaver

] 3§ Worker Threada
<

Optimization Notes:

vices.

Seal and Shut Down

Type

RegistryDword
Registry Strng
Service
Schadulad Task
RegistryDwond
RepetryTword
RegstryDword
Registry Dword
Registryhword
PegstryDword
RegistryDward
RegatryDward
RegstryDwond
Registry Cvord
RegistryDword
RegistryDhword
Registey Dward
RegisteyTheard
Registry Dword
RegistryTword

Regiatey Siring
ScheduledTask

SchedudedTask
ScheddedTask
Scheduded Task
Schaduded Task
Resgistry String
Registry Dword

e Windows 8 automatically disables RSS and TaskOffload if not supported by the NIC.

T T e T s T T - - T e — R = R = B — I — R~ R — e I R O~ T 5 4 |

[¥]

e If this machine is provisioned using Provisioning Services, do not disable the Shadow Copy ser-

e Windows 8 detects VDI and automatically disables SuperFetch. No need to disable it yourself.

If this session host will be a master image in a Machine Creation Services or Provisioning Services

catalog, after the master is fully prepared (including applications), do the following:

1. Go to the properties of the C: drive and run Disk Cleanup.
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| Security | Previous Versions | Cuota
General | Tools I Hardware I Sharing
an- |
Type: Local Disk
File system:  MTFS
. |lsed space: 15,411,306 456 bytes 143 GB
. Free space: 37.906.681,856 bytes 3h3GE
Capacity: 53,317 588,352 bytes 456 GB
—s
&

2. On the Tools tab, click Optimize to defrag the drive.

Security I Previous Versions | Cuota
General | Tools Hardware I Sharing
Emor checking

N This option will check the drive for file
“—;‘ﬁ" gystem emors.
o B Check

Optimize: and defragmenrt drive

“  Optimizing your computer’s drives can help it nun
@. more efficienthy.

| Qptimize .

by
Backup

http://www.carlstalhood.com/virtual-delivery-agertda-7-8

3. Run slmgr.vbs /dlv and make sure it is licensed with KMS and has at least one rearm remain-
ing. It is no longer necessary to manually rearm licensing. XenDesktop will do it automatically.
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r

Windows Script Host

Software licensing service version: 6.1.7601.17514

Mame: Windows Server(R), ServerEnterprise edition

Description: Windows Operating System - Windows Server(R),
VOLUME_KMSCLIENT channel

Activation ID: 620e2b3d-09e7-42fd-802a-17a1 365217 a

Application ID: 55c92734-d682-4d71-983e- dbec3f10059f

Extended PID: 00485-00168-001-000107-03-10323-7600.0000-1382012

Partial Product Key: CPE3Y

License Status: Licensed

Veolume activation expiration: 250320 minute(s) (173 day(s])
Remaining Windows rearm count: 1

Trusted time: 4/21,/2014 4:08:04 PP

Installation ID: 015894200356897866231 367680446523823 2064 88024322544 3680

==

4. Run Delprof2 to clean up local profiles. Get it from http://helgeklein.com/download/.

Delprotf2

Caiete user profiles from the command ling

Please note that Delprof2 is free for non-commercial use only. For details please see the license

b .::__1..*0!' 32-bit and B4-bit Windows

Lia?
:_‘J

=

Download DelProf2

5. Machine Creation Services and Provisioning Services require DHCP.

BA Administrator: C:\Windows\systerm32\cmd. exe

Autoconfiguration Enahled
Link—local IPvb Address
IPv4 Address. . . . .
Subnet Mask . .
Leasze Obtained.
Leaze Expires .
Default Gateway
DHCP Server . .
DHCPuve IAID . .

Yes

Monday.

DHCPub Client DUID

DHS Servers . . . .
Enahled

MetBIOS over Tcpip-

Session hosts commonly have DHCP reservations.

Al

feBl:-te@b3:Ycitelff-87a5x18{Prefe
172 .22 17 .158<Preferred?

255255,
Tuesday, April B8, 2814 11:-11:19

254.8
April 21, 2614 11:12:19

172.22.16.1

172.22.16.181

23491598
#8-6k—B0-01-19-8D-76—49-08-50-56

t 172,22 16,101
172.22.16.182
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2 DHCP
File Action View Help

o9 25 = 3k
% DHCP "

Reservations Actio
4 F ad0l.corp.local v | [192.168.123.28) XDSH Resi
a G IPva &1 [192.168.123,192] WIP

4[] Scope [192.168.123.0] Ce w1 [192.168.123.108] Carl |

£} Address Pool w1 [192.168.123.190] Wik
@ Address | eases &1 [192.168.123.191] WIN

4 =] Reservations =
4 [192,155.,| Mew Rese&ration...
| [192.168, View by R
w| [192.168.
| [192.168. Refresh
=i 180 Covomme | L

e Shut down the master image. You can now use Studio or Provisioning Services to create a cata-
log of linked clones.

‘“ ..Sr-{gt down |
Shut down or sign out k |

Run

Restart

Troubleshooting — Graphics

If Windows 7 on vSphere, don’t install the VMware SVGA driver. For more details,
see CTX201804 Intermittent Connection Failures/Black Screen Issues When Connecting from Multi-
Monitor Client Machines to Windows 7 VDA with VDA 7.xX on vSphere/ESXi.

For an explanation of Citrix’s graphics policy settings, see A graphical deep dive into XenDesktop 7
and What’s new with HDX display in XenDesktop & XenApp 7.x?

Citrix Knowledgebase article CTX200370 - How to Determine HDX Display Mode: Use wmic or HDX

Monitor as described in the article to determine which of the following display mode options is be-
ing used:

e DCR (Desktop Composition Redirection)
e H.264 / H.264 Compatibility Mode

e Legacy Graphics Mode
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Citrix Blog Post — Site Wide View of HDX Graphics Modes; PowerShell script to display graphics
mode of currently connected sessions.

Citrix Blog post — Optimising the performance of HDX 3D Pro — Lessons from the field

From Citrix Tips — Black Screen Issues with 7.x VDA: Users would make a successful ICA connection
but the screen would stay totally black.

[HKEY LOCAL_ MACHINE\SYSTEM\CurrentControlSet\services\vhdenum]

e “Start”=dword:00000001
¢ “MaxVideoMemoryBytes”=dword:06000000

) “Group”= “EMS”

[HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\vd3d]

e “MaxVideoMemoryBytes”=dword:00000000

From Citrix Knowledgebase article CTX200257 — Screen Issues Connecting to 4K Resolution Moni-
tors in DCR Mode:

1. Calculate the video memory that is required for 4K monitor using the following formula:

Sum of total monitors (Width * height * 4 * X) where width and height are resolution of the
monitor.

X =2 if VDA is Windows 7 OR X = 3 if VDA is Windows 88.110

Example: Suppose a Windows 7 VDA is connecting to a client that has dual 4K monitors
(3840%2160), then video buffer should be: (3840x160 x 4 x 2) + (3840 x 2160 x4 x 2) = ~115MB

2. Open the registry (regedit) and navigate to:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\vd3d

3. Increase the value of “MaxVideoMemoryBytes” REG_DWORD value to the above calculated
memory.

4. Reboot the VDA

From Citrix Discussions: To exclude applications from Citrix 3D rendering, create a REG_DWORD

registry value “app.exe” with value 0 or a registry value “*” with value 0.
e XD 7.1 and XD 7.5:
o x86: reg add hklm\software\citrix\vd3d\compatibility /v * /t REG_DWORD /f/d 0

© x64: reg add hklm\software\Wow6432Node\citrix\vd3d\compatibility /v * /t REG_DWORD /f
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/d0
e XD 7.6/7.7/7.8 both x86 and x64:

o reg add hklm\software\citrix\vd3d\compatibility /v * /t REG_DWORD /f /d 0

Wildcards are not supported. The asterisk * here has a special meaning “all apps” but is not a tradi-
tional wildcard. To blacklist multiple apps e.g. both appa.exe and appb.exe must be done by creat-
ing a registry value for each app individually.

This is most problematic in Remote PC since most physical PCs have GPUs. I recently had to black-
list Internet Explorer to prevent lockup issues when switching back to physical.

Uninstall VDA

Uninstall the VDA from Programs and Features.

Then see CTX209255 VDA Cleanup Utility.

Related Pages

e Provisioning Services Master Device Preparation

e Catalogs / Delivery Groups

C00DOROO®

February 25,2016 & Carl Stalhood & XenApp/XenDesktop, XenApp/XenDesktop 7.8

26 thoughts on “Virtual Delivery Agent (VDA) 7.8”

Amt
September 7, 2016 at 1:46 pm

Hi Carl,
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Is Linux Mint Cinnamon 17.03 VDI supported on Xendesktop 7.8? Can we use Re-
ceiver 13.4 for Linux? Is there any VDA for this OS?

Regards

Amt
September 8, 2016 at 1:10 pm

Hi Carl,

Please let me know if Linux Mint Cinnamon 17.03 VDI supported on Xendesk-
top 7.8 or does it only support Redhat, CentOS, SUSE?

Regards,

Carl Stalhood &
September 8, 2016 at 1:38 pm

I suspect only the distributions listed at http://docs.citrix.com/en-us/xenapp-
and-xendesktop/7-9/install-configure/red-hat-linux-vda.html are supported. It
might work on others, but no support.

How many Linux VDAs are you considering?

Amt
September 8, 2016 at 1:59 pm

For now only 2-3 Linux VDIs for consultants to work remotely.

&, Phil Bedell (@PhilBedell)
August 3, 2016 at 3:20 pm

Just went through 2012 RDS hell and found a simple solution to the errors about
grace period and just setting it up in general.

Microsoft explains it here: https://support.microsoft.com/en-us/kb/2833839

Basically Add Roles and Under Remote Desktop Services, choose Remote Desktop
Licensing and Remote Desktop Session Host role services. (Note: The VDA installs
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Remote Desktop Session Host role service)
Reboot and run the following

1. Open an elevated Windows PowerShell prompt

2. Type the following command on the PS prompt and press Enter:
$obj = gwmi -namespace “Root/CIMV2/TerminalServices” Win32_TerminalSer-
viceSetting

3. Run the following command to set the licensing mode:
$obj.ChangeMode(value)
Note: Value = 2 for Per device, Value = 4 for Per User

4. Run the following command to replace the machine name with License Server:
$obj.SetSpecifiedLicenseServerList(“LicServer”)

5. Run the following command to verify the settings that are configured using
above mentioned steps:

$obj.GetSpecifiedLicenseServerList()

You should see the server name in the output.

Users can now initiate Remote Desktop Sessions to the server from any sup-
ported RDS client.

Dennis
July 13,2016 at 10:23 am

Carl, for Office 2016 activation I have a KMS and AD setup both running. Is any-
thing special needed for Office activation? I opened a case with Citrix Tech Sup-
port and was referred to this. Is this really the procedure for an MCS setup?
Seems crazy.

http://support.citrix.com/article/CTX128580

,3 Carl Stalhood &
* July 13,2016 at 10:41 am

If volume license media, make sure KMS is working. When using MCS to create
the Catalog, MCS will rearm it automatically. So it should just work.

81 of 86 11/12/2016 4:49 P



Virtual Delivery Agent (VDA) 7.8 — Carl Stalhood http://www.carlstalhood.com/virtual-delivery-agertda-7-8

Bryan
June 1, 2016 at 9:28 am

There is a typo in step 4 of Install Virtual Delivery Agent 7.8. KB3092630 should
be 3072630. I have submitted feedback on the Citrix atricle (CTX212981) as well.

Rikesh
May 18, 2016 at 12:21 pm

Hi Carl

We have a hosted shared desktop.. A issue is we have a c:\temp folder where ev-
eryones sessionID gets created, while people are logged on they can all view ea-
chothers session ID and see whats there. lotus notes writes attachments in there
as well which is a issue as our windows environment variable is c:\temp for
%temp%. There is no c:\users\username\appdata\local\temp path for some rea-
son. Do you know if there a nice easy way to lock down each session so only the
current user can see their own session.

,} Carl Stalhood &
‘ May 18, 2016 at 12:41 pm

What 0S? If 2008, run Remote Desktop Session Host Config. There’s a setting for
“Use temporary folders per session”. It’s set to Yes by default. Maybe you have a
GPO that changes it.

Rikesh Sheth
May 18, 2016 at 1:05 pm

Yes to 2008, if its turned off then where do the sessionid go?

Tim McEnroe

May 6, 2016 at 12:27 pm

Hi Carl,

Great and helpful post. Two quick question — Do you know if the problem with
vSphere 6.0 hardware v11 has been resolved? I didn’t see any updates on the
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VMware article, but the issue is over a year old at this point. Secondly, does this
apply to shared hosts as well as ‘desktop OSes’?

Thanks in advance

Kevin Ray
May 4, 2016 at 12:20 am

Hi Carl,

Wondering if you can shed some expertise with me.

In my environment, all servers are hosted on AWS.

I have created an AMI (template) and create Machine Catalog using MCS to build
the new machines.

This all works fine, except there are duplicate IDs. Machine SID, WSUS Client ID,
etc..

Do you know if there are any issues with MCS and AWS regarding generaliza-
tion...

All the MCS built servers seem to work, however all the SIDs are the same.

Any advice would be greatly appreciated.

,} Carl Stalhood &
May 4, 2016 at 5:54 am

I have not done MCS in AWS. I assume you’ve looked through https://www.cit-
rix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-xenapp-

and-xendesktop-7.6-on-amazon-web-services-reference-architecture.pdf

You can try posting your question to discussions.citrix.com.

Rikesh
April 29, 2016 at 3:27 am

Hi Carl, I have a hosted shared xendesktop 2008. We have a mix of japanese and
english users, how can I have japanese UI for some and english for some. I dont
think I want to change the system locale as it will make everything japanese for
everyone on the image? What are the options per user? A gpo or is there a lan-
guage pack?

a Carl Stalhood &
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<& April 29,2016 at 5:11 am

I believe you simply install multiple language packs for Windows and Office
and Citrix will read the locale of the connecting client to select the correct one.
Citrix itself (Controller, Studio, VDA) is in only language. StoreFront can handle

multiple languages.

TimOn (@genluscat)
March 25, 2016 at 6:44 am

Is VDA 7.8 compatible with DDC 7.6?

a Carl Stalhood 2
March 25, 2016 at 6:55 am

Yes. You can mix and match versions. It’s a good way of testing newer VDAs
without having to upgrade the Controllers first. But some new features won’t

work until the Controllers are upgraded.

TimOn (@genluscat)
March 25, 2016 at 9:00 am

Thank you, Carl! This is mean that I can use Windows 10 with VDA 7.8 on
XenDesktop 7.6 LTSR while VDA 7.6 not support it.

~ Carl Stalhood a
) March 25, 2016 at 11:24 am

I believe 7.6.300 does support Windows 10 but I'm not sure if it’s covered

under the LTSR support policy.
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Arjen
March 12, 2016 at 3:23 am

Hy Carl, I've updated my Win10 VDI to the XenDesktop 7.8 VDA and got a black /
gray screen when starting my VDI through the receiver. See my topic on Citrix
Support forums: http://discussions.citrix.com/topic/376247-blackgray-screen-af-

ter-updating-vda-to-78-on-win10-vdi/ Do you have any idea?

topokin
March 9, 2016 at 1:49 am

Upgrade of VDA from 7.7 to 7.8 is failing with this message.

“11:02:07.3099 : XenDesktopSetup:Process completed with error code 1603
11:02:07.3109 $ERRS$ : XenDesktopSetup:Installation of MSI File ‘TelemetryServi-
celnstaller_x64.msi’ failed with code ‘InstallFailure’ (1603).

11:02:07.3119 $ERRS : XenDesktopSetup:InstallComponent: Failed to install com-
ponent ‘Citrix Telemetry Service’. Installation of MSI File ‘TelemetryServiceln-
staller_x64.msi’ failed with code ‘InstallFailure’ (1603).

11:02:07.3119 $ERRS$ : XenDesktopSetup:Recording installation failure. Installa-
tion of MSI File ‘TelemetryServicelnstaller_x64.msi’ failed with code ‘InstallFail-
ure’ (1603).”

Even when I remove 7.7 and install 7.8, I get the same error message.

Carl Stalhood 2
March 9, 2016 at 4:32 am

There are several threads on this at discussions.citrix.com. Google should be
able to find them.

Jeremiah Parker
March 22, 2016 at 9:06 am

Is this in reference to the grey screen at logon? I am having the same problem
after going to 7.8. It establishes a session on the server, but just a grey screen
on client machine.
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Dennis
July 13,2016 at 11:38 am

topokin, I had something really similar to this on a 7.6 VDA, going to 7.7. 1
opened a case with Citrix and they gave me a Microsoft fixit that resolved the
error. I am not sure if this is it or not but I googled and found this one...

https://support.microsoft.com/en-us/help/17588/fix-problems-that-block-pro-
grams-from-being-installed-or-removed

Dennis
July 13,2016 at 11:43 am

Yeah, that’s the destination that my link resolved to. Try it even if you are
working on a server system. OS’ affected in article just list Client OS’ (7,8, 10,
etc) but this worked on server 2008 R2.

Reference case 71114449 for your tech for more info if you want to refer to
my case.
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